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Question

Due to the number of documents provided
for this RFP and the nature and amount of
effort needed for the proposal response,
would FRNP please consider a minimum

2-week extension to the proposal due
date? This will allow adequate time to
request and receive UL 508A facility

fabrication cost estimates and schedules
(assuming fabrication should be included

in the cost estimate).

Does FRNP intend to procure a separate

subcontractor for the fabrication of the
industrial control panels? Or do they
intend to have the subcontractor of this
procurement include a lower-tier
subcontractor that can provide the

fabrication? Section 2.4.3 states that the

design package shall include pricing from

a UL 508A facility for fabrication of
industrial control panels. While Section

2.4.5 states that the contractor may use

drawings, BOM, and equipment

specifications to solicit bids for fabrication

of industrial control panels. Could you
please clarify?

This section states that the subcontractor

shall work with the CWWT integrator for
the programming of panels and
attachments. Is the intent for the

integrator to be awarded sole sourced or in
a different procurement? If sole sourced,
who is the designated integrator and are
there programming requirements beyond

provision of a functional narrative? Can

FRNP provide the scope boundaries and

interface responsibilities between the
selected subcontractor and the CWWT

FRNP Response

FRNP will allow a one-week extension
with proposal due by COB 8/31/2026.

The proposal due date will adjust the
following milestones

60% Design for review — 9/27/2026
90% Design for review — 10/21/2026

No, FRNP intends for this contract to
be a design, fabricate, build of the
control panels. However, only funding
for the design is available at this time.
If fabrication funding is delayed design
will be completed and the project
paused FRNP will retain information
necessary to solicit bids in the future
for fabrication if necessary if
subcontractor is unavailable or if
pricing increases excessively. Also,
drawings, BOM, and equipment
specifications will be necessary for
any future maintenance actions on the
panels should parts fail

An integrator or the need for one has
not yet been determined. The
boundaries for the subcontractor are
that the subcontractor will be
responsible for all elements of design,
fabrication, and testing of the provided
control panels. Subcontractor will
provide a narrative and a draft
program for the panel to control all
equipment at the extraction-well and
interface with CWWT. Subcontractors
shall define what they will provide in





programming integrator? If the intent is for

the integration of these systems only,
please confirm that all CWWT screen

their technical narrative with their
proposal and may propose an hourly
rate for programing work in excess of

development and integration is by others, basic integration defined in their

this project shall provide a system narrative.

suitable.

Does FRNP intend to have the CWWT
integrator perform the programming for
this scope? In other words, the
requirement for the design scope included
in this RFP are the 'functional logic
requirements' in the form of a narrative. Or @ssume providing a narrative and a

do we need to include programming in our |draft program to control all equipment
scope and proposal?

This is to be determined if the
integrator will program or the CWWT
design contractor. For the purposes of
this contract the subcontractor should

at the extraction well and interface
with the CWWT PLC. The program
may or may not be used by the CWWT
design contractor or integrator at the
discretion on FRNP.

Based on the proposals for the engineering The Notice to Proceed is tentatively

2026, when would the Notice to Proceed

be for the successful bidder?

EW-234 and EW-235 information was
provided for reference but should not

| noticed that extraction wells 234 and 235
Remote I0/VFD-starter panel layouts were
provided as attached drawings. I’'m
assuming these were provided to show
what FRNP would expect from all new and
existing extraction wells (232, 233, EW-1,
EW-2) local control panels to look for
equipment consistency?

be considered as a requirement to
match. These panels will also be
redesigned at a later date and likely
replaced. These drawings were
provided for discussion as an example
of the latest design and the attached
equipment intended for this design.
The new panels designed by this
contract going forward will provide the
expectation for what future panels will
match for consistency.
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Unless | overlooked in attached drawings,
do we know where the two new extraction

wells (EW-1 & EW-2) are located with
respect to the new CWWTP?

Please identify who the CWWT integrator

is, and the interface that they will be
requiring. Is this a fiber or ethernet
communication interface? Do any
technical standards apply? What PLC
platform is deployed at CWWT?

For the work for our proposal be fiber or
ethernet based, if the CWWT is not
identified as part of this project? Is

specifying and routing the network cabling

in our scope?

Will EW 234 and EW 235 PLC existing
programming be available to us?

The new extraction wells will be
located north of the C-400 building as
shown on drawing C5D-FA6081-A01

An integrator has not been selected
yet. The interface required will be any
necessary to achieve successful
operation of the extraction wells with
CWWT. Subcontractor may define
what interface will be provided with
their proposal and may propose an
hourly rate for work in excess of what
is defined as needed. Fiberinternetis
expected to be the communication
interface. No technical standards
have been completed at this time but
may be added as more information
becomes available resulting in a
change to the contract. See section
2.4.6.1.1 for platforms to be deployed
compatible with CWWT as
ControlLogix or compact logix.

Fiber optic network cabling will be
provided by FRNP from the plant IT
network up to the EW locations and
also to the new CWWT facility. For this
proposal, the subcontractor will need
to provide Fiber-to-Ethernet media
converters for Rx ControlLogix for
communications to EW remote I/Os.
No. The programming for EW234 and
EW235 is not included in this scope.
See response to question #6 for
additional information.





Will FactoryTalk View SE be used? What Factory Talk View SE or another has

are the total number of I/Os that are to be  not been dictated at this time that all

supported per well? should be Allen Bradley / Rockwell
automation HMls. Subcontractor may
propose which HMI they would
recommend with their technical
proposal and the benefits of its use to
be selected for design. Only An
example of expected I/Os is provided
in section 2.4.5 of the PSOW a
recommended number of spare I/0Os
should be provided with the technical
proposal to allow for future expansion
based on engineering experience.

What software versions are requested for Software shall be compatible with

this upgrade? CWWT PLC. The versions can be
provided.
It appears from this proposal that Understood, it is intended that full

subcontractor does not provide hardware hardware validation would only take
to FRNP (such as the PLC, VFD, etc.). This place if the option panel fabrication
implies that the subcontractor can only was awarded. No FRNP hardware is

perform software-level testing and expected to be furnished for testing.
simulation. Full hardware validation would

either require the optional panel
fabrication or does FRNP-furnish hardware

for testing.
Are level and flow transmitter FRNP engineering will work to specify
specifications in our scope? level and flow transmitters, but

subcontractors are expected to
interface with FRNP engineering to
scope out necessary registers and
communication hardware with the
PLC panels. E.g. the flow meters have
registers that provide flow rate and
total on top, but subcontractor
participation will be required to select
the most appropriate register for
communication with the Panel
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Does EW 234 and EW 235 referto a
specific well, or a family of wells with a
specific architecture/control system?
Within the package there is a reference to
EW-232 and EW-233, please confirm that
EW-232 and EW-233 are not part of this
proposal

How many individual wells in the
Northwest Plume are involved in this
proposal?

Yes, each individual well has a unique
identifier number. EW-232 and EW-
233 are within the scope of this
contract as well as the two C-400
extraction wells that will be new that
do not have numbers yet but will be
assigned numbers at a later date.
These numbers are used to identify
the wells and should be used on the
control program, tags, and HMI
screens for identifiers. EW-234 and
EW-235 are not within the scope of
this contract, but they provide the
most recent additions that most of the
expected inputs and outputs needed
such as level transmitter, flow
transmitter, sump pump control and
level control. These are not intended
to dictate the design but are only
intended as the most recent example.
New panels should be independent of
these designs and should set the
standard going forward.

At this time panels for extraction wells
are expected but this may be
decreased orincreased as needed
resulting in a contract mod. The
extraction wells currently expected
are as follows:

EW-232
EW-233
C-400-E1
C-400-E2

Subcontractor should provide pricing
on a well-by-well locations so that
extraction wells may be removed or
added from the scope as dictated by
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Are the supporting AutoCAD files available
to share with our organization?

When will the walkdown be scheduled?
Will we have access to view EW-234 and
EW-235 installations during the
walkdown?

What facility and site acceptance testing
are required?

Variable Frequency Drives are used for
these installations, what drives the
requirements for VFD use? Isthere a
motor control needed aspect that 60Hz
motors cannot provide?

design conditions. See section 2.4.8
of the PSOW

Yes, the drawing files are available in
AutoCAD and will be provided.

A walkdown will be scheduled after
award, if needed.

Yes, fabricated panels will be received
by FRNP and may be subject to review
and testing upon receipt. Site
acceptance testing will be determined
and agreed upon by FRNP as part of
the design process and be considered
complete prior to system options.
Subcontractor may propose
appropriate site acceptance testing to
ensure operation of all panel functions
as part of their technical proposal.
Normal 60HZ motors will be used at
each extraction well. VFD will be used
to control flow rates to maintain flow
rates as dictated by regulatory
documents. Atthe moment these are
expected to be as follows by may
change at later dates including years
after installation at regulator request
To control Plume Migration
EW-232-100 GPM

EW-233-100 GPM
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What is the scope for Pay Item Number 8,

this optional task is not clearly defined?

Are we to provide a proposal to complete
fabrication and delivery of the industrial
control panels to include manufacturing
drawing, programming, testing, inspection,

etc. at an approved facility? If the panel
fabrication option is not chosen, please
clarify the testing environment and
deliverables for PLC/HMI verification,

software QA, and system acceptance. Will
the subcontractor be expected to provide

development hardware, or will FRNP
provide access to hardware or a
simulation environment.

Are P&ID drawing packages available for

existing systems?

C-400-E1-40 GPM

C-400-E2-40 GPM

Testing will take place after
installation to determine final flow
rates and may take several years the
VFDs will be used to adjust the
pumping rates to the final desired flow
rate and maintain it as determined by
the flow meter set point. Alternatively
other methods may be considered if
proposed but this has been the
accepted and proven method for the
last 4 extraction wells installed on-site
and will likely be favored unless an
alternate proposalis considered
substantially more advantageous.

See section 2.4.8 it is intended that
the panels designed by this contract
would then be fabricated and
delivered to the contractor including
manufacturing, drawing, programing,
testing, and inspection. If the optional
work is not awarded, then testing and
inspection of the panels would not be
required. No simulation environment
is expected at this time.

Yes, identified P&ID drawings are
provided for the system. Existing P&ID
will be disconnected from extraction
well vault and connected to CWWT.
New systems are being completed
and will be provided after completion.
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What are the cybersecurity concerns?

Can we communicate through SharePoint
(if not, please clarify any applications that

can be used)? What is the required

method of communication between our

organizations? Is any training required
before we begin on the project?

The delivery of any hardware appears to be
in the optional Task 8 only? Is this correct?

Are all the pumps and associated piping

and connections in need of repair or
replacement?

What is expected to be tested and
reported in system commissioning as
mentioned in Task 6?

Please clarify the anticipated award date
as there is a holiday during the mentioned

timeframe.

Communications through the CTR,
files can be provided as requested and
as needed. No Training Required to
begin work. On-site support will
require training listed in the J-1, A-1.

Yes

EW-232 and EW-233 may or may not
be reused by the contractor but the
condition of the pumps and
associated piping connections is
outside of the scope of this contract.
This contract is limited to the PLC
panels and controls systems
necessary. Pumps, conveyance,
piping, repair and replacement of each
will be done by another contractor.
All equipment connected to the HDMI
is expected to be tested.

The Notice to Proceed is tentatively
expected the week of 9/7/2026.





Is modifying the existing control panels in
the scope?

It is intended that the newly designed
control panels will replace the existing

Replace the existing VFDs? panels EW-232 and EW-233
b. Replace the existing Flex

I/0 with point I/0?
c. Any other hardware that

infrastructure at each location is
provided and can be reused if deemed
appropriate such as the Unistrut
needs to be replaced? frame if designer determines it is
appropriate. Designers should itemize
proposals to the details necessary to
facilitate addition or removal of
components needed. Itis not
anticipated that components will not
be reused but the subcontractor can
propose that some may be
appropriate for reuse as part of their
technical proposal and expected cost
benefit of reusing the device and this
can be taken as a cost saving following
award. Pricing should assume all
components are replaced.

J-24 Section 3 states that Final Design and The J-18 Pay Items are being revised. 1
construction are optional work in early through 6 are part of the base scope.
FY27 if exercised. Please confirm whether Pay Iltems 7 and 8 are optional pay
J-18 Pay Items 4 through 7 are part of the
base award, separately optional, or

items. Offerors shall price all eight pay

items, with Pay Items 7 and 8

expected to be priced now but authorized  ggnarately identified. Pay Items 7 and

later. 8 should not be performed unless
FRNP exercises the option through
written contractual authorization.

Please confirm whether J-18 Pay Item 8 is See response to 29 for the optional

30

the only optional pay item, and whether
FRNP wants one lump-sum price for all

four presently identified well locations or

separate panel pricing by well.

work. Offerors should provide one
lump sum price covering fabrication,
quality inspection, and delivery of the
panels
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J-24 Sections 2.4.5.5 and 2.4.8.5 allow
additional panels to be requested. How
should additional panels be priced: unit
price per panel, negotiated change, or
included allowance?

Please identify any required bonds,
insurance limits, warranties, retainage,
payment milestones, or invoicing
restrictions that should be included in the
lump-sum pricing.

Please provide the complete current
revisions of all drawings listed in J-24
Section 2.3, including the NW Plume and
NE Plume instrumentation drawing sets.

Please provide CP3-EN-0207, CP3-EN-
0209, CP3-EN-0212, ES-0.9-17, CP3-QA-

1002, CP2-QA-1000, Attachment J-1, J-2, J-

3, J-7, and J-17 before proposal
finalization, or identify which documents
will be available only after award.

Price as additional price per panel for
identical panels provided at a later
date. Change between panel
equipment, and an increase in
equipment prices due to price
changes from suppliers will be
negotiated at the time the optional
panelis awarded. Note sufficient
original pricing details should be
provided so pricing increases can be
determined / negotiated at the time of
award as well as labor rate changes.
No Bonds Required, 10% retainage will
be held on each invoice and paid on
finalinvoice.

The solicitation package includes the
current revisions available for this
procurement. The C5D and M5D
drawings are issued as Revision 0,
Preliminary, and the I7DC and E7DC
instrumentation drawing sets are
included at the revisions identified in
their filenames.

Attachment J-7/CP2-QA-1000 is
located on our public documents page
here is the link: CP2-QA-1000 FR5
Quality Assurance Program
Description.pdf FRNP will provide
CP3-EN-0207, CP3-EN-0209, ES-0.9-
17, CP3-QA-1002. J-1 and J-2 were
provided in the RFP. J-3 and J-17 will
not be required at this time.



https://pubdocs.pad.pppo.gov/Paducah%20Plans%20and%20Procedures%20%28updated%20July%2023%2C%202026%29/CP2-QA-1000%20FR5%20Quality%20Assurance%20Program%20Description.pdf

https://pubdocs.pad.pppo.gov/Paducah%20Plans%20and%20Procedures%20%28updated%20July%2023%2C%202026%29/CP2-QA-1000%20FR5%20Quality%20Assurance%20Program%20Description.pdf

https://pubdocs.pad.pppo.gov/Paducah%20Plans%20and%20Procedures%20%28updated%20July%2023%2C%202026%29/CP2-QA-1000%20FR5%20Quality%20Assurance%20Program%20Description.pdf
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How many new C-400 extraction wells are
definitively included in the base design? J-
24 identifies E-1 and E-2 but also permits
additional panels.

Please provide existing EW-232 and EW-
233 electrical, control, power-rack, panel,
wiring, network, and field-instrumentation
drawings, including available as-built
information.

Are the preliminary civi/mechanical well
and utility drawings sufficiently mature to
establish final control-panel I/O, cable
routing, power requirements, and
communication interfaces for the 60%
design?

Who is responsible for field verification of
existing conditions that cannot be
confirmed from drawings, and how will
concealed orinaccessible conditions
discovered after design be handled?

Please provide extraction-well pump
motor horsepower, voltage, full-load
current, service factor, VFD duty
requirements, and available fault current
for EW-232, EW-233, C-400 E-1, and C-400
E-2.

Yet to be determined 1 to 2 new
extraction wells are expected for
additional panels please see # 31.

See # 33.

No this will be part of the design
process to interface with FRNP design
team.

It is anticipated that all equipment will
likely be new. If subcontractor
recommends reuse of equipment,
then during their proposal they should
specify what equipment should be
field verified following award by the
subcontractor and can be taken as a
cost savings. For the proposal the
subcontractor should assume all
equipment is priced as new.

Existing EW-232/233 s at C-612 are
25Hp, 480Vac with available fault
current on the secondary side of the
480V transformers of <1500 Sym RMS
Amps. The estimate fault current at C-
400 EWs will also be <1500 Sym RMS
Amps. Full-load current & VFD duty
requirements? (contact C. Dietsch).
C-400 wells yet to be determined.
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Please confirm the required incoming
power voltage and distribution

arrangement at each well and whether the
subcontractor must design transformers,
disconnects, breakers, surge protection,

grounding, and power-rack distribution.

Please define the environmental design

conditions for outdoor panels and HMIs:

NEMA rating, temperature range, solar

loading, humidity, condensation control,
wind/seismic criteria, and any corrosive or

radiological environment requirements.

Please clarify the intended meaning and
required design standard for the 'lighting

protection system' listed in J-24 Section
2.4.5. Is this intended to mean lightning
protection/surge protection?

Please provide the required sine-wave-
filter design basis, including motor lead

lengths and any existing motor insulation

limitations.

Incoming power voltages for all EW
locations will be 480Vac. C-612 EW-
232/233 are sized with 3-15kVA
transformers at each location with
existing disconnects, 50Amp main
circuit breakers, and surge protection
devices. These must be integrated
with the new instrumentation control
equipment rack. C-400 EWs will be
480Vac from existing transformer
secondaries. All other requirements
are TBD.

Outdoor-weatherproof, non-corrosive
environment, NEMA 4 or 4X.

This is a misspelling. Should be
lightning/surge protection.

It is anticipated that the motor leads
will be 135 to 150 feet in length from
the load side of the sin wave filter to
the motor down hole. Historically
these lengths on the load side of the
VFD have resulted in the
recommendation of a sin wave filter
installation to prevent a feedback
buildup that has resulted in the
premature failure of motors on-site
before. Itis anticipated that
submersible motors that are VFD
rated will not be available. Motor
insulation information can be found





44

45

46

47

48

Must high-voltage and low-voltage
equipment be in physically separate
enclosures at every location, or may
partitioned UL 508A assemblies be
proposed for Contractor approval?

Please identify any FRNP preferred
manufacturers/models for breakers,
disconnects, power supplies, UPS
equipment, relays, terminal blocks, surge
protection, enclosure HVAC/heaters, and
field instruments.

Please define the required spare I/O, spare

panel space, spare terminal capacity, and
future expansion allowance.

Please confirm whether ControlLogix or
CompactLogix is preferred at each well
and provide the CWWT control-system
architecture needed to select the
platform.

J-24 specifies the latest Rockwell
Automation/Allen-Bradley PointMax /0.
Please confirm the exact approved
PointMax family, firmware requirements,
and any FRNP standard catalog numbers.

utilizing the model number for the
franklin motors located on the
provided drawings for each well. Note
C-400 well motors have not been
selected yet but are anticipated to be
similar to the EW-234 well at 7.5 HP.

Yes, separate enclosures are
preferred for low voltage and high
voltage equipment being physically
separate.

Eaton would be preferred, others may
be considered, usually Eaton provided
by Hannon Supply as a supply for
vendor preferred.

To be determined in the design
process subcontractors should make
recommendations in their proposal of
the percentage or number of spare
I1/0, panel space, and terminal
capacity for future expansion.

See section 2.4.6 and these can be
selected during design, CWWT
information will be provided when
available. Subcontractors may
assume or propose one as part of
technical proposal.

Determined during design
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Please confirm the approved PowerFlex
family and ratings. J-24 references
PowerFlex 520 or S520 Series; please
identify the intended/approved series and
required network option.

Please provide the CWWT network
architecture, IP addressing requirements,
VLAN/security requirements,

fiber/Ethernet standards, managed-switch

standards, cybersecurity requirements,
and approved switch
manufacturers/models.

For bidding purposes assume EW—
234 and EW-235 and will be finalized
during design

TBD during design

What communications medium exists oris |Please see response to question 9.

planned between each extraction well and

CWWT (fiber, copper Ethernet, radio,
other), and who furnishes/installs the
backbone communication infrastructure?

Please define the division of responsibility See integrator question. FRNP will be

between this subcontractor and the
CWWT programming integrator for PLC
code, HMI development, tag database,
alarms, historian interfaces, network
configuration, testing, and final software
ownership.

the final software owner.

Will the well PLCs operate autonomously if | CWWT will control well PLCs,

communication with CWWT is lost? If so,
please provide required fail-safe states,
local control modes, alarm behavior, and
data buffering requirements.
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Please provide FRNP/CWWT PLC and HMI
programming standards, naming
conventions, graphics standards, alarm
philosophy, security/user-role
requirements, and required
software/firmware versions.

Does FRNP require FactoryTalk View SE,
FactoryTalk View ME, or another HMI
platform at CWWT and/or locally at the
wells?

Who supplies Rockwell software licenses,

activation files, development licenses, and
any runtime licenses required for the final

installed system?

Where is the current PLC located? Is the
future one going into the CWWT facility?

What is the control variable for the VFDs
for the well pumps? Is it pressure, flow
rate, well water level, or another variable?

Does the current system allow both the
sump pump and well pump to run at the
same time, or does the well pump need to
be cycled off in order for the sump pump
to run? Just wondering if the sump pump
has enough head to overcome the well

pump.

To be determined during design

See previous question # 11.

FRNP has the Rockwell licenses and
runtime license

Future PLC will be located in CWWT
facility to be constructed. Current
PLC will be deactivated during
construction.

Flow rate

Yes, it does allow both to run.
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Are the control panels for each well
mounted outside next to the vault?

Noticed on drawing M5D-FA6081-A01 that
the sump pump looks to be a submersible

well pump, but it appears to be justa

sump pump on drawing M5D-FA6081-A02.

Also, the drop pipe looks to be 4" on the
AO01 drawing but the surface pipe is 3", is
this correct?

Does the flow meter need to transmit the
flow total to the PLC or just the flow rate?

Please provide the design flow range,
normal operating flow, pressure range,
well drawdown/level information, and
process operating sequence for each
extraction well.

Yes, itis expected to be outside the
vault

M5D-FA6081-A01 states that the
sump pump is a Grundfos Sump Pump
and Motor which is a submersible
sump pump. Yes, the surface pipe is
3” diameter while the drop pipe is 4”
diameter.

Yes, flow total and flow rate.

Current EW-232 and EW-233 are
expected to flow between 100-200
GPM each expected to be setat 100 in
the future. C-400 extraction wells flow
ranges have not been set but are
anticipated at 20-100 GPM likely set at
40 GPM each. EW-234 is expected to
be 100-200 GPM set at 100 and EW-
235 is expected at 75-150 GPM set at
75 GPM. Flow ranges and pump
changes may change in the future but
are expected to go down. Pipeline
design pressure will normally be 200
PSI, but operating pressure will
normally be between 5 and 60 PSI.
Well draw down information will be
provided during design but itis
anticipated that the system will
interlock just above the top of well
screen at each well to prevent
exposing the well screen.
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Please identify the required
manufacturers/models or performance
specifications for the electromagnetic
flowmeters, pressure
transmitters/sensors, sump pumps, float
switches, and other instruments.

Are instruments included in the
subcontractor's procurement scope, or is
the subcontractor responsible only for
selection/specification while FRNP
purchases field instruments?

Please define required instrument
accuracy, materials of construction,
process connections, power, output
protocols, local displays, environmental
ratings, and calibration requirements.

Operating sequence will be discussed
during design, but it is anticipated that
the program will confirm all interlocks
are cleared, CWWT can accept water,
and that a permission has been given
to the well by the system operator to
pump. Sump pumps will have similar
permissive but will also be automated
based on level in the sump foran on,
off, and high-level interlock.

To be determined in the design
process.

Yes, see 64.

Accuracy will be determined during
design, materials of construction will
be appropriate for the service and
exposure expected. Water is
anticipated to be contaminated with
TCE (e.g. gaskets, and o rings should
be off appropriate material and rated
for exposure) all electrical equipment
should be rated for outdoor use.
Process connections, power, output
protocols, local displays, and
calibration requirements will be
determined during design process.
Subtractor assumptions can be
documented in their technical
proposal.
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Please provide the required control
philosophy for extraction pump
permissives, shutdowns, sump operation,
high-water conditions, pressure/flow
alarms, heat trace, emergency stop, and
restart after power failure.

Are there groundwater treatment or
regulatory operating limits that must be
enforced by PLC interlocks or alarms?

Please provide the required drawing list,
drawing templates/title blocks, CAD
platform/version, native-file requirements,
and document numbering conventions.

How many FRNP review cycles and
comment-resolution meetings should be
included at 60%, 90%, and Final Design?

What is FRNP's expected review duration
at each design stage, particularly given the
September 23, 2026 60% and October 17,
2026 90% milestones?

To be determined during design

Yes, operating requirements includes
controlling the flow rate to maintain
flow rates as dictated in regulatory
documents and shutdown if a leak
occurs in the manhole / vault.

To be provided after award

One review cycle and meeting per
design submission should be
assumed. However, depending on the
complexity of the
comments/resolutions the process
may be able to be handled with
emails. The 60% and 90% of design
submissions have the review cycles.
The final design is just the final
submission with all comment
resolutions from the 90% design.

One week
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Please define the required contents and
approval process for Facility Change

Travelers under CP3-EN-0207 and identify

which portions are prepared by FRNP
versus the subcontractor.

Please confirm whether stamped/sealed
engineering drawings are required and, if
so, which professional-engineering
disciplines and state registrations are
required.

Please define the required System

Requirements Document format and when
it is due relative to the 60%, 90%, and Final

Design submissions.

Please clarify whether panel fabrication
pricing must be based on formal
quotations from a UL 508A shop at each
design stage or only at the final stage.

How long must vendor quotations remain

valid, and will FRNP accept budgetary
quotations during 60%/90% design?

Form CP3-EN-207-F01 is used for
completion of an FCT. The
subcontractor will provide the
design/modification and complete the
form, required drawings, and design
instructions. The FCT/Design will
need to be submitted to FRNP for
review/comments at the 60% and 90%
completion stages. The subcontractor
will provide a reviewer to review and
sign the FCT. FRNP will supply the FCT
number and provide the final review
and approval.

Yes, stamped drawings will be
required. Drawings should be
stamped by a Kentucky Licensed
Engineer, with the respective
discipline pertaining to the drawing.

PDF or Word document. Initial draft
should be submitted with initial 60%
design submission

The bidder’s proposal should include
pricing for panel fabrication from a
UL508A shop.

See responses to questions #5, #75,
and #77. Final design and
construction will be optional work
occurring in early FY27, if exercised.





Please define the anticipated installation  Final design and construction will be

and commissioning schedule, duration, optional work occurring in early FY27,
number of mobilizations, and expected if exercised. Field work is anticipated
field-support days to be included inJ-18  inh FY27 with field support expected to
Pay Item 6. be one week (4 working days) with one

mobilization.

Who will perform physical installation, On-site connections and field

wiring, conduit, terminations, loop checks, finstallation will be performed by an
megger testing, and instrument FRNP contractor procured separately
calibration? from this contract.

Will a factory acceptance test (FAT) be Yes, FRNP witnesses will be

required for each panel before shipment? |[Engineering, and CTR others may be

If so, please provide required witnesses, added as needed. Test procedures,

test procedures, duration, and acceptance duration, and acceptance criteria can

criteria. be determined during design.
Subcontractor’s assumptions can be
documented in their technical
proposals.

Please define the required site acceptance Will be part of design

test (SAT), functional test, integrated test

with CWWT, and commissioning

acceptance criteria.

How many HMI/PLC programming A demonstration will be necessary
demonstrations are required? J-24 Section (during the fieldwork activities as a part
of start-up and training. See response
to question #77 for additional

2.6.1 identifies two demonstrations before
final programming is placed into

operation; are additional demonstrations Information.

expected during commissioning/training?

How many operator-training sessions, Operator training sessions are not part
attendees, shifts, and hours should be of this proposal, but an hourly rate can
included, and are formal training be provided. Materials and manuals
materials/manuals required? for equipment used in the design

should be provided. Materials and
manuals for subcontractor design
interfaces and panels are not required
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Will after-hours, weekend, or emergency

commissioning support be required
despite the normal Monday-through-
Thursday work window?

Please identify the specific QL-4 design

controls, records, qualification

requirements, independent verification

requirements, and audit/surveillance
expectations applicable to this
subcontract.

Please provide the SQA classification and
required CP3-QA-1002 deliverables for
PLC/HMI software, including verification,
validation, configuration management,
testing records, cybersecurity controls,

and approval signatures.

Does FRNP require independent design
verification by personnel other than the

originator, and should those hours be
included in each design pay item?

Please identify required software tools and
versions that must be submitted for FRNP
approval before use, including CAD, PLC,
HMI, calculation, and document-control

software.

at this time in the contract as written
but the contractor may at this to the
subcontract in a future modification.

No, just Monday through Thursday.

Refer to section 2.4 of PSOW (J-24)
FRNP will handle the submission of
records after subcontractor provides
final documentation. Independent
verification is not required

The subcontractor shall provide all
information on software that will be
installed and used on plant
equipment. FRNP will complete the
SQA forms based off the information
provided by the subcontractor and the
SQA classification will be determined
upon completion of the forms.

A reviewer will need to be supplied by
the subcontractor to review and sign
off on the design. Yes, additional
hours for a reviewer should be
included.

A list of all software used for the
development of the design must be
submitted to FRNP for review.
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Are subcontractor internal QA procedures
subject to FRNP approval before
engineering work begins?

How many subcontractor personnel
should be assumed to require the
approximately six hours of site-specific
training, and must training be repeated for
later mobilizations?

Please confirm whether the six hours of
site-specific training is the only paid labor
training time that should be included, or
whether additional
security/radiological/ESH training is
anticipated.

Please identify expected number of site
trips for design walkdowns and reviews.
Travel is billed separately under J-24
Section 3, but labor time associated with
travel should be clarified.

Is travel labor time billable under the
lump-sum pay items, separately
reimbursable, or non-billable?

Will FRNP provide escorts when required,
and should the subcontractor include
potential waiting/escort delays in its field-
support pricing?

No

To be determined by the
subcontractor

The only training required is stated in
the Attachment J-1, A-1 Special
Environment, Safety and Health
Training Matrix.

See responses to questions #18, #77,
and #92.

Travel should be included in the lump
sum price.

FRNP will provide escorts.
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Please confirm the exact number of
enclosures/panels expected at each of

EW-232, EW-233, C-400 E-1, and C-400 E-

2, including whether separate high-

voltage, low-voltage/control, VFD, and HMI

enclosures are required.

Does Pay Item 8 include all panel

components, VFDs, PLCs, HMls, network
switches, power supplies, internal wiring,

labels, enclosure climate control, and

factory testing, or will any equipment be

owner-furnished?

Please define UL 508A labeling

requirements, short-circuit-current-rating

requirements, and whether UL 698A or
other standards apply.

Four extraction well locations are
expected to need enclosures /panels.
The exact number of enclosure panels
will be determined during design but is
anticipated to be 2 enclosures per
location to separate low voltage and
high voltage power. The design
process will determine whether one,
two or more panels would be needed
depending on the size of the panels,
and safety considerations available to
the subcontractor. Subcontractor
should propose how many panels
would be necessary as part of their
technical proposal and price
accordingly. Separate are not
required for VFD and HMI but may be
necessary depending on the size,
rating of the panels and the need to
separate high voltage and control
voltage as well as layout for the
equipment.

Pay Item 8 is expected to include all
equipment. No equipmentis
expected to be owner furnished.
During design if equipment is
determined to be appropriate for
reuse it can be taken as a cost
savings.

Instrumentation control panels shall
be designed and constructed to meet
NEC 2023 Article 409 requirements for
UL 508A listing/labeling. The short-
circuit current rating for each location
shall be minimum 5000 Amps Sym
RMS. UL 698A for hazardous locations
does not apply to this design and
fabrication. See response to question
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Please define FRNP QC hold/witness
points and whether inspection will occur
at the fabrication shop, upon delivery, or
both.

What warranty period is required for
fabricated panels and supplied
components, and when does the warranty
period begin?

#39 for estimated available fault
current at each EW location.

FRNP shall have the option to perform
inspection at the fabrication shop
prior to shipping. QC inspection will
be required upon delivery as part of
the receipt process.

The required warranty period will
depend on the specific fabricated
panels, components, and
equipment proposed. Offerors
shallidentify in their proposals the
manufacturer's standard warranty
applicable to each majoritem,
including the warranty duration,
coverage, exclusions, and the
event that initiates the warranty
period.

Unless otherwise specified in the
solicitation or resulting
subcontract, the warranty period
should begin upon FRNP's final
acceptance of the installed and
operational equipment, rather than
upon manufacture, shipment, or
delivery.

Offerors shall clearly identify any
warranty limitations, exceptions,
deviations, or conditions in their
proposals. FRNP reserves the right
to evaluate the adequacy of the
proposed warranty based on the
specific equipment and
components offered.
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If long-lead Rockwell components affect
the early FY27 construction schedule, will
FRNP authorize advance procurement
before Final Design approval?

D.3 - Submission of Proposals: Confirm
whether multiple electronic files under 10
MB each are acceptable for the two
proposalvolumes and supporting
attachments, and whether FRNP has a
required file-naming convention.

Section E - Basis for Award: Confirm
whether the Technical/Management
proposal should be organized directly
around Criteria 1 through 6 and whether
there are any page limits, font
requirements, or resume limits not stated
in the solicitation.

Section C - Buy American Act: Confirm
whether the Buy American Act certification
applies to optional UL 508A panel
materials and whether country-of-origin
information is required at proposal stage
for proposed components.

This can be discussed and considered
after award.

Section D.3 permits multiple
electronic files, provided each file is
less than 10 MB. No additional
mandatory file-naming convention is
stated. Files should clearly identify
RFP-EM-31124, the offeror, the
applicable volume, and the
attachment. If multiple emails are
necessary, they should be numbered
sequentially.

Yes. Volume 1 should be organized in
the same order as Criteria 1 through 6.
The solicitation does not establish
page limits, font requirements, or
resume limits; therefore, no such
limits apply. FRNP will not apply an
unstated formatting or page limitation
during evaluation.

Yes. The Buy American certification
applies to end products proposed
under optional Pay Item 8 because the
optional control panels are supplies
priced as part of the proposal.
Offerors should identify any foreign
end product and its country of origin.
The certificate does not require a
component-by-component country-
of-origin listing.
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Section 2.7, "Subcontractor resources

shall assist Contractor with development

and implementation of software quality
assurance." Define subcontractor
responsibilities with assisting on these
documents.

Section 2.7, Please provide the referenced
CP3-QA-1002 Software Quality Assurance.

Section 2.7, Please confirm if SQA should

comply with NQA-1 standards.

Section 8, Please provide the referenced J-
7 Quality Assurance Program Description

and CP2-QA-1000.

Section 2.4.5, Is there an expectation for

panelvendors to produce shop drawings?
Alternatively, can the Subcontractor
develop the panel drawings as part of the

design drawing package?

Section E, Criterion 2, Are there specific

requirements for each key personnel role?

Subcontractor responsibilities include
whatever Contractor needs from
Subcontractor. Specifically, any
software program produced by
Subcontractor.

See response to question 34.

SQA is not required to comply with
NQA-1 standards.

See response to question 34.

The panel drawings should be
developed as part of the design
package. The drawings will be used to
fabricate the panels at a later date.

Section E, Criterion 2 identifies the
Project Manager, Lead Controls
Engineer(s), PLC/HMI Programmer(s),
and Field Support personnel as key
personnel. It also considers personnel
responsible for software quality
assurance, engineering document
control, and engineering closeout, as
applicable. Resumes shall
demonstrate qualifications and
relevant experience appropriate to the
proposed role and experience in
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J-8 PO-006 requests resumes for Health &

Safety, Industrial Hygiene, and Site
Supervision; however, the solicitation

does not list these roles as key personnel.

Do resumes for these roles need to be
submitted with the proposal?

J-8 PO-003 requests SQA Software
Certifications, please clarify what is
required (i.e. is this software licensing
certificates?)

Section 2.4.5, “Local control HMI screen
protected from the elements for the power
rack as a whole and for the VFD.” Clarify if

an HMI screen is required for each well

panel, including the existing wells, EW-232

and EW-233.

comparable industrial automation
projects. No additional role-specific
minimum years of experience,
degrees, licenses, or certifications are
required beyond those stated in the
solicitation.

The J-8- PO-006 has been revised to
match the Section E, Criterion 2 which
identifies the Project Manager, Lead
Controls Engineer(s), PLC/HMI
Programmer(s), and Field Support
personnel as key personnel. It also
considers personnel responsible for
software quality assurance,
engineering document control, and
engineering closeout, as applicable.
Resumes shall demonstrate
qualifications and relevant experience
appropriate to the proposed role and
experience in comparable industrial
automation projects. No additional
role-specific minimum years of
experience, degrees, licenses, or
certifications are required beyond
those stated in the solicitation.

The J-8 PO-003 was revised. A list of
all software and versions intended to
be used for development of the design
shall be submitted to FRNP.

While not required it is highly
encouraged as an HMI panelis
anticipated as the best way to control
the well locally, get local information
and see status from CWWT during
field operations. Proposals without an
HMI capability protected from the
elements will be considered
significantly less desirable
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Drawing I7DC61200A006, Existing Wells

EW-232 and EW-233 use copper to
communicate with K100, is copper

required for communicating to the new
panels for C-4007? If fiber is required for the
new panels, is it also required to replace

the existing copper with fiber?

Drawing I7DC61200A006, is a fiber
connection between K100 and CWWT
included in this scope of work?

Section 2.4.8, Is a Factory Acceptance

Test required for the panels? Is it required

to be witnessed by the subcontractor?

Section 2.5.1, Please provide CP3-EN-
0212, Test Plans.

Due to the number of documents provided

for this RFP and the nature and

amount of effort needed for the proposal
response, would FRNP please consider

a minimum 3-week extension to the

proposal due date? This could allow time
to prepare cost estimates and schedules.

The K-100 panel will no longer be
connected to EW-232 and EW-233
these will be connected to a new PLC
panelin CWWT. lItis anticipated that
the connection will be fiber, but
subcontractor should also make
recommendations if a separate
copper connection would be
necessary for other equipment or e-
stops.

The K-100 panel will be disconnected
during this scope by the field
contractor. The new CWWT
connection is anticipated to be Fiber.

This will be determined during design,
historically it has not been normally
required from a UL508 panel shop to
be witnessed by the subcontractor or
contractor, but statements may be
required that acceptance was
completed and satisfactory.
Contractor reserves the right to
witness tests if it is determined to be
desirable or necessary.

See response to question 34.

FRNP will allow a one-week extension
with proposal due by COB 8/31/2026.
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Please confirm that there are no page
limits for each volume of the response as
well as the subsections (e.g., resumes,
past performance, technical
approach,etc.).

Attachment J-3 is referenced but not
included in the attachments. Could this
attachment please be provided to permit
accurate evaluation of requirements?

Does FRNP intend to procure a separate
subcontractor for the fabrication of the
industrial control panels or do they intend
to have the subcontractor awarded this
procurement include fabrication? Section
2.4.3 states that the design package shall
include pricing from a UL 508A facility for
fabrication of industrial control

panels. While Section 2.4.5 states that
FRNP may use drawings, BOM, and
equipment specifications to solicit bids for
fabrication of industrial control panels.
Could you please clarify?

Attachment J-7 Quality Assurance
Program Description, and document CP2-
QA-1000, are referenced; however, the J-7
attachment and referenced QAP
document are not included. Could this
attachment and document please be
provided to permit accurate evaluation of
compliance requirements?

The solicitation does not establish
page limits for either proposal volume
or for resumes, past performance,
technical approach, or other
subsections. Therefore, no page limits
apply. FRNP will not impose unstated
limitations during evaluation.

See response to question 34.

FRNP intends for this contract to be
the fabrication of the industrial control
panels. Pricing will be included since
itis optional work that is not funded by
DOE. If work is delayed pricing may be
used to identify cost increases from
one year to the next or to procure the
panels from a separate qualified
vendor if the current subcontractor /
vendor is no longer available.
Information for procurrent of all
panels will also be necessary for
future maintenance work, repair, and
replacement as needed.

Attachment J-7/CP2-QA-1000 is
located on our public documents page
here is the link: CP2-QA-1000 FR5
Quality Assurance Program
Description.pdf. The intended
proposal requirement is a letter
accepting FRNP Quality Assurance
requirements; a separate
subcontractor Quality Assurance
Program or Plan is not required. J-24,
J-8, and Criterion 5 will be aligned.



https://pubdocs.pad.pppo.gov/Paducah%20Plans%20and%20Procedures%20%28updated%20July%2023%2C%202026%29/CP2-QA-1000%20FR5%20Quality%20Assurance%20Program%20Description.pdf

https://pubdocs.pad.pppo.gov/Paducah%20Plans%20and%20Procedures%20%28updated%20July%2023%2C%202026%29/CP2-QA-1000%20FR5%20Quality%20Assurance%20Program%20Description.pdf

https://pubdocs.pad.pppo.gov/Paducah%20Plans%20and%20Procedures%20%28updated%20July%2023%2C%202026%29/CP2-QA-1000%20FR5%20Quality%20Assurance%20Program%20Description.pdf
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Bidder assumes that the intent of this
projectis the modular construction of
remote I/O panels suitable for integration
into the CWWT. Bidder recognizes

the design documents transmitted with
this RFl and understands that we are to
provide additional control panels and VFD
panels for future extraction wells

which will be integrated into the CWWT.
Please confirm this is the intended
design approach

Please quantify the number of extraction
wells that should be proposed.

Section 11 of the PSOW references
Attachment J-17, Subcontractor Work
Planning and Execution; however, it is not
attached. Can we please have a copy

of this document to permit accurate
evaluation of compliance requirements?

FRNP references software quality
assurance documentation in accordance
with CP3-QA-1002, Software Quality
Assurance. Could this document and
other referenced QA document be
provided to permit accurate evaluation of
compliance requirements?

It is the intention to design all panels
for the modular construction to
support each extraction well location
to the extent possible. This will be
determined during design, if not
possible use of same equipment or
similar at each location is highly
desirable to limit the number of spare
parts. Modular construction with
potential addition of future panels is
highly desirable as well. If all panels
could be identical, nearly identical or a
modular construction for items that
will be required to be different to
support different pump/motor sizes
that would be highly desirable but not
required.

The following four extraction wells
should be proposed:

EW-232

EW-233

C-400-E1

C-400-E2

Attachment J-17 is not applicable to
this procurement. Any onsite
activities shall still comply with
Attachment J-1 and applicable FRNP-
approved job hazard analysis, and
work-control documents before work
begins.

See response to question 34.
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Drawings provided include a network

drawing which includes wells 232 and 233.

Included in the drawing package are wells
234 and 235 which appear added to the
design several years after the project was
initially constructed. Please

provide a current network drawing
(17DC61200A006) or the equivalent
system for wells 234 and 235.

The following documents are referenced
but not included in the RFP
documentation. Could FRNP please
provide CP3-EN-0207, Facility Change
Process and CP3-EN-0209, Plant
Drawings?

How many past performance references
should be submitted, and are there
minimum recency, size, complexity, or
customer contact requirements?

Which positions does FRNP consider Key
Personnel for this procurement, and

are minimum qualifications or experience
thresholds required for each role?

EW-232 and EW-233 are part of a
separate network then EW-234 and
EW-235 as they currently exist. They
will eventually be connected to CWWT
but there is no network diagram yet for
the new system and will be completed
as part of the design process

See response to question 34.

The posted solicitation does not
establish a required number of past-
performance references, a recency
period, minimum project value, or
required customer-contact format.
Offerors should provide sufficient
examples to demonstrate the
experience evaluated under Criterion
1. FRNP will assess relevance based
on similarity in scope, complexity,
automation technology, and industrial
application.

Criterion 2 identifies the Project
Manager, Lead Controls Engineer(s),
PLC/HMI Programmer(s), Field
Support personnel, and personnel
responsible for software quality
assurance, engineering document
control, and engineering closeout, as
applicable. There are no minimum
qualifications or thresholds required
for this role.





129

130

131

132

Is FRNP requesting resumes for all

personnel categories identified in Criterion
2, oronly for personnel designated as Key

Personnel?

Should offerors propose their own project

schedule or assume the milestone

dates identified in the PSOW as mandatory

contractual milestones?

Will technical merit be more important
than price, equal to price, or less
important than price in the overall best
value determination?

How will price be evaluated relative to the

weighted technical evaluation criteria?

Resumes are required for personnel
evaluated under Criterion 2.

The offeror can propose their own
schedule; however, meeting the
following milestones is highly
encouraged.

60% Design for review — 9/27/2026
90% Design for review — 10/21/2026

Price will be evaluated separately
from the weighted technical
evaluation criteria. After technical
scores are finalized, the evaluated
price of each technically
acceptable offeror will be
considered in determining the
overall bestvalue.

Award will not necessarily be made
to the offeror receiving the highest
technical score or proposing the
lowest price. The selection will be
based on an integrated
assessment of technical merit and
evaluated price, including whether
any technical advantages justify an
associated price premium. As
technical differences become less
significant, price will become
increasingly important in the award
decision.

The selection will be based on an
integrated assessment of technical
merit and evaluated price,
including whether any technical
advantages justify an associated
price premium. As technical
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Can FRNP provide definitions of strengths,

weaknesses, deficiencies, and
uncertainties that will be used during
proposal evaluation?

differences become less
significant, price will become
increasingly important in the award
decision.

For purposes of proposal evaluation,
FRNP will use the following definitions:

Deficiency is a material failure of a
proposal to meet a FRNP requirement
or a combination of

significant weaknesses in a proposal
that increases the risk of unsuccessful
contract performance to an
unacceptable level.

Weaknesses means a flaw in the
proposal that increases the risk of
unsuccessful contract performance. A
"significant weakness" in the proposal
is a flaw that appreciably increases
the risk of unsuccessful contract
performance.

Strength is an aspect of an Offeror’s
proposal that has merit or exceeds
specified performance or capability
requirements in a way that will be
advantageous to FRNP during contract
performance.

Uncertainty is any aspect of a non-
cost/price factor proposal for which
the intent of the offer is unclear (e.g.
more than one way to interpret the
offer or inconsistencies in the
proposal indicating that there may
have been an error, omission, or
mistake).
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How will FRNP determine similarity of
scope, complexity, and industrial
application when evaluating past
performance experience?

Is the Final Design effort part of the base
scope evaluated under this
procurement, or is it part of the optional
future work effort?

For estimating purposes, how many site
visits, walkthroughs, and coordination
meetings should offerors assume during
the base scope?

Will the subcontractor be working under
the FRNP Quality Assurance Program

requirements as indicated in J-8, Submittal

Register, PO#004 requesting a Letter of
Acceptance of FRNP Quality Assurance

Requirements? Will the subcontractor be

required to submit a separate Quality
Assurance Plan as indicated in RFP-EM-
31124, Section E.2 Basis for Award,
Criterion 5 which states subcontractor
should provide a Quality Assurance
Program for review and approval?
Clarification is requested to permit
accurate evaluation of requirements.

FRNP will evaluate similarity based
on the extent to which the
referenced work is comparable to
the requirements of this
solicitation. Consideration may
include the nature and breadth of
the work performed, technical and
management challenges, contract
value, period of performance,
operating environment, regulatory
requirements, and relevance to the
applicable industry. No single
element will determine similarity;
FRNP will consider the reference as
a whole in assessing its relevance
to the current requirement.

The final design is part of the base
scope.

See response to questions #18, # 77,
91, and #92.

No separate subcontractor Quality
Assurance Program is intended. The
proposal requirement is a letter
accepting applicable FRNP Quality
Assurance requirements and the
required software quality assurance
information identified in J-8 and J-24.
Section E Criterion 5 will be amended
to evaluate implementation of FRNP
Quality Assurance and software
quality assurance requirements rather
than require a separate QAP.
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Will all equipment requirements be
finalized before award, or should offerors
include contingency for future contractor-
requested equipment additions?

How will additional panels beyond those
specifically identified be priced and
authorized during contract performance?

Test plans are required for contractor use,
but acceptance criteria, and testing
responsibilities are not identified. What
level of subcontractor participation is
expected during execution of the test
plans and acceptance testing activities?

Technical field supportis required, but no
duration, number of personnel, or
expected commissioning schedule is
defined. For estimating purposes, how
many days of field support and
commissioning support should offerors
include in their proposals?

Engineering closeout package “may
include but not be limited to” listed items,
leaving scope open-ended. Can FRNP
identify the minimum required contents of
the engineering closeout package for
proposal estimating purposes?

What anticipated award date, notice-to-
proceed date, and period of performance
in months, should offerors assume when
developing schedules?

Equipment requirements may change
during the design process but are not
expected to vary significantly over
what’s specified. Subcontractors
should include their assumptions for
equipment quoted and additions may
during the design process can
negotiated prior to proceeding with
optional work once it is awarded.

Refer to the response to question #16

A test plan shall be developed as part
of the design (refer to section 2.5 of
PSOW) The test plan will be
implemented as part of the
startup/commissioning.

For bidding purposes, field supportis
assumed to be one week (4 working
days) with one mobilization.

Refer to section 2.9. All
documentation pertinent to the
developed design shall be submitted
to FRNP.

The Notice to Proceed is tentatively
expected the week of 9/7/2026.Final
design and construction will be
optional work occurring in early FY27,
if exercised. Field work is anticipated
in FY27 with field support expected to
be one week (4 working days) with one
mobilization. See response to
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Please clarify which materials and
equipment will be furnished by FRNP and
which items are expected to be provided
by the subcontractor.

Deliverable schedule requires one draft
and one final design package, whereas
the milestone schedule requires 60%,
90%, and Final Design reviews. Should
offerors assume submission of 60%, 90%,
and Final design packages or only

one draft and one final package as listed in
Section 12?

Performance requirements are “to be
negotiated and established at award,”
meaning proposal evaluations occur
before measurable performance
standards exist. Can FRNP provide the
anticipated performance metrics and
acceptance standards that will be
negotiated at award?

question #130 for additional
information.

Refer to Section 4 of PSOW: FRNP will
provide all field installed
components/materials apart from the
control panels. The control panel will
be provided by a subcontractor as part
of the Optional Work.

The design will be submitted at 60%
and 90% for review/comments. The
“Final” design is the last submission
after all comments on the 90% have
been resolved.

Performance will be evaluated against
the approved project schedule;
required design milestones; timely
and complete submission of J-8 and J-
18 deliverables; compliance with
technical, quality assurance, and
software quality assurance
requirements; satisfactory completion
of testing and commissioning; timely
resolution of review comments and
nonconformances; and completion of
required closeout documentation. No
additional material performance
requirement will be imposed after
award except through written contract
modification.
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Evaluation includes schedule control, QA,
H&S, and management controls, but

no proposalinstructions specify how
much information must be provided for
these areas. Can FRNP clarify the
expected level of detail required for
Schedule Control, Quality Assurance, and
Health & Safety responses in Volume 1?

Numerous required attachments are
referenced as mandatory return
documents but were not included in the
solicitation package reviewed by offerors.
Will FRNP confirm that all mandatory
proposal forms and attachments have
been issued and provide any missing
documents?

Will native files of drawings transmitted
with the project be made available after
award?

Tasks 2-4 include pricing for industrial
control panel fabrication; however, Task 8
requests a lump sum bid price as a part of
the proposal estimate for industrial
control panel fabrication. Could FRNP
please clarify when pricing for panel
Should fabrication be submitted? As a part
of the proposal bid or during

execution of Tasks 2-4? If required as part
of the bid, how many industrial control

Volume 1 should address the
following: Schedule Control -
schedule development and
maintenance, milestone tracking,
progress reporting, configuration and
change control, and risk mitigation;
Quality Assurance - a letter accepting
FRNP Quality Assurance requirements
and the required software quality
assurance information, with no
separate QAP; and Health and Safety -
a letter accepting the FRNP Worker
Safety and Health Program, with no
separate subcontractor program
unless the offeror proposes its own
program through the applicable
approval process. No minimum or
maximum page count applies.

See response to question 34.

See question 17.

See responses to questions #16 and
#75.





panels should we assume will need to be
fabricated?

Is submission of an existing corporate
Worker Safety and Health Program
acceptable for proposal submission? Is a
project-specific Health and Safety Plan
(HASP) required as part of the proposal? If
not during proposal phase, will a

HASP be required prior to mobilization?

151
Is historical safety performance metrics
(e.g., TRIR, DART, EMR, etc.) required as
part of the proposal response?

152

Will site plans and building plans
indicating source panelboard locations be

made available after contract award?
153

The required proposal submittalis a
letter on company letterhead
accepting FRNP's DOE-approved CP2-
HS-2000 Worker Safety and Health
Program and Attachment J-1
requirements A project-specific HASP
is not required with the proposal.
Before onsite hands-on begins, the
applicable Attachment J-1 Appendix 2
crosswalk and required job hazard
analysis/work-control documents
must be completed, reviewed, and
approved.

No. TRIR, DART, EMR, and other
historical safety metrics are not
required as part of the proposal’s
response. However, after award and
as applicable, the successful
subcontractor remains subject to
Attachment J-1, Section 1.15, and may
be required to provide OSHA 300/300A
logs, EMR information, and related
safety records unless those records
were already provided through FRNP's
prequalification process.

Yes
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Are site lighting and convenience

receptacles required at the extraction well

control panels?

Due to the short response time, we

respectfully request a 1-week extension.

Can the following site standards

referenced in the SOW be made available:
CP3-EN-207, CP3-EN-209, and CP3-QA-

1002?

Will the native CAD files for EW-232 and
EW-233 are available at the beginning of

the design stage?

For the base scope of work (60% and 90%

design), the deliverable extents are
drawings and specifications (including

BOMs and Process Control Description) as
described in items 2.1 through 2.4.7 alone.

The Optional scope IFC/Construction

encompasses final design issue plus items
2.4.8 through 2.9.13 (including Test Plan,
SQA plan, panels fabrication, HMI/PLC
programming). Are the scope boundaries

correct?

Well pumps EW-232 and EW-233 are

480V, 15HP and 25HP. Are the New well

pump ratings similar?

Are separate VFD panels desirable to keep

480V out of the control panel and limit

voltage there to 120V? Oris a single-panel

solution desired?

Convenience receptacles are
required. Site lighting will be handled
by others.

FRNP will allow a one-week extension
with proposal due by COB 8/31/2026.

See response to question 34.

Yes

Base scope willinclude 2.1 through
2.4.7 itis anticipated that these will go
through the 90% design. Draft
versions of 2.5 through 2.7 should also
be provided but may not be fully
completed until optional work is
awarded / authorized. Optional work
willinclude 2.4.8, 2.8 and any field
work required for installation. Final
versions of documents will not be
required unless optional work is
awarded but draft versions are
expected for all documents.

The new well pumps will have the
same voltage while the power will be
25HP or less.

Yes, separate enclosures or divisions
sufficient enough to allow access
without arc flash considerations are
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The design schedule is aggressive, and
bidders will need immediate access to the
site. What timeframe should be estimated
to receive access/badging prior to initial
site walk?

Attachment J-7 Quality Assurance
Program Description, CP2-QA-1000 was
referenced in the SOW but not included as
an attachment. Can this be provided?

Based on the drawings provided the scope
of the panel construction would be 480V
VFED panels for wells 232, 233, 234, and
235. And, 120V Control panels for wells
232 and 233. Please confirm.

Drawing I7DC61200A010 shows the rack
layout for wells 232 and 233. Are the new
panels expected to be an exact
replacement for panels 2 (VFD) and 4
(control)? If so, please provide details
dimensions of the existing panels and the
existing rack.

Is there a rack drawing available for wells
234 and 2357

desirable to separate 480V and 120
Volt / low voltage wiring.

Site access/badges should be
requested at least 3 days prior to
arrival onsite.

See response to question 34.

This scope includes panels 480Volt
and 120 Volt panels for the following:

EW-232
EW-233
C-400-E1
C-400-E2

Panels for EW-234 and EW-235 are not
included at this time, but information
was included about these panels for
design consideration with concern for
future addition.

Existing equipment drawings are
provided for reference. Design is for
new panels to support future work and
will not be an exact replacement but a
new design and replacement with
more appropriate equipment. Existing
drawings are provided for reference
and to facilitate design discussion.
See E7DC7650AA006 and this drawing
can be provided.





Panels for EW-0232 and EW-233 are noted |Itis intended that new UL-508A panels
in 2.4.5.1 and 2.4.5.2 as being "Existing will be constructed and will be
well requiring modification". Will these
165 modifications be performed in the
field? Or will they be required to be sent
back to a UL-508A shop for modifications, 232 and EW-233.
testing, and certification sticker?
Is it possible that each RIO has a Enclosures with or without a
dedicated controller enclosure with an dedicated controller are possible.
HMI? Possibly a deaeration and lifting
station which may interface with the
CWWT and the RIO’s identified within the
RFP. What are these existing but not interfacing with other treatment
installed RIO racks interfacing with? systems which will be D&D following

installed to replace the panels
currently located in the field at EW-

There are no existing but not installed
RIO racks. All existing RIO racks are

completion of the project.
A. Please provide the network or system

drawings associated with these )
A. Not sure why this would be

166 enclosures.
necessary if equipment is D&D
B. Are there supporting documents for this from current systems and
system which will be made available upon installed in a new one.
award? Functional logic requirements, B. Additional documents can be

process and instrumentation diagrams,
program hardcopies. Is the current
version of the program available and
unlocked for this development? Is the For the current program see
logic legible? question number 10.

made upon award but may not
be complete for all systems.
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1.0 PURPOSE AND SCOPE

1.1 Purpose
This procedure provides a design change process for performing facility changes at the Paducah
Gaseous Diffusion Plant (PGDP) Deactivation and Remediation (D&R) Site.

1.2 Scope
This procedure may be utilized for, including but NOT limited to, utility isolations, pipe air gapping,
deactivation activities, urgent repairs, and other facility changes where non-nuclear controls apply to
structures, systems, and component (SSC) changes and Nuclear Quality Assurance (NQA)-1
requirements are NOT applicable.
Activities identified in Appendix B, Examples of Changes NOT Requiring an FCT, do NOT require the
creation of a Facility Change Traveler (FCT); however, screening should be made by Responsible
Engineer (RE). An FCT may be generated if directed by an Engineering Manager/Lead.
A Facility Change may also be known by the terms “design change” or “modification”; however, a
Facility Change does NOT involve changes to SSC requirements or controls related to nuclear safety or
nuclear facilities as defined in the Documented Safety Analysis (DSA) and/or Technical Safety
Requirements (TSR), or to Nuclear Criticality Safety (NCS) controls and assumptions documented in
Nuclear Criticality Safety Evaluations (NCSEs) or the assumptions/conclusions documented in NCS
Determinations (NCSDs). Therefore, NQA-1 requirements do NOT apply to facility changes.

2.0 REFERENCES

2.1 Use References
. CP3-EN-0203, Design Change Process
. CP3-EN-0209, Plant Drawings
. CP3-NS-2001, Unreviewed Safety Question Reviews
. CP3-SM-1101, Work Package Development
. CP3-SM-1102, Activity Level Work Execution and Closeout
. CP5-SM-1006, Activity Level Work Control Document Writer’s Guide

2.2 Source References
. CP2-EN-0201, Configuration Management Program Description at the Paducah Gaseous

Diffusion Plant, Paducah, Kentucky

. CP3-NS-1031, Nuclear Criticality Safety Program
. ES-4.18-7, Air-Gap Isolation for Piping

3.0 COMMITMENTS

None





CP3-EN-0207 TITLE: Page 4 of 18
FRev. 7A Facility Change Process 8
4.0 RESPONSIBILITIES
4.1 Reviewers
4.1.1 Engineering reviews FCT to ensure that technical requirements are correct and that
appropriate information is attached to the FCT.
4.1.2 Responsible Work Planner and other support personnel provide review of draft FCT
documents.
4.1.3 Reviewers’ provide comments to the Responsible Engineer (RE).
4.2 Engineering Manager/Lead
4.2.1 Reviews the scope of the request for engineering services.
4.2.2 Assigns a RE for facility change requests.
4.2.3 Approves the FCT.
4.3 RE
4.3.1 Determines if an FCT is required with assistance from the Engineering Manager/Lead.
4.3.2 Initiates FCT and requests reviews by Engineering, Work Planner, FM/NFM (or
equipment/system owner) and other support personnel of draft FCT documents. Incorporates
comments into final FCT documents.
4.3.3 Issues CP3-EN-0207-F01, Facility Change Traveler and documents
4.3.4 Performs drawing and document updates/revisions as needed upon completion of the work
scope.
4.3.5 Confirms completion of Facility Change Traveler (FCT) scope and documents acceptance of
work to support Work Package closeout process defined in CP3-SM-1102, Activity Level
Work Execution and Closeout.
4.3.6 Includes FCT in Engineering Service Order (ESO) closeout file.
4.4 Facility Manager (FM)/Nuclear Facility Manager (NFM) (or equipment/system owner)
4.4.1 Reviews draft FCT to ensure compliance with the TSR regarding facility changes and/or
modifications, where applicable.
4.4.2 Provides comments to the RE.
4.5 Work Planner

Incorporates FCT information provided by RE, into work control documents according to
CP3-SM-1101, Work Package Development and CP5-SM-1006, Activity Level Work Control Document
Writer’s Guide.
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4.6 Requestor

Contacts Engineering Manager/Lead with request for engineering services, including scope description,
justification, and charge code.

5.0 GENERAL INFORMATION

5.1 Appendix B, Examples of Changes NOT Requiring an FCT, is provided for activities NOT requiring an
FCT. Engineering may be contacted for review of proposed changes for determination, as necessary.

5.2 If the proposed change is determined to impact Safety Basis (DSA and TSR) requirements, or the NCS
controls and/or assumptions in an NSCE, or the assumptions/conclusions in an NCSD, then the change
CANNOT be implemented as an FCT. The change must be implemented according to CP3-EN-0203,
Design Change Process. Step 5.4 covers special cases.

NOTES:

A Request for Criticality Safety Evaluation (RCSE) may be submitted to determine whether or NOT the
proposed change may be made without affecting NCS controls, design features, CAAS detection/coverage, etc.

Appendix D of this procedure is provided for information on structures and material types/thicknesses that
potentially change criticality accident alarm system (CAAS) detection/coverage.

5.3 If the proposed facility change has been determined to impact CAAS in the following areas:
. Detection
. Coverage

. Audibility

. Fissile control area boundaries
. Controls and/or assumptions in an NCSE
. Assumptions/conclusions of an NCSD

Then, the changes CANNOT be performed as an FCT and shall instead be performed according to
CP3-EN-0203, Design Change Process. FCT can be used for temporary impact to CAAS, see Step 6.2.10.

5.4 If, as determined by management, an FCT must be developed when the removal of NCS controls is in
progress but NOT complete, then development of FCT may proceed in one of the following manners:

A. FCT draft developed and the final FCT approval signature withheld until NCS document removing
NCS controls is approved and implemented. Upon removal of NCS controls and final approval, the
FCT may be issued to Work Planner.

B. Approved FCT issued to Work Planner with a written restriction in the Restrictions/Special
Instructions section of the FCT that clearly states that the modification shall NOT be executed prior
to the associated NCS controls being removed in an approved and implemented NCS document.
Reference to the NCS document number and revision in the FCT should be included.

5.5 If the proposed facility change has extensive instructions and significant scope growth, then
Engineering Manager/Lead should be consulted to determine if change should be completed as a
non-nuclear modification under CP3-EN-0203, Design Change Process.






CP3-EN-0207 TITLE:

Page 6 of 18
FRev. 7A Facility Change Process g

5.6 If repair work is performed on an SSC according to an approved routine maintenance Type 1
instruction/package, and resulting repair(s) will NOT return the SSC to its original configuration
following repair(s), then an FCT is required to document the change in configuration.

5.7 If an FCT is performed to document a repair that does NOT return an SSC to its original configuration
following the repair, then an Unreviewed Safety Question (USQ) is performed on that FCT.

NOTE:

All activities/changes, including urgent repairs, which impact (or which could impact) hazard category (HC)-2
and HC-3 facilities, including SSCs in HC-2 or HC-3 facilities [regardless of SSC quality level (QL)], must
enter into the USQ Process, which is performed according to CP3-NS-2001, Unreviewed Safety Question
Reviews.

5.8

FCTs or urgent repairs (as defined in Appendix A of this procedure), shall NOT be executed outside of
a work package. USQ review of work packages covering an FCT or urgent repair are completed as part
of the CP3-SM-1101, Work Package Development. All work activities covered in a work packages are
executed according to CP3-SM-1102, Activity Level Work Execution and Closeout.

6.0 INSTRUCTIONS
6.1 Request for Engineering Services
NOTE:

Request can be verbal or written.

Requester

6.1.1 Provide the following information to the Engineering Manager/Lead for determination of
proper documentation required, as applicable.

. Description of the scope of work to be performed and the facility number,

. Justification for performing the work and/or impacts of NOT performing the work,
. Charge code and schedule information,

° Additional information, (for example, work order, reference documents,

issues/actions, nonconformance reports.)

Engineering Manager/Lead

6.1.2 Review the scope of the request.

6.1.3 If the scope meets the requirements of a FCT, then approve and disposition as a facility
change.

6.1.4 Assign the facility change an ESO number (may be the blanket ESO), RE, and Engineering
Reviewer to generate the FCT.
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6.1.5 If the work scope is urgent repair as defined in Appendix A, for a QL-3 or QL-4 SSC, then

perform the following:

A. Evaluate the Type 1 routine work instruction(s)/work package(s) to determine if
further guidance is required.

B. If further guidance is required, then perform the following:
1. Notify Work Planner routine Type 1 work instruction(s)/work package(s) will
NOT be sufficient.

2. Go to Step 6.2.2.

C. If further guidance is NOT required and routine Type 1 work instruction(s)/work
package(s) meets all requirements, then perform the following:

1. Notify Work Planner that work instruction(s)/work package(s) are sufficient to
perform the urgent repair.

2. Go to Step 6.2.1.

6.2 Generate an FCT
RE
NOTES:

Form CP3-EN-0207-F01, Facility Change Traveler, is used for completion of FCT. An example of an FCT
number is “FCT-CCA-FA1090-001, Rev. 0.”

Urgent repairs may be performed with approved Type 1 routine maintenance instructions/packages, provided
that Engineering has reviewed these maintenance instruction(s)/package(s) prior to work start, for the work
scope being performed and has no further guidance to add to the work instruction(s).

Work may be executed prior to completion of the FCT for urgent repairs using the Work Control Process.

If Engineering approved guidance for urgent repairs is required, then this guidance must be issued through the

FCT process.

6.2.1 If urgent repair using an approved routine maintenance Type 1 instruction/package is
performed and an SSC will NOT be returned to its original configuration following repair,
then develop FCT as outlined in this section to document design change, matching the
guidance provided or matching the new field configuration performed under the routine Type
1 maintenance work package.

6.2.2 Number the new FCT as follows:

A. FCT (3-digit discipline designation) — (6-digit ESO No.) — (Sequence No.), Rev. No.
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B. Discipline designations are:

) CCA — Civil/Arch/Structural
° CEE - Electrical
° CIE — Instrument

° CMD — Mechanical

C. Obtain sequence number from Engineering Project Support.

NOTE:

The RE should involve affected plant customers, FM/NFM, Work Planner, System Engineer, Front Line

Manager (FLM),

etc., as necessary, in FCT development and reviews. For FCT preparation details Appendix

C, Instructions for FCT Completion, is provided.

6.2.3

6.2.4

6.2.5

6.2.6

6.2.7

6.2.8

6.2.9

6.2.10

6.2.11

6.2.12

6.2.13

Complete the “Description” section of the FCT.

Complete the “Restrictions/Special Instructions” section of the FCT noting any prerequisites,
limitations, and action steps required for completion of the work. Include Post- Maintenance
Testing (PMT) as necessary to confirm adequacy of design and construction, for example,
mechanical/electrical acceptance testing, CAAS audibility testing, etc.

If new or revised drawings are developed supporting the FCT, then complete drawings
according to CP3-EN-0209, Plant Drawings.

Attach sketches, figures, pictures, and/or drawings as needed to illustrate the desired change.
Attach vendor information as needed if information directly supports an FCT step.

If FCT work will be done in or impact a Solid Waste Management Unit, then contact
Environmental Field Compliance for guidance.

If, as determined by management, an FCT must be developed when removal of NCS controls
is in progress but NOT complete, then development of FCT according to options in Step 5.4.

If CAAS and/or Fire Alarm Data Gathering Panels (DGP) are temporarily impacted (for
example, service interruption, audibility, etc.) by the FCT, then identify compensatory
measures in the FCT to be in place prior to execution of the work.

If the facility change could potentially impact construction, egress, facility protection,
separation of fire areas, detection systems, and/or special hazard protection, then ensure the
Fire Protection Engineer is consulted for guidance on applicable fire safety issues and address
requirements as necessary prior to FCT approval.

When draft FCT and supporting instructions or documents are complete, then submit to
appropriate FM/NFM (or equipment/system owner), Work Planner and other support

personnel, as required for review.

Document and resolve comments received from support personnel.
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Engineering Reviewer

6.2.14  Confirm the technical requirements are correct, that appropriate information is included, and
provide any comments to RE.

Engineering Manager/Lead

6.2.15  Review the FCT and provide any comments to RE.

6.2.16  Resolve comments, update FCT as required, and obtain concurrences.

RE and Engineering Reviewer

6.2.17  Sign and date FCT.

Engineering Manager/Lead

6.2.18  Sign and date FCT as approver.

RE
6.2.19 If FCT was developed to document an urgent repair to an SSC that was NOT returned to its
original configuration (i.e., a new configuration was created), then submit the completed
FCT to Nuclear Safety to perform a USQ review and proceed to Step 6.5.3.
6.2.20  Place approved FCT in appropriate ESO folder at location S:\Workgroup
Folders\Engineering\FOR WORK PLANNERS-FCTs and DIVS.
6.2.21  Place approved FCT in the appropriate ESO folder at location S:\Engineering\Field
Engineering.
6.2.22 Inform the work planner that the FCT is complete.
Work Planner
6.2.23 Incorporate FCT requirements into work control document(s) according to CP3-SM-1101 and
CP5-SM-1006.
RE

6.2.24 Review Work Package documents, as required, according to CP3-SM-1101, Work Package
Development.

6.3 Redline Changing an FCT

Work Planner or Supervisor

6.3.1 If redline is needed to an FCT due to field conditions, schedule or other need, then notify the
RE and provide details of the change needed.
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RE

6.3.2 Confirm the proposed change still meets the criteria of an FCT with the Engineering
Manager/Lead.

6.3.3 If the Engineering Manager/Lead agrees, then redline change the FCT and supporting
documents, as needed and ensure the revised portion is clear by using revision bars, bubbling
the change, etc.

6.3.4 When the redline change to the FCT is complete, then initial and date beside the change(s).

6.3.5 Submit the redlined FCT to the Engineering Manager/Lead for concurrence.

Engineering Manager/Lead

6.3.6

6.3.7

6.3.8

6.3.9

Work Planner

6.3.10

Approve the redline change by initialing and dating the FCT.

If drawings supporting the FCT were redlined, then ensure updates are made to the drawing
electronic files and revised according to CP3-EN-0209, Plant Drawings.

Place approved redlined FCT at S:\Workgroup Folders\Engineering\FOR WORK
PLANNERS-FCTs and DIVS and at S:\Engineering\Field Engineering under appropriate
ESO folder.

Inform the work planner or supervisor who initiated the redline change that the redlined FCT
is complete.

Incorporate redlined FCT requirements into work control document(s) according to
CP3-SM-1101 and CP5-SM-1006.

6.4 Revising an FCT

RE

6.4.1

6.4.2
6.4.3

6.4.4

6.4.5

6.4.6

Confirm the proposed change still meets the criteria of an FCT with the Engineering
Manager/Lead.

If the Engineering Manager/Lead agrees, then revise the FCT.
If revision is minor, then identify each change using revision bars.

If revision is extensive, then describe revision in revision log with revision bars being
optional.

Utilize the next highest whole number as the revision number.
When draft revision of FCT and supporting instructions or documents are complete, then

submit to Reviewer, Engineering Manager/Lead and other support personnel as required for
review.
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6.4.7 Document and resolve comments received from support personnel, as necessary.

Engineering Reviewer

6.4.8

Confirm the technical requirements are correct, that appropriate information is included, and
provide any comments to RE.

Engineering Manager/Lead

6.4.9

6.4.10

Review revised FCT and provide any comments to RE.

Resolve comments, update FCT as required and obtain concurrences.

RE and Engineering Reviewer

6.4.11

Sign and date revised FCT.

Engineering Manager/Lead

6.4.12

6.4.13

6.4.14

6.4.15
Work Planner

6.4.16

6.4.17

Sign and date revised FCT as approver.

Place approved revised FCT at S:\Workgroup Folders\Engineering\FOR WORK
PLANNERS-FCTs and DIVS under the appropriate ESO folder.

Place approved revised FCT at S:\Engineering\Field Engineering under the appropriate ESO
folder.

Inform the work planner that the FCT revision is complete.

Incorporate revised FCT requirements into work control document(s) according to
CP3-SM-1101 and CP5-SM-1006.

Review the Work Package documents, as required, according to CP3-SM-1101, Work
Package Development.
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6.5 Final Disposition of an FCT
RE
6.5.1 If FCT was cancelled and NOT performed, then:
A. Document the status in the ESO/FCT closeout file.
B. Update or void associated drawings as necessary.
C. Proceed to Step 6.5.6.
6.5.2 Perform walkdowns, as required, to confirm FCT requirements are completed and perform
Work Package closeout for Engineering according to CP3-SM-1102.
6.5.3 Update and revise affected plant drawings according to CP3-EN-0209.
6.5.4 Include FCT and FCT redlines in ESO closeout file when ESO is closed.
6.5.5 If FCT is performed under a Blanket ESO, then assemble a closeout file for the individual
FCT(s) performed under the Blanket ESO.
6.5.6 Send ESO closeout file or FCT closeout file performed under a Blanket ESO to Records. ghg
7.0 RECORDS
7.1 Records Generated
The following records may be generated by this procedure:
CP3-EN-0207-F01, Facility Change Traveler
Forms are to be completed according to CP3-OP-0024, Forms Control.
7.2 Records Disposition

The records are to be maintained according to CP3-RD-0010, Records Management Process.
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Appendix A — Acronyms/Definitions

ACRONYMS

CAAS — Criticality Accident Alarm System
D&R — Deactivation and Remediation

DSA — Documented Safety Analysis

ESO - Engineering Service Order

FCT - Facility Change Traveler

FLM - Front Line Manager

FM — Facility Manager

HC - Hazard Category

IEZ - Immediate Evacuation Zone

NCS — Nuclear Criticality Safety

NCSD — Nuclear Criticality Safety Determination
NCSE — Nuclear Criticality Safety Evaluation
NFM - Nuclear Facility Manager

NQA — Nuclear Quality Assurance

PGDP - Paducah Gaseous Diffusion Plant
PMT - Post-Maintenance Testing

QL - Quality Level

RCSE — Request for Criticality Safety Evaluation
RE - Responsible Engineer

SSC - Structures, Systems, and/or Components
TSR — Technical Safety Requirements

USQ — Unreviewed Safety Question

DEFINITIONS

Design Change — As defined in ASME NQA-1, 2008 (with Addenda through 2009), a design change is any
revision or alteration of the technical requirements defined by approved and issued design output documents,
and approved and issued changes thereto.

When taken in the context of the PGDP D&R quality assurance program, the “technical requirements” identified
in the NQA-1 definition apply only to those bounding requirements that must be maintained to ensure the
quality of Quality Level (QL)-2 SSCs. The NQA-1 “technical requirements” do NOT encompass non-bounded
engineering requirements that have been established to achieve certain efficiencies or economies for operation
and maintenance.

Facility Change — Engineering design change process using a graded approach to support cost effective design
documents within the defined applicable areas (see Section 1.2).

Chg
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Urgent Repair — changes to a QL-3 or QL-4 component or system made during a repair that require
completion in a time sensitive manner (i.e. leaks, environmental impact, hazard impacting immediate safety
concern, etc.). This designation only applies to Type 1 Activity Level Work Control Documents (ALWCDs)
approved by Engineering prior to start work and does NOT allow for circumvention of the requirements of the
Work Control Program and procedure, including the requirements of CP3-SM-1101 and CP3-SM-1102.
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Appendix B — Examples of Changes NOT Requiring an FCT

With engineer’s concurrence, the following activities, listed by engineering category, do NOT require the
development of a FCT and can be completed through the work control process. For changes NOT requiring an
FCT, Engineering guidance may be provided via email when necessary. FCTs may be written in cases
determined by the Engineering Manager where Maintenance and/or Planning request FCT.

Chemical/Mechanical

e Lavatory and appliance plumbing
e Laboratory testing apparatus, non-NCS related
e Shop fixtures and jigs except lifting fixtures

NOTE:

Loading effects on building structure still need to be evaluated by Engineering.

Pipe hangers and supports according to ES-4.5-1 Pipe Hangers and Support Spacing

e Rerouting non-elevated PVC water flush lines to sampling points and/or drains
QL-3 and QL-4 systems that have been air gapped or considered isolated by other means with Engineering
concurrence

e Demolition-ready piping and systems

o Installation of threadolets and other similar taps (with or without valve) in piping systems, provided there is
no impact to system design/drawing configuration or NCS controls/design features

e Penetrations for sampling purposes with no impact to system design/drawing configuration or NCS
controls/design features

Instrumentation

Installation of instruments for testing or troubleshooting data acquisition
Electrical

¢ Relocation or addition of 120V or 240V circuits for receptacles (including adding breakers to a panelboard),
with engineer’s concurrence that additional circuit loading will NOT create an overload or significant
impact for the designed system. If the circuit installation is below the level of detail on engineering
drawings, then no additional engineering documentation would be required. If the circuit installation is
shown on engineering drawings, then notify the responsible engineer of the final field changes made for the
purpose of as-building drawings.

e Air-gap or removal of 120V, 208V, 240V or 277V receptacle and lighting circuits from lighting panels

e Air-gap or removal of 480V circuits IF NOT shown on drawings used for configuration management
tracking or LOTO purposes

e Additions/minor installation of communication lines to support office or work station relocations and/or
additions

e Retrofit of lighting systems where lighting loads will be reduced and the installation is similar to original;
example retrofit fluorescent fixtures with similar LED-type tubes. The work can include bypassing the
existing ballast and replacing tombstone ends as needed

e Relocation or addition of individual task lighting circuits (including adding breakers to a panelboard), with
engineer’s concurrence that additional circuit loading will NOT create an overload or significant impact for
the designed system. If the circuit installation is below the level of detail on engineering drawings, then no
additional engineering documentation would be required. If the circuit installation is shown on engineering
drawings, then notify the responsible engineer of the final field changes made for the purpose of as-building
drawings.

¢ Assembling prewired office partitions
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Appendix B — Examples of Changes NOT Requiring an FCT (continued)

e Connection of portable equipment to existing receptacles

e Relocating power tools and equipment that will be fed from the same circuit, allows changing equipment out
with same or different models provided the electrical circuit is NOT altered save a fuse size change at the
local disconnect.

¢ Assembling a manufactured system following vendors’ instructions, non-NCS related
e Electrical testing according to approved plant procedures
e (QL-3 and QL-4 systems that have been air gapped or are demolition ready

e Routine generator connections for equipment that can be operated normally from a generator power source.
This does NOT include modifications to existing equipment that is normally supplied from a permanent
power source

Civil/Structural/Architectural

e  Minor concrete and asphalt pavement work

e Protective coatings for structural and piping (NOT affecting NCS - see Appendix D)
e Gravel parking lots

e Excavation for drainage

e Office partition rearrangement (non-load bearing)

e  Minor work platforms, ladders, stairs and walkways

o Installation of signs and flagpoles

e Trailer underpinning

e Barricades and fencing exclusive of Security fencing

e Simple bolted framing strut systems, such as Unistrut and B-Line

e Removal of non-structural interferences in support of deactivation and/or demolition work with prior
Engineering review and approval (e.g. cell housing panel supports once panels have been removed)

e Covers and enclosures for equipment and louvers
e Door and hardware installation and replacement
e Minor structural steel and concrete repairs

e Demolition of buildings, utilities, utility structures, and hardscaping, if all hazardous energy/utilities have
been air-gapped/isolated
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Appendix C — Instructions for FCT Completion
General
Use form CP3-EN-0207-F01 for completion of FCT.

Include Requester, Work Planner, Front Line Manager, FM/NFMs (or equipment/system owner), System
Engineer, and other support personnel for input, as needed for FCT development. FCT scope should be
reviewed and/or walked down, as needed, by RE and relevant personnel involved in or impacted by the scope to
ensure all needed input, constraints, interferences or other field conditions are considered during FCT
development.

Only technical requirements, except for specific restrictions/prerequisites called out as required in this
procedure, should be included by the RE in FCT instructions. Work planning related steps that would be
included in Work Package or by the Work Planner (safety and health requirements, other requirements to help
plan or control work, etc.) should NOT be included in the FCT.

Extra pages may be used for instructions or attachments to the FCT as desired.

Ensure each page of the FCT, including all attachments, include the FCT number, revision, page number and
number of pages.

FCT Form Blocks

Description: Provide a brief description of the FCT scope to include impacted equipment, facility, location,
purpose and/or desired outcome.

Restrictions/Special Instructions: Provide logically ordered construction/installation tasks required to complete
the work. A clear statement should identify whether the work must be executed in a specified sequence.
Reference documents or attachments as needed. Include PMT requirements, as necessary, to confirm acceptable
installation. Provide any other conditions, including restrictions/prerequisites required to successfully
accomplish the tasks or as required by this procedure.

Attachments: List the FCT attachments. These may include sketches, figures, pictures, drawings,
specifications, vendor information or other data needed for completion of the work. Attach vendor information
as needed if information directly supports an FCT step.

Authorization: FCT is signed by the RE and Reviewer and approved by the Engineering Manager/Lead.

At Closeout: After FCT work is completed, RE notes on FCT form the Work Order or Purchase Order number
(if known) and the drawings as-built/documents updated as a result of the FCT completion.
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Appendix D — Changes that Potentially Affect CAAS Detection Coverage or IEZ Boundaries

. Change to an exterior wall
. Relocation of CAAS clusters
. Relocation or addition of surge or relief drums in process buildings
. Relocation or addition of lube oil tanks, battery rooms or process cells in process buildings
. Addition of new structures in the C-310 cylinder yard
. Change to a fissile material boundary as shown on drawing C5E-19766-A01
. Relocation, addition or removal of an interior wall having a thickness greater than the
following:
Composition Thickness (in.)
Steel 1/8
Concrete 3/8
Lead 1/16
Wood 1
Brick 3/8
Lucite 5/8
Sheetrock 5/8
Polyethylene 1

Reference: EN-C-832-02-10, Structures Credited in Shielding Calculations at PGDP, and NCSE CAS-103,
Nuclear Criticality Safety Evaluation for MSA Bundle Compaction and Containerization, for material thickness

information.

Chg
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1.0
1.1

1.2

2.0
2.1

2.2

PURPOSE AND SCOPE

Purpose

To establish the format for the Paducah Gaseous Diffusion Plant (PGDP) Deactivation and Remediation
(D&R) contractor plant drawings, the interface review process to ensure consistency, and the control of
plant drawings at PGDP.

Scope

This procedure applies to all new or revised plant drawings prepared by Engineering or subcontractors
for the PGDP D&R contract. Revision of plant drawings also ensures applicable configuration
management requirements are met.

It is acceptable to generate drawings or drawing revisions outside of the modification process from field
measurements for commercial controls changes in the following circumstances:

. No drawings exist

. Field conditions do NOT match existing drawings and the drawing needs to be as-built
. Clarification of existing information in a consolidated or new format

REFERENCES

Use References

. CP1-PM-0005, Classification Review Integration Controls for Converter Component Activities
and Other Subject Matter Areas

. CP3-EN-0203, Design Change Process

. CP3-EN-0207, Facility Change Process

) CP3-EN-0219, Technical Reviews

. CP3-EN-0302, Engineering Change Requests and Notices
. ES-0.9-28, Drafting and EDMS Guidelines

Source References

. ANSI/ISA 5.4, Instrument Loop Diagrams

. ASME NQA-1, 2008/2009a, Quality Assurance Requirements for Nuclear Facility Applications

. ASME Y14, Standard Series

. AWS A2.4, Standard Symbols for Welding, Brazing, and Nondestructive Examination

. CP2-EN-0201, Configuration Management Program Description at the Paducah Gaseous
Diffusion Plant, Paducah, Kentucky

. IEEE 315, Graphic Symbols for Electrical and Electronic Diagrams

. IEEE 315A, Supplement to Graphic Symbols for Electrical and Electronics Diagrams

. ISA 5.1, Instrumentation Symbols and Identification

. ISA 5.3, Graphic Symbols for Distributed Control/Shared Display Instrumentation Logic and
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Computer Systems
3.0 COMMITMENTS
None
4.0 RESPONSIBILITIES
4.1 Architect-Engineering Firm or Subcontractor
4.1.1 Generates drawings in AutoCAD or AutoCAD compatible format that comply with this
procedure.
4.1.2 Identifies drawing discrepancies to Contract Technical Representative (CTR).
4.1.3 Provides redlined as-built drawings or provides completed as-built drawings, as required by
contract, to CTR at completion of installation and/or construction.
4.2 Drafter
4.2.1 Translates change information from Responsible Engineer (RE) onto plant drawings
according to requirements of this procedure.
4.2.2 Confirms version of Computer Aided Drafting (CAD) master drawing matches engineering
drawing management system (EDMS) version.
4.2.3 Uploads drawings, once approved, to EDMS.
4.3 Chief Engineer
4.3.1 Determines drawings requiring P. E. stamp.
4.3.2 As Design Authority, approves drawings when Engineering Manager is NOT available.
4.4 Engineering Manager
4.4.1 Ensures requirements for preparation, review, and approval of drawings are followed
according to this procedure.
4.4.2 Acts as Design Authority for approval of drawings.
4.5 Responsible Engineer

4.5.1

4.5.2

4.5.3

4.5.4

Coordinates with Drafter to prepare drawings according to the requirements of this procedure.

Reviews drawings to ensure affected portions of drawings accurately reflect plant physical
configuration for essential drawings.

Determines and obtains appropriate drawing reviews.

Resolves technical comments, problems or discrepancies identified by reviewers.
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4.5.5 Obtains approval signatures on drawings.

NOTE:

Prior to generating a new drawing or revising an existing drawing discuss with Derivative Classifier (DC) to
determine if in a classified subject matter area (e.g., converter component activity area) and the strategy for
maintaining unclassified. Refer to CP1-PM-0005, Classification Review Integration Controls for Converter
Component Activities and Other Subject Matter Areas, accordingly.

4.5.6 When required, obtains Classification Review with DC.
4.6 Checker

Checks drawings and provides comments to Drafter for resolution.

4.7 Technical Reviewer

Reviews drawings in accordance with CP3-EN-0219, Technical Reviews, and provides comments to RE
for resolution.

5.0 GENERAL INFORMATION
5.1 Any drawing that must be sent off-site must be reviewed by a DC prior to transmission.
5.2 Other required drawing reviews NOT described in this procedure are governed by design change

process used. Comments received from drawing reviews performed by Modification Team members or
other plant customers shall be resolved and incorporated by RE as required.

NOTE:
¢ RE may be Checker. Drafter may NOT be Checker.

e Technical Review is required for status code Certified for Construction on nuclear controls and expedited
nuclear modifications. Technical Review may be used for other drawing revisions if directed by
Engineering Manager.

e Drawing signatures represent approval of the drawing. Signatures should be used for drawing status codes
Certified for Construction and Approved for Fabrication. An option of signatures or initials may be used
for drawing status codes As-Built Entire Drawing, Partial As-Built, Modification Complete and Void.
Status code Issued for Review does NOT require signature or initial.

53 Only the following are required to sign or initial drawing:
. Drafter
. RE
. Checker
. Technical Reviewer (if required)

. Engineering Manager
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6.0 INSTRUCTIONS
NOTES:

Architect-Engineering (A-E) Firm or Subcontractor may use this procedure to produce plant drawings in
accordance with their contract requirements and may fill roles as described below.

The D&R Contractor does NOT approve drawings approved by Architect-Engineering (A-E) Firm or
Subcontractor. After upload to EDMS, A-E produced drawings can be revised by D&R Contractor
according to this procedure.

In cases where plant drawings are part of a nuclear controls or expedited nuclear controls design package,
A-E Firm shall be on Approved Suppliers List (ASL) for design or follow D&R Contractor procedures.

Existing title blocks may have varying information. Variances in title block may be approved by
Engineering Manager.

Vendor drawings may be prepared in a different format than plant drawings and provided to Engineering
by CTR for upload to EDMS according to ES-0.9-28, Drafting and EDMS Guidelines. The D&R
Contractor title block is NOT required for vendor drawings. Vendor drawings are typically proprietary but
can be revised by D&R Contractor following review and approval requirements according to this
procedure.

6.1 Completing a Drawing Title Block
Drafter

6.1.1 Assist RE in development of drawing title block.
RE

6.1.2 Ensure the following minimum information is included in existing title blocks. (If drawing is
existing, then current title block information may remain):

. Drawing number
o Revision number
. Drawing status

. Drawing title

. Approvals
. “Essential” or “Non-Essential” (may be located outside the title block)

6.1.3 If new drawing, then develop title block for the drawing (see Appendix B, Title Block),
including the following:

. Company name

. Contract number
6.1.4 Develop descriptive title for the drawing, including the following:

. Engineering Service Order (ESO) or Project Title
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. Description of drawing content, including facility number or location, as applicable
. State “Essential” or “Non-Essential” (may be located outside of title block on existing
drawings)
NOTE:
A DC should be consulted for assistance when classification level is unknown prior to generation of the
drawing.
6.1.5 Identify the classification for the drawing as defined below:
. “S” for Secret
. “C” for Confidential
. “U” for Unclassified
. “N” for Unclassified Controlled Nuclear Information
. “E” for Export Controlled Information
NOTE:

e If the drawing has an existing drawing number, then that number should be used in lieu of developing a

new drawing

number.

e Original plant drawings were assigned drawing numbers prior to system of assigning ESO numbers to

drawings.

e New drawing numbers are generated according to Appendix C, Drawing Numbers.

e Appendix D,

Drawing Status Codes and Revision Numbers, contains information for assigning revision

numbers.
6.1.6 Insert drawing and revision numbers on drawing.
6.1.7 Identify physical location where item shown on drawing is or will be located according to the

following:
A, In “PLANT” block, insert PGDP.

B. In “BLDG” block, insert facility number that design is associated with, such as C-331,
etc. Otherwise, use “AREA” or “N/A”.

C. In “FL” block, indicate floor number where design is or will be located (1, 2, 3, etc.) or
as follows:
. “B” for basement
. “CF” for cell floor
. “GF” for ground floor
. “M” for mezzanine
. “R” for roof

. “A” for area
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. “X” or “N/A” if floor NOT used
6.1.8 In “ID” block, insert ESO number.

NOTE:

If drawing contains multiple scales for various segments, then “As Noted” may be used.

6.1.9

6.1.10

In “SCALE” block, document primary scale of drawing.

In “SHEET” block, indicate sheet sequence number when multiple sheets are used for one
drawing number.

6.2 Developing New Plant Drawings

RE or Drafter

6.2.1

6.2.2

6.2.3
6.2.4
6.2.5
6.2.6

6.2.7

6.2.8

6.2.9

6.2.10

If drawing is part of an existing drawing number series, then assign next number within
series to drawing.

If drawing is NOT part of an existing drawing number series, then generate new drawing
series using ESO number associated with process or facility.

If drawing is vendor drawing, then upload to EDMS according to ES-0.9-28 (see note at 6.0).
Assign drawing number according to Appendix C.

Assign drawing revision number and status code according to Appendix D.

Ensure drawing and revision number are saved in U: drive AutoCAD files.

Complete remainder of drawing title block according to Section 6.1 and develop drawing.

If design information is translated from a non-native CAD system, then verify translated
version against the original.

Review subject area and appropriate classification markings with DC, as applicable.

Determine required reviews for the drawing and submit drawing for review.

Technical Reviewer

6.2.11

6.2.12

For Certified for Construction (CFC) drawings depicting nuclear controls and expedited
nuclear modifications and if directed by Engineering Manager, perform technical review
according to CP3-EN-0219, Technical Reviews.

Submit comments to RE for resolution.
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Checker

6.2.13 Check drawing and submit comments to Drafter for resolution.

6.2.14  Ensure all comments are resolved and obtain required concurrence.

Drafter / RE / Checker / Technical Reviewer

6.2.15 Sign or initial drawing and date, as required.

Engineering Manager

6.2.16  Sign or initial drawing as approver and date.

RE or Drafter

6.3

6.2.17  Once approval is obtained, upload drawing to EDMS according to ES-0.9-28.

Minor Revisions to CFC Drawings

NOTE:

Minor changes may involve comments from client or management following CFC that do NOT impact
design basis.

Minor changes may be simple format changes, information lost when converted to PDF, spelling errors,
and clarification information.

6.4

6.3.1 If there are minor changes to a CFC drawing and the work has NOT been performed and
Work Control has NOT been developed, then drawing may be revised and remain at
current revision level.

6.3.2 Revise CFC drawing with minor changes.

6.3.3 Obtain appropriate signatures. Maintain same number and level of review/approval
signatures as used on the original CFC drawing.

6.3.4 Submit drawing to EDMS and Records.

6.3.5 If drawing was previously submitted to EDMS and Records, then ensure it is replaced
with revised CFC drawing.

Revising Existing Plant Drawings

RE or Drafter

6.4.1 Assign drawing revision number and status code according to Appendix D.
6.4.2 Ensure drawing and revision number are saved in U: drive AutoCAD files. If drawing is
already being revised, then coordinate drawing changes with other REs and Drafter, as

appropriate, to control issue of multiple versions of drawing during the modification process.

6.4.3 Confirm version of CAD drawing matches version in EDMS.
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6.4.4 Review subject area and appropriate classification markings with DC, as applicable.
6.4.5 Update drawing title block according to Section 6.1 and revise drawing.
RE
6.4.6 If design information is translated from a non-native CAD system, then verify translated

version against original.

6.4.7 If drawing was redlined using an Engineering Change Notice or Engineering Change Request
according to CP3-EN-0302, Engineering Change Requests and Notices, then submit copy of
redline to Drafter to incorporate into CAD drawing file.

6.4.8 Determine required reviewers for drawing and submit drawing for review.

Technical Reviewer

6.4.9 For Certified for Construction drawings depicting nuclear controls and expedited nuclear
modifications and if directed by Engineering Manager, perform technical review according
to CP3-EN-0219, Technical Reviews.

6.4.10  Submit comments to RE for resolution.

Checker

6.4.11 Check drawing and submit comments to Drafter for resolution.

6.4.12  Ensure all comments are resolved and obtain required concurrence.

Drafter / Checker / RE / Technical Reviewer

6.4.13 Sign or initial drawing and date, as required.

Engineering Manager

6.4.14  Sign or initial drawing as approver and date.
RE or Drafter
6.4.15  Once approval is obtained, upload drawing into EDMS according to ES-0.9-28.

7.0 RECORDS
7.1 Records Generated

The following records may be generated by this procedure:

. Drawings

Forms are to be completed according to CP3-OP-0024, Forms Control.





CP3-EN-0209
FRev. 5

TITLE:
Plant Drawings

Page 11 of 16

7.2

Records Disposition

Records are maintained according to CP3-RD-0010, Records Management Process.
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Appendix A — Acronyms/Definitions
ACRONYMS
A-E — Architect-Engineering firm
CAD - Computer aided drafting
CFC — Certified for Construction
CTR - Contract Technical Representative
D&R — Deactivation and Remediation
DC - Derivative Classifier
EDMS — Engineering Drawing Management System
ESO — Engineering Service Order
LOTO - Lockout/Tagout
PGDP - Paducah Gaseous Diffusion Plant
RE - Responsible Engineer

DEFINITIONS

As-Built Drawing — Drawings that have been verified and updated to reflect the actual, approved physical
configuration (includes As-Built Entire Drawing and Partial As-Built). The basis of the As-Built portion of the
drawing is listed in the Issue/Revision Description line on the drawing.

Commercial Controls — Safety designation of a modification that does NOT fit definition of nuclear controls.

Essential Drawing — An Engineering term used to identify a drawing that is necessary for safe operation
(including abnormal and emergency operating modes) of facilities and SSCs. Determination is made by RE with
input from Engineering Manager, as needed. Typically, the drawing describes system-level information related
to SSCs whose failure could have significant worker, public, or environmental consequences. An essential
drawing reflects actual configuration of SSC when it is in operation, and is used for any of following purposes:

e Describes critical operational characteristics, system interfaces, and control features of a system
included in authorization basis (safety class or safety significant SSCs). Some examples include
drawings that depict active/operable QL-2 SSCs and whose configuration is relied on for safe operation,
such as some CAAS system drawings, or those depicting NCS-related geometries.

o Included in materials maintained in the emergency response facility (such as the command post or
emergency control center) and could be relied on for event response.

e Other examples of essential drawings are P&ID (Piping and Instrumentation Diagrams) and electrical
drawings that identify isolation points for aid in Lockout/Tagout (LOTO).
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Appendix A — Acronyms/Definitions (Continued)

e Note: Essential drawings are NOT necessarily “Vital” or “Essential” records as defined by Records
Management.

Non-Essential Drawing — A drawing of any quality level that does NOT fit definition of Essential drawing.

Expedited Nuclear Modification — Process used to document a modification that meets requirements of a
nuclear modification, but is of low complexity. Design change must be simple in nature and involves fewer
design inputs. For modifications involving numerous or complex design inputs, this process is NOT appropriate.
Determination if this process is applicable is made by Design Authority, which is Chief Engineer, and is also
delegated to Engineering Managers.

Nuclear Controls — Safety designation of a modification which has potential of impacting safety-class, safety-
significant NCS-related or Defense-in-Depth structures, systems or components in performance of their intended
safety function.

Plant Drawing — Used to describe controlled information about specific structures, systems and components
that are installed or approved for installation within a facility. Plant drawings also include fabrication drawings
for equipment. Plant drawings may be completed by Architect-Engineering (A-E) Firm or Subcontractor in
accordance with their contract requirements. A-E produced plant drawings are not vendor drawings.

Vendor Drawing — Drawings provided by an equipment manufacturer/supplier similar to vendor manual
drawings. Vendor drawings may be prepared in a different format than plant drawings. Vendor drawings can
be uploaded into EDMS and submitted to Records. Vendor drawings are typically proprietary.
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Appendix B — Title Block
Company Name &
Contract Number

™
e <

DOE PRIME CONTRACT # DE-EM0004895

FOUR RIVERS
NUCLEAR PARTNERSHIP, u.c

i This is the descriptive title block and should contain applicable information, such as:

1 e  ESO Number

) e  Project/Drawing Title

. e  Topic/Content of the drawing

| e  ”Essential” or “Non-Essential”

| SCALE PLANT BLDG FL SHEET CLASS

7 \ A 10F 1 X
. N
Primary | D DRAWING N?. REV
drawing A ']\ 'f\
scale. ' \
Floor or level glraw’l?g '
where the design assilication;
ESO Number .
PGDP is located S, C U N,
or E).
Facility number .
. .. Revision
Drawing that the drawing is
number associated with Number, such
) as 0, 1, 1A1,
2B2, etc.
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Appendix C — Drawing Numbers

New drawing numbers are comprised of the following information:

X —is replaced by the drawing’s discipline;
such as, C — civil, E — electrical, etc.

5 — all PGDP drawing numbers contain the
number 5, representing the 5 DOE
complex.

D —indicates the drawing size; such as, D,
E, etc. The standard drawing size for new
drawings is “D” size (24” by 36™).

ESO number
associated with
the drawing.

The first X represents the
drawing series; such as,
A, B, C, etc.

The following X’s
represent the drawing
number in the series;
such as, 01, 02, 03, etc.
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Appendix D — Drawing Status Codes and Revision Numbers

The following table lists the primary status codes and revision numbers to be used for drawings. Each time a
drawing is issued a status code and revision shall be entered on Issue/Revision Description line. Other status

codes as applicable may be used if approved by Engineering Manager.

Status Codes!' Use New Drawing | Existing Drawing
Revision Revision?

Issued for Pre-CFC issue of a drawing for design review. 0 Current number

Review plus Al, A2, etc.

Approved for Drawing issued to a subcontractor/vendor for 0 Current number

Fabrication fabrication. plus A1, A2, etc.

Certified for Design is approved and released for installation 0 Current number

Construction or construction. plus A1, A2, etc.
or remain at CFC
revision 0, if minor
change

As-Built Entire | Revising a drawing that has been verified to Next whole Next whole

Drawing reflect the current approved configuration. number number

Partial As-Built | A portion of the drawing is credited As-Built. Next whole Next whole

number number
Modification Non-essential drawing that will NOT be N/A Next whole
Complete As-Built after modification. Add note stating number
“Must Be Field Verified Before Use”

Void Drawing is no longer valid. N/A Next whole

number

1. Status code should include reference to the applicable ESO or design document number, if applicable,
and may include reason for change or description of change, with additional phrases for information, as
needed. If drawing is revised and the changes are NOT bubbled due to clarity or other reasons, then
include description of changes on status line. Some examples of drawing status lines are:

. Issued for Review for ESO FA5120 for 90% Design Complete

° Certified for Construction for FCT-CCA-FA5120-001

. Partial As-Built for ESO FA5120, Incorporated Revision 2A1 Changes

2. For existing drawing revisions using status codes Issued for Review, Approved for Fabrication or
Certified for Construction, utilize current revision number plus an alpha-numeric number. For example,
if current revision number of a drawing is 1, the next revision number would be 1A1. If a different
project needs to revise the same drawing concurrently using one of those status codes, that revision

would be 1B1. When one of those drawings needs to be as-built, then the partial as-built revision would

be the next whole number.
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1.0 PURPOSE AND SCOPE

1.1 Purpose
This procedure describes the requirements for preparing, reviewing, revising and using Engineering Test
Plans to ensure consistency and quality.

1.2 Scope
This procedure applies to development and use of Engineering Test Plans for activities on quality level
QL-2 Structure, System, or Components (SSCs) and other SSCs as prescribed by Engineering
Management.
Test Plans may be used to support modification acceptance, including qualification, design acceptance
and readiness tests.
Test Plans may also support other tests as needed outside of the modification process as determined by
Engineering Management.
A Test Plan may be used for a qualification test in lieu of a technical review or alternative calculation in
order to verify the contents of a QL-2 technical document or verify performance of a QL-2 activity/SSC.
Test Plans are NOT used for software tests. Software shall be tested according to CP3-1T-0002, Software
Configuration Management and CP3-QA-1002, Software Quality Assurance.

2.0 REFERENCES

2.1 Use References
. CP3-EN-0219, Technical Reviews
. CP3-EN-0302, Engineering Change Requests and Notices
. CP3-NS-2001, Unreviewed Safety Question Reviews

2.2 Source References
. ASME NQA-1 2008/2009a, Quality Assurance Requirements for Nuclear Facilities
. CP3-EN-0203, Design Change Process
. CP3-RD-0010, Records Management Process

3.0 COMMITMENTS
None

4.0 RESPONSIBILITIES

4.1 Engineering Manager

4.1.1 Provides guidance for the application of Test Plans and ensures Test Plans are prepared in
accordance with this procedure.

4.1.2 Provides direction and technical oversight for Test Plans used as part of the modification
process.

4.1.3 Acts as Design Authority for PGDP D&R Contractor activities as delegated by the Chief
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Engineer and performs the following:
A.  Assigns qualified individuals to prepare and review Test Plans.
B. Approves Test Plans.
4.2 Responsible Engineer (RE)

4.2.1 Prepares Test Plans to satisfy design requirements for modifications or other activities where
Test Plans are used.

4.2.2 Specifies Hold Points and Witness Points based on approved design criteria and acceptance
criteria, if required.

4.2.3 Completes the Test Plan using CP3-EN-0212-F02, Test Plan, and ensures a technical review
is performed for QL-2 tests. Resolves and documents the resolution of technical comments,
problems or discrepancies identified by reviewers.

4.2.4 Responds to questions or problems regarding Test Plans during implementation.

4.2.5 Evaluates and documents test results for conformance to the specified requirements.

4.2.6 Ensures Test Plans and revisions are submitted to Nuclear Safety as necessary for review per
CP3-NS-2001, Unreviewed Safety Question Reviews.

4.3 Tester

4.3.1 Performs test activities as directed by the approved Test Plan.

4.3.2 Identifies problems, interferences or obstructions to implementing the Test Plan and contacts
the RE.

4.3.3 Turns over the executed Test Plan to the RE.

4.4 Technical Reviewer
Performs Technical Review of Test Plan for QL-2 items according toCP3-EN-0219, Technical Reviews.

5.0 GENERAL INFORMATION

5.1 Test Plans are normally intended to be single-use documents.

5.2 If a Test Plan is to be used on an ongoing basis, then it should be converted into a procedure.

5.3 Limited reuse of Test Plans is acceptable, but if greater than one year has elapsed since last performed,
it shall be reviewed to ensure its technical accuracy before being used.

5.4 If Test Plan is used for functional testing only such that its use does NOT have potential impact or

effect on nuclear facilities, activities or operations or nonnuclear facilities, activities or operations that
could invalidate existing Safety Basis documentation, then an Unreviewed Safety Question (USQ)
review may not be required on the Test Plan if determined by a qualified USQ evaluator.

For example, functional testing performed on models or mockups during conceptual design that do NOT
tie into existing facilities or systems may not require a USQ if determined by a qualified USQ evaluator.
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5.5 Test Plans may be used as part of the modification process or may be used prior to CFC or completely
outside of the modification process.

5.6 If part of the modification process and depending on the purpose, then Test Plans may support
preliminary modification work, such as conceptual designs, or they may be needed to perform tests
after CFC.

6.0 INSTRUCTIONS

NOTE:

Tests performed on in-service QL-2 plant equipment require test activities to be flowed into procedures rather
than work packages or Test Plans, unless the test activity can be performed at a skill-of-the-craft level or
unless the safety consequences of test failure are minimal.

6.1 Test Plan Development

NOTE:

Modification testing is typically documented in a Design Installation and Verification Specification (DIVS) or
Expedited Nuclear Modification. However, complex integrated tests, qualification tests, or readiness tests that
must await modification completion and component operation/operability, are usually documented in Test
Plans. Test Plans associated with modifications are performed under the modification design control process,
are approved by the modification team and become part of the modification package. If modification Test Plan
is developed after CFC, it may be added to the design package by performing an Engineering Change Request
according to CP3-EN-0302, Engineering Change Requests and Notices.

Discipline Designators are as follows:
CCA — Civil/Architectural

CEE — Electrical

CIE — Instrument

CMD - Mechanical

Responsible Engineer (RE)

6.1.1 If testing cannot be directed from a DIVS, Expedited Nuclear Modification or flowed into
procedures or task instructions, then determine the Test Plan document number from
Engineering Project Support. Use the following document numbering format for Test Plans:
TP- Discipline Designator- year- sequential number (for example, TP-CIE-2015-1234).

6.1.2 In preparing the Test Plan, use CP3-EN-0212-F02, Test Plan. See Appendix B, Review
Checklist for Test Plan for areview checklist development. The following elements shall be
addressed in the Test Plan document:

A. Identify the overall test purpose or objectives including the
requirements/characteristics to be tested and the test methods to be used.

B. Identify/list the design documents, references and related documents used to develop
the plan (such as TSR, ASTM, ASME, IEEE, vendor specifications, procedures; for
example, operations, maintenance, environmental, etc.).
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C. Identify/list prerequisites, initial conditions, precautions, warnings, and environment
stipulations which are required to perform the test (such as mode switch positions,
system pressure conditions, atmospheric data, personnel training or qualifications,
etc.) to be met prior to beginning the test, including any special system or power
supply realignments for the test activity.

D.  Identify prerequisites, as applicable, for example, calibration instrumentation,
appropriate equipment, trained personnel, condition of test equipment and provisions
for data acquisition. Test Plans shall list the test equipment, special tools, and/or
monitoring equipment required to perform the test. Specify units of measure, ranges,
accuracies, calibration requirements, etc., to ensure the equipment supports the test.

E. Ensure the Test Plan allows the Tester to identify/list Measurement and Test

Equipment (M&TE) used (if any) and record instrument number and calibration data.

F. Identify test boundaries that may be required to ensure that equipment which may
have physical or functional interfaces with other equipment is NOT undesirably
interrupted.

NOTE:

Sequence of events may be identified by separate sign-offs at each step with acceptance criteria met.

The use of Hold Points with designated approval authority and Witness Points with designated witness may be

used as needed.

6.1.3

G.  List the test sequence of events, with the acceptance criteria identified to include the
item tested, the test date, the tester or data recorder, type of observation as well as
numerical result and acceptability.

o Include precautions, as applicable to protect equipment and personnel.
. This satisfies the provisions for documenting the test results.
. Appropriate sections of related documents, such as ASTM methods, approved

vendor manuals, or approved drawings with acceptance criteria may be used as
references for Test Plan development.

H.  Base test requirements and acceptance criteria on specified requirements contained in
applicable design or other pertinent technical documents.

L. Provide instructions for restoring equipment after completion of testing, as necessary.
For modification testing, additionally address the following:

A. Demonstrate that the installed modification will function as the design intended.

For example, logic tests shall independently demonstrate performance in each
operational mode. Anticipated peak electrical loading shall be applied.

B. Confirm, when applicable, the absence of results that should be expected.

C. Demonstrate the modification does NOT introduce unintended system impacts, such
as overloading support systems. Include functional testing of unmodified systems
when needed to demonstrate construction activities did NOT introduce inadvertent
changes.






6.2
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D. Ensure testing is comprehensive and includes all aspects of the modification as
necessary, including all disciplines involved.
E. Structure functional tests such that when completed, the results conclusively
demonstrate the acceptability of the item being tested.
6.1.4 For qualification testing, additionally address the following:
A. Demonstrate adequacy of performance under conditions that simulate the most adverse
design conditions.
B. Provide guidance for collecting baseline performance data of equipment and systems

as appropriate. This shall include a broad range of information such as setup
tolerances, vibrations profiles, pump curves, sequencing times, temperatures and noise
levels.

C.  When performed on models or mockups, then scaling laws will be established and
verified. The results of model test work will be subject to error analysis before use in
final design work.

Test Plan Review and Approval

6.2.1

6.2.2

Send the Test Plan for review to the Reviewer and other applicable review personnel, such as
the Facility Manager, System Engineer, Project Manager, Frontline Manager, Nuclear
Criticality Safety (if NCS related), etc.

If Test Plan is part of a modification, then send to Modification Team members for review,
as needed.

Technical Reviewer

£

6.2.3

6.2.4

6.2.5

6.2.6

6.2.7

6.2.8

If Test Plan is QL-2 related, then perform technical review according to
CP3-EN-0219, Technical Reviews.

Resolve comments received from Reviewers on the Test Plan.

When all comments have been resolved, then sign the Test Plan and attain the
Reviewer’s signature.

If Test Plan is used for functional testing only such that its use does NOT have potential
impact or effect on nuclear facilities, activities or operations or nonnuclear facilities,
activities or operations that could invalidate existing Safety Basis documentation, then a
USQ review may NOT be required on the Test Plan if determined by a qualified USQ
evaluator.

If NOT excluded by a qualified USQ evaluator, then ensure a USQ review is performed per
CP3-NS-2001, Unreviewed Safety Question Reviews, if NOT already reviewed under another

process (for example, procedure process, work control process, etc.).

Submit the Test Plan to the Engineering Manager for approval.
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Engineering Manager
6.2.9 Review, approve and return Test Plan to RE.
RE
6.2.10  Provide a copy of the approved Test Plan to the Planner for incorporation into task
mmstructions or other appropriate personnel for performance of the testing.
6.2.11  Submit approved Test Plan to Controlled Documents and Records.

6.3 Test Plan Revisions

£

6.3.1

6.3.2

6.3.3

6.3.4

6.3.5

6.3.6

If part of a modification, then revise the approved Test Plan using an Engineering Change
Request or Engineering Change Notice according to CP3-EN-0302, Engineering Change
Requests and Notices.

If outside of the modification process, then revise the approved Test Plan using the review
and approval process outlined in Section 6.2.

If Test Plan is used for functional testing only such that its use does NOT have potential
impact or effect on nuclear facilities, activities or operations or nonnuclear facilities,
activities or operations that could invalidate existing Safety Basis documentation, then a
USQ review may NOT be required on the approved Test Plan if determined by a qualified
USQ evaluator.

If NOT excluded by a qualified USQ evaluator, then ensure a USQ review is performed per
CP3-NS-2001 on the approved Test Plan revision if an Engineering Change Request was
used, or if outside the modification process and if NOT already reviewed under another
process (for example, procedure process, work control process, etc.).

Provide a copy of the approved Test Plan revision to the Planner for incorporation into task
instructions or other appropriate personnel for performance of the testing.

Submit approved Test Plan revision to Controlled Documents and Records.

6.4 Executing Test Plan and Results

Tester
6.4.1

6.4.2

Perform the testing activities as described in the approved Test Plan.

If problems are found during testing, or if the acceptance criteria are NOT met, then:
A. Suspend testing activities.

B. Place the system in a safe configuration.

C. Note any deviations and steps to correct the problem in the Test Plan.
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D.  Ifthe problem cannot be readily corrected, then:
1. Inform the Responsible Engineer (RE) of the problem or nonconformance.
2. Await disposition of the problem.

6.4.3 Document the test results, sign and date the executed Test Plan, including actions taken with
any deviations noted.

6.4.4 Inform the RE that testing is complete and turn over executed Test Plan to the RE.

RE

6.4.5 Participate, as required, in the test activities as described in the approved Test Plan.

6.4.6 Resolve problems that are found during testing.

6.4.7 Evaluate the test results for conformance with acceptance criteria.

6.4.8 Document on the executed Test Plan the resolution to nonconformances found or reference
other documents that resolve nonconformances, such as Design Analysis Calculations or
Engineering Evaluations.

6.4.9 Review and sign the executed Test Plan.

6.4.10  If testing was QL-2 related, then ensure a Technical Reviewer and Engineering Manager
review and approve the resolution to nonconformances on the executed Test Plan or on the
documents referenced in the executed Test Plan.

6.4.11  If Test Plan is used for functional testing only such that its use does NOT have potential
impact or effect on nuclear facilities, activities or operations or nonnuclear facilities,
activities or operations that could invalidate existing Safety Basis documentation, then a
USQ review may NOT be required on the executed Test Plan if determined by a qualified
USQ evaluator.

6.4.12  If NOT excluded by a qualified USQ evaluator and if the executed Test Plan or other
documents are used to accept test results falling outside of the design/acceptance criteria,
then ensure a USQ review is performed on the executed Test Plan/other documents according
to CP3-NS-2001.

6.4.13  If part of a modification, then ensure the executed Test Plan document is included in the
Engineering Service Order closeout package that goes to Records.

6.4.14  If outside of the modification process, then submit executed Test Plan document to Records.

7.0 RECORDS
7.1 Records Generated

The following records may be generated by this procedure:

CP3-EN-0212-F02, Test Plan
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7.2 Records Disposition

The records are to be maintained in accordance with CP3-RD-0010, Records Management Process.
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ACRONYMS

ASME — American Society of Mechanical Engineers

ASTM - American Society for Testing and Materials

IEEE - Institute of Electrical and Electronics Engineers

M&TE — Measuring and Test Equipment

NCS — Nuclear Criticality Safety

NQA-1 — Nuclear Quality Assurance 1

RE — Responsible Engineer

SSC — Structure, System, or Component

TSR — Technical Safety Requirements

DEFINITIONS

Functional Test — A test to ensure one or more functions of an SSC meet their design specifications.

Hold Point — A mandatory verification point beyond which the test cannot proceed without approval by the
designated authority, typically the RE. The hold points shall be indicated in the Test Plan. Consent to waive
hold points shall be recorded prior to continuation of the test.

Integrated Test — A test of one or more integrated systems with multiple interfaces between electrical,
instrument, mechanical, structural and/or other types of design features.

Measuring and Test Equipment (M&TE) - Devices or systems used to calibrate, measure, gage, test, or
inspect in order to control or acquire data to verify conformance to specified requirements.

Modification Acceptance Testing — Testing required as part of the modification process; may include a
combination of Qualification Testing, Design Acceptance Testing, and Readiness Testing:

Qualification Testing — One of the design verification methods (identified in

CP3-EN-0203, Design Change Process). Testing required to validate some aspect of the design or a
component in the design of an SSC that is difficult to mathematically analyze prior to installation.

Design Acceptance Testing — A test to verify that all SSCs are properly installed, functioning, and
calibrated as required by their approved design criteria. Also, the design acceptance test identifies all
interfacing SSCs that might be affected by the design change and verifies they are affected (or not affected)
as expected.

Readiness Testing — Testing required to prove a modification works in the production environment and
under full process conditions as requested by the customer (in the design input). Usually, readiness testing
and design acceptance testing are performed concurrently, sharing as many test steps as reasonable. If
requested, or if required by plant processes, Readiness Testing may be performed under approved plant
procedures after a Design Acceptance Test and modification acceptance by the customer.
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Appendix A — Acronyms/Definitions (continued)
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DEFINITIONS (continued)

Performance Test — A test, which gathers data on (approved) operating processes (for example, a Production
Test). Usually used to gather longevity or troubleshooting data, but could be used to gather evidence of “over-
design” for use in relaxing design constraints.

Production Environment — Environment where SSCs are installed and connected such that they can perform
their intended functions.

Test Plan - A formal approved document which directs testing.

Witness Point— An identified point in the Test Plan where the designated authority, typically the RE, may
review or witness the test steps as the test proceeds without requiring a stop to the test or an approval to proceed.
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Appendix B — Review Checklist for Test Plan
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Review Checklist for Test Plan

Test Plan #
Activity Satisfactory ([)) Comment
Yes No N/A
1. Is the Test Plan description complete? O &0 Od
a) Is the system/componentto be tested fully OO O 0O
identified?
b) Are the purpose and objectives ofthe Test Plan O O O
identified?
c) Does the purpose and objectives describe the OO O 0O
requirements/ characteristics to be tested and the test
method to be employed?
2. Arethereferences listed thatare required for Test Plan O O O
development and execution? Examples include: codes,
standards, specifications, equipment manuals, drawings,
material lists, etc.
3. Are the testprerequisites satisfied? O O O
a) Are the prerequisites listed thatare required before O O O
testingmay begin which may include M&TE
Calibration verified, M&TE Number and
calibration data recorded, test personnel
qualifications verified, installed instrumentation
operable/available, computer programset-up
conditions verified, special equipment required,
etc.?
b) Is adequate instrumentationavailable? O O O
c) Are suitable environmental conditions O O O
maintained?
4. Are the testboundaries acceptable? O O O
a) Are the isolation boundaries required for testing OO O 0O
defined?
b Are there any physical or functional interfaces
) Yy phy 0O 0O O

with other equipment that is notto beinterfered with?
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Appendix B — Review Checklist for Test Plan (continued)
Page 2 of 2

Review Checklist for Test Plan

TestPlan #

Activity Satisfactory () Comment
Yes No N/A

O O

5. Is the test sequenceacceptable?

a) Isthetestsequence complete and make sense?

b) Isthedescriptionofeach teststep accurateand make
sense?

c) Istheacceptancecriteria defined?

d) Iftheteststep hasknown orexpectedresults, are
they included?

O O] 0d(g|o
0| O] 0d
0| O] dd

e) Foreachitemtested,doesthe testplan include the
following to be recorded: testdate, tester or data
recorder, type of observation and numerical test
results?

f)  Does thetest planincludethe safety precautions, as
applicable, to protectequipmentand personnel?

[
[
[

g) Areholds notedin the test plan, where
applicable?

6. Are actions described that are needed to correctacceptance
criteria not met?

a)  Areinstructions provided for disposition of test
results?

I I N Y
I I I I O I O O
O o o0

7. If equipment restorationis needed, is it included in the test
plan?
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1.0
11

1.2

PURPOSE AND SCOPE
Purpose

This procedure provides controls for the software quality assurance (SQA) work activities that are
required for safety, non-safety quality-affecting, and non-safety non-quality affecting software utilized
in support of operations or mission objectives for the Paducah Gaseous Diffusion Plant (PGDP)
Deactivation and Remediation (D&R) contractor.

This procedure provides direction and assigns responsibility for management, technical, and quality
personnel who identify, manage, and use software. It ensures an appropriate degree of SQA is applied
to software applications used by the PGDP D&R contractor, whether or NOT they are developed or
supported by Information Technology (IT).

This procedure implements applicable requirements found in:
. 10 CFR 830, Subpart A, Quality Assurance Requirements
. DOE 0O 414.1E, Quality Assurance

. American Society of Mechanical Engineers (ASME) Nuclear Quality Assurance
(NQA)-1-2008, Quality Assurance Requirements for Nuclear Facility Applications, (with
Addenda through 2009)

. EM-QA-001, Environmental Management (EM) Quality Assurance Program (QAP)

. CP2-ND-1001, Quality System for Nondestructive Assay Plan at the Paducah Gaseous
Diffusion Plant, Paducah, Kentucky

. CP2-QA-1000, Quality Assurance Program Description for the Paducah Gaseous Diffusion
Plant, Paducah, Kentucky

Referenced procedures and specific software project management plans will be used to implement the
applicable SQA work activities.

Scope

This Level 3 procedure applies to all D&R employees, subcontractors, and vendors or suppliers
responsible for acquiring, developing, operating, maintaining, or retiring software for use at the Paducah
D&R site.

This procedure applies to software currently in use or proposed for use. It includes software purchased,
developed, or customized or modified in-house; licensed from a commercial vendor for customized use;
acquired from another site or entity; or developed, procured, or customized by a vendor or subcontractor
for use at the PGDP D&R site. Software forms (such as, software classification document) used and
approved for software under the previous or this contractor may continue to be used for that software
until changes to that software impacting those forms occurs, at which time the current form under this
procedure will be used as applicable.

This procedure does NOT apply to the site Infrastructure contractor. This procedure does NOT apply
to subcontractors, or vendors or suppliers that have been determined as an Approved Supplier through a
Quality review and the acceptance for the use of software, in its intended application, was part of that
Quality review. Approved Suppliers that meet this criterion are those that have been evaluated and
determined to have a program to support the design and manufacture of items under NQA-1
requirements, and their program, is subsequently invoked through procurement.

This procedure also does NOT apply to databases or spreadsheets provided as a standard application
package on the desktop where work-related functions, activities or calculations are NOT involved.
Controls are applied to the acquisition, development, operation, maintenance, retirement, and
configuration control of software, including, but NOT limited to, acquired software, custom developed
software, configurable software, utility calculations, and commercial design and analysis software.
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2.0 REFERENCES

2.1 Use References

CP2-ND-1001, Quality System for Nondestructive Assay Plan at the Paducah Gaseous
Diffusion Plant, Paducah, Kentucky

CP2-QA-1000, Quality Assurance Program Description for the Paducah Gaseous Diffusion
Plant, Paducah, Kentucky

CP2-RD-0002, Electronic Information System Requirements
CP3-CP-0001, Request for Purchase

CP3-EN-0307, Engineering Procurement Specification
CP3-IT-0002, Software Configuration Management
CP3-QA-1003, Management and Self-Assessment

CP3-QA-1004, Independent Assessment Program

CP3-QA-2001, Approved Supplier Selection, Evaluation, Approved Supplier Maintenance
CP3-QA-2004, Material Receipt Inspection

CP3-QA-3001, Issues Management

CP3-RD-0010, Records Management Process

CP3-RD-0014, Records Identification and File Plan Development

2.2 Source References

PGDP-IT-PR-002, Information Technology Baseline Configuration Management
PGDP-IT-PR-008, Information Technology System and Services Acquisition
CP2-QA-1000, Quality Assurance Program Description (QAPD)

CP3-EN-0213, Design Analysis and Calculations

CP3-QA-1008, Assessor Qualification, Training, and Certification

DOE Guide 414.1-4, Safety Software Guide for Use with 10 CFR 830 Subpart A, Quality
Assurance Requirements, and DOE O 414.1.C, Quality Assurance

3.0 COMMITMENTS
CA-002465, Software Quality Assurance Significant Condition Adverse to Quality from the DOE

4.0 RESPONSIBILITIES
4.1 Responsible Manager

Ensures software acquisition, development, verification & validation, configuration
management, operation and maintenance, and retirement are performed in a controlled
manner.

Assigns a Software Owner or Safety Software Owner for each software application.
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Assigns an Independent Reviewer for review and approval actions as described in
Appendix F, Software Documents Review and Approval Requirements.

Ensures designated Software Owner, Safety Software Owner, and Independent Reviewer
personnel have the required Software Quality Assurance, Electronic Information System
(EIS), and Software Configuration Management (SCM) training assigned and completed
prior to implementing software lifecycle activities.

Ensures personnel involved in the design, development, test, evaluation and/or use of safety
software has the required SQA, EIS, and SCM training assigned and completed.

4.2 Software Owner (SO)

Determines the software classification and required controls for applications.

Implements quality planning, acquisition and evaluation, verification and validation, operation
and maintenance of assigned computer software.

Assures that the users of the software know the capabilities and limitations for which the
software is verified and validated.

Ensures status accounting information is provided to the IT Specialist.

Maintains the software record package and record submittal as a result of executing this
procedure.

Implements and maintains appropriate records management controls for Electronic Information
Systems (EISs) according to CP2-RD-0002, Electronic Information System Requirements.

Maintains training as Software Owners.

Keeps the Responsible Manager, SQA Specialist, and IT Specialist informed of status changes
in software ownership (for example, qualification elapses, personnel reassigned,
updates/revisions to software).

4.3 Safety Software Owner (SSO)

Determines the safety software classification and required controls for applications.

Implements quality planning, acquisition and evaluation, verification and validation, operation
and maintenance of assigned computer safety software.

Controls safety software access to assure that the users of the safety software know the
capabilities and limitations for which the safety software is verified and validated.

Ensures status accounting information is provided to the IT Specialist.

Maintains the safety software record package and record submittal as a result of executing this
procedure.

Implements and maintains appropriate records management controls for Electronic Information
Systems (EISs) according to CP2-RD-0002 FR1, Electronic Information System Requirements.

Maintains training/qualification as Safety Software Owners.

Keeps the Responsible Manager, SQA Specialist, and IT Specialist informed of status changes
in safety software ownership (for example, qualification elapses, personnel reassigned,
updates/revisions to software).

Serves as s a core member of the Change Control Board (CCB) for CCB meetings involving
their Safety Software.






CP3-QA-1002 TITLE:
FRev. 3

Page 9 of 81

Software Quality Assurance

4.4 SQA Specialist

Adheres to the role and activities of programmatic oversight for SQA at the Paducah site.

Ensures SQA implementing procedures are in agreement with governing CFR’s, DOE Orders,
applicable standards and the Paducah site’s QAPD.

Provides subject matter expert (SME) knowledge regarding software and safety software
requirements in effort to facilitate the SO and IT with SQA compliance.

Performs configuration audits on applicable safety software to verify that all pertinent
interdisciplinary reviews are completed.

Performs periodic reviews for software to ensure compliance with SQA requirements and the
approved configuration baseline. (At a minimum every three years for Level A-C software,
every five years for Level D.)

Serves as a core member on the Change Control Board for safety software.

Serves as temporary software owner/safety software owner as needed for instances where
software owner/safety software ownership is disrupted (for example, qualification lapse,
reassignment/loss of employee) until replacement is identified or condition is resolved. This is
a temporary assignment and is NOT subject to the controls of this procedure for assigning a
new software owner/safety software owner.

Supports Software/Safety Software Owner, as needed through the SQA process.

Reviews forms generated by CP3-1T-0002, Software Configuration Management. The reviews
are used, in part, to track software application and configuration item status.

Assigns unique identifiers for ClI documentation using the format: [Doc Type]-[App Acronym]-
[sub-acronym]-[4 digit] Where Doc Type = life cycle deliverable abbreviation (see forms), App
Acronym = the application acronym, Sub Acronym [Optional] = application module or
subroutine, and 4 digit = sequential number with leading zeros to display 4 digits.

4.5 Independent Reviewer

Maintains independence from the roles of Software Owner/Safety Software Owner, Application
Developer, and Responsible Manager.

Performs a technical and functional review of the documents and results for applicable software.

Performs Design Verification review for applicable applications.

4.6 Application Developer

Translates the software design into executable code.
Coordinates installation of Custom (In-House) Developed, Configurable software.

Assists SO and SSO in the preparation of software design specifications, test plans or
procedures, user instructions, and other supporting documents as needed.

4.7 IT Specialist

Implements this procedure within the project.
Maintains and tracks the software application status in the software inventory.

Coordinates installation of all software.
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4.8

4.9

4.10

411

412

FRev. 3 Software Quality Assurance
° Assists SO and SSO with the SQA or SCM process and resolution of discrepancies.
. Supports the software classification and software configuration control process where specified.
. Performs periodic application checks to ensure the accuracy of the Software Inventory List

(SIL) and Safety Software Inventory List (SSIL) as compared to SQA documentation.
Quality Assurance Manager

. Reviews and signs applicable forms as described in Appendix F, Software Documents Review
and Approval Requirements.

o Ensures assessments are performed as necessary to evaluate AND document conformance to the
Quality program and procedural SQA requirements.

o Serves as a core member on the Change Control Board for safety software.

IT Manager

. Assigns IT Specialist to all active Software and Safety Software.

o Ensures IT Specialist assists SO and SSO with the SQA process.

o Reviews, approves and signs applicable forms as described in Appendix F, Software Documents
Review and Approval Requirements.

° Ensures periodic reviews are completed and documented to confirm configuration status.

° Works with SO and SSO to coordinate and schedule Change Control Board meetings, or

delegates to IT project support.

. Serves as a core member on the Change Control Board for safety software.

Records Manager

. Ensures an acceptable record file plan for software generating records exists.

o Reviews and signs applicable forms as described in Appendix F, Software Documents Review
and Approval Requirements.

Design Authority

° Provides technical expertise for the basis of safety software requirements and the impacts and

risks of software in the operating environment.

. Provides input to the Software Owner and IT Specialist for requirement specification,
acquisition, design, development, configuration management, maintenance, and retirement of
safety software.

° Approves and signs applicable forms as described in Appendix F, Software Documents Review
and Approval Requirements.

. Serves as a core member on the Change Control Board for safety software.

User

Uses the application within its intended use and controls. For safety software, its use is maintained
within the bounds or limits for which the software was verified and validated; assuring access control,
and for identifying and reporting problems. For clarification, personnel who have "read only™ access to
safety software are NOT considered users unless otherwise specified by the safety software owner.
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4.13  Change Control Board (CCB)

Serves under CP3-1T-0002 to oversee pertinent software package changes under that procedure in
conjunction with this procedure to include following CCB instructions in this procedure for safety
software changes (e.g., Step 6.11.4, Change Control Board). Designees for Core Change Control Board
Members must meet the SQA training requirements for that role (T-F00401: Safety Software

Owner/Core Change Control Board Member). The CCB Core members include:

e IT Manager or designee

o Safety Software Owner (for the safety software that is involved for that CCB meeting)

o Software Quality Assurance Specialist or designee

e Quality Assurance Manager or designee

e Design Authority or designee

Assures that the defined CCB instructions of CP3-QA-1002 and CP3-1T-0002 are followed for CCB
meetings involving Safety Software.
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5.0
5.1

5.2

5.3

5.4

GENERAL INFORMATION
Methodology

The software engineering methodology described in this document aligns to the theoretical “waterfall”
model software life cycle that describes planning, requirements, design, implementation, testing,
installation and checkout, operations, maintenance, and retirement as applicable. Where appropriate and
controlled a modified waterfall lifecycle may be used that allows for overlap and/or iteration of
pertinent software life-cycle phases excluding retirement. This procedure and the actions herein provide
implementing requirements to ensure software controls are applied to site software using the
requirements in the Paducah site’s DOE approved Quality Assurance Plan, CP2-QA-1000, Quality
Assurance Plan Description (QAPD).

Graded Approach

The SQA work activities described shall be implemented using a Graded Approach based on the
software classification and applicable software type. Software meeting a defined “Safety Software”
designation shall meet applicable requirements of (ASME), Nuclear Quality Assurance (NQA)-1-2008,
Quality Assurance Requirements for Nuclear Facility Applications, (with Addenda through 2009)
applied to include Subparts 2.7 and 2.14. NQA-1 requirements are also applied to software that is
determined to be Level D non-safety, quality-affecting software and applied on a graded approach to
Level E non-safety, non-quality affecting software. All software is required to adhere to the applicable
Quality Assurance Criteria (Attachment 2, Parts A, B, and C) set forth by DOE O 414.1E,consistent
with the QAPD.

Classification Levels

Software is classified as safety (Levels A-C), non-safety quality-affecting (Level D), non-safety non-
quality affecting (Level E), or Exempt based on the results of the classification activity in Section 6.1.2.
Appendix B, Software Classification Criteria, describes the criteria for each level and Appendix K,
Software Exemptions, describes requirement criteria for exemptions.

Software Type

54.1 DOE G 414.1-4 describes five types of software that are commonly used to aid in the
selection of appropriate SQA work activities and applicable software life cycle phases.
Although the guide only applies to safety software, the use of these types is applied to all
software to ensure consistency. Each of these is defined in Appendix C, Software Types.
These types include:

. Acquired Software
. Custom Developed Software
. Configurable Software

° Utility Calculation Software

. Commercial Design and Analysis Software
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6.0 INSTRUCTIONS
6.1 Software Procedure/Work Activity Flow and Software Classification

6.1.1 Determine Software Procedure/Work Activity Flow with the following:

Procedure Users (Includes All Responsibilities in Section 4.0)

° Refer to SQA for Spreadsheets and Databases (Appendix J: Screening for
Spreadsheets and Databases), if only spreadsheets and databases are involved and do
NOT meet an SQA qualifier, then exit this procedure, unless entry is required for
other purposes.

. For Spreadsheets and Databases that do NOT meet an SQA qualifier, it is
recommended to include the following text, or similar, in a footer or other easily
located area: “This spreadsheet/database was evaluated and determined NOT to meet
an SQA qualifier on {list the date} by {list the evaluating individual’s name}.”

NOTES:
The following are the spreadsheet / database SQA qualifiers from the above discussion:

a) Calculations or formulas used for work related purposes where the spreadsheet/database is relied upon for
data or calculation results.

b) Tracking and/or scheduling or status information that is relied upon for regulatory requirements or
compliance.

¢) Relationships such as inputs/outputs or interfaces with other databases or systems that perform regulatory or
quality related functions.

d) Use of the spreadsheet/database impacts legal, regulatory, external milestone, or safeguards and security
.activities.

e) Spreadsheet/database is the sole source of quality related information that is required to be provided to
external customers.

f) Relied upon for safety, operations, and / or design-related purposes that generate a Quality Assurance record.

If a documented hand calculation is used and a calculator or calculator in a spreadsheet is used for a
non-required check of accuracy, then that specific use is NOT considered ‘relied upon’ for this set of
qualifiers.

o For software procedure/work activity flow select and utilize the following for general
controls depending upon purpose for entry into the procedure (consult SQA specialist
for guidance if unsure):

o For Day-to-Day Normal Operations of Approved Software (Active In-Use) —
follow Section 6.8, Operation and Maintenance; Section 6.9, Personnel
Training; Section 6.10, Problems and Corrective Action; Section 6.18,
Assessments; and/or Section 6.11, Software Configuration Management, for
configuration audits.
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NOTE:
For this procedure, a Change to Software Owner Only is NOT a change to approved software.

° For Changes to Approved Software (Active In-Use or Inactive) — follow
Section 6.11 [Software Configuration Management - may involve
combinations of Sections 6.1 — 6.17 of CP3-QA-1002 as applicable]; and
follow CP3-1T-0002 [Software Configuration Management] where directed.

. For Software Retirement — Follow Section 6.12.

o For New Software — Follow Section 6.1.2 of this procedure for software
classification and then Section 6.11 to establish configuration control based on
software level and type as applicable.

o For Changes to Software Owner — In instances where the software owner is
the ONLY change follow section 6.19 otherwise use 6.1.2 & 6.19 in parallel.

6.1.2 Determine Software Classification with the following:

NOTE:

Software is evaluated to determine if it is to be controlled as safety software, non-safety quality affecting, or
non-safety non-quality affecting software based on its intended use or the impact of the decisions made based
upon the results the software produces. All software within the scope of this procedure requires software
classification.

Software Owner/Safety Software Owner

A, Ensure SQA, EIS, and SCM training has been completed. If a safety software is
involved, then also ensure safety software owner training is completed.

B. If software is considered legacy (as defined in DOE G 414.1-4), then go to
Section 6.17.

NOTE:

It is acceptable to use a single SCD for the same version of software (e.g., Excel version 2017) that addresses
multiple uses provided the use is encompassed with the capabilities and limitations within the SCD.

Software version for spreadsheets is assigned by the Software Owner or Developer and should be easily
identified in an area such as the header, footer, or file name of the spreadsheet.

If the software is a web browser that does NOT have a public version number, then it must be indicated as
such in the version section of the SCD.

For non-safety software, where changes at the secondary or tertiary levels would NOT constitute a change to
the form or function of the software and its intended use, it is acceptable that the version may be listed with X
in place of secondary or tertiary numbers. (Examples: 1.X instead of 1.7. or 1.0.X instead of 1.0.1.)

C. If spreadsheets or databases that meet one or more SQA qualifiers, or for any other
software that is NOT a database or spreadsheet, then obtain a unique software
identifier from the SQA Specialist (if number is NOT already assigned) and record on
CP3-QA-1002-F01, Software Classification Document (SCD).





CP3-QA-1002 TITLE:

. Page 15 of 81
FRev. 3 Software Quality Assurance

D. On the SCD record the following:

. Revision number and change history (for example, baseline Rev. 0, reason for
change if NOT Rev. 0).

° Software specific information (for example, Name, Version, Vendor).

. Software purpose (provide general summary of the purpose and include

pertinent regulatory, nuclear, and/or safety purposes).

E. Perform one of the following:

. If software exemption determination and use is NOT desired or intended, then
continue to 6.1.2.F.

NOTE:

Software exemption is only used when the software meets requirements for exemptions and the controls for the
exemption and should be considered the exception vs the SQA norm.

. The software exemption determination process may be entered at this point to
determine if the software meets or can meet exemption criteria and controls. If
exemption use is desired, then ensure the following:

. Complete BOTH Section A and Section B of the SCD checklist to
ensure that software does NOT meet criteria to classify as safety
software (levels A-C).

. Using Appendix K, initiate the ‘Software Exemption Control Sheet’
and select the desired exemption.

. If completed and exemption requirements are met, then:

. Attach the completed and approved software exemption control
sheet to the SCD.

. Proceed to the review and approval portion of the SCD and
obtain signatures (unused portions of SCD will be marked NA or
7’d as applicable).

. Control the software using the controls specified on the software
exemption control sheet.

o Assure the software controls meet or exceed controls for Level E
software.

o If at any time in the future the software, its intended use, or its

exemption control intent changes, then re-enter the SCD process.

NOTE:

If the exemption process is exited in the next bullet, and the exemption control sheet was NOT completed, or
will NOT be used, then it does NOT need to be retained with the SCD.

. If the Software Exemption Control Sheet CANNOT be completed with
exemption requirements met, then exit the software exemption determination
process and continue to Step 6.1.2.F.
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On the SCD record the following:

Software Classification Level. This will be determined through Yes/No
answers to Part A and, if needed, Part B of the SCD. For any unsure, then
consult SMEs or other Support experts to determine a Yes or No. Part B is
NOT required if all answers on Part A were No. Document rationale (e.g.,
Justification section on the SCD).

Software Type — See Appendix C of CP3-QA-1002.

Software Kind- If applicable, software that requires tracking/inventory beyond
typical software practices. See definition in Appendix A,
Acronyms/Definitions.

Safety Software? If Level A, B, or C — YES, if NOT — No.

Safety Software Designation [Only for Safety Software — See Appendix A
Definition of Safety Software].

Justification for Classification Level [This should summarize ‘Yes’ answers in
Section A and B of SCD and associated rationale].

QLD Number — obtain from controlled documents or have Engineering develop
if none is available.

Attachments — include attachments as needed.

Software approved by IT (consult IT for this determination, this is for IT/cyber
review purposes only, new software is NOT approved for use at this point).

Once completed, it is recommended to send the draft CP3-QA-1002-F01 to the SQA
Specialist for preliminary review. Route the CP3-QA-1002-F01 for Review consistent
with Appendix F and track document status to completion for the following reviewers:

Software Owner (must be qualified software owner, and if safety software must
be qualified Safety Software Owner)

SQA Specialist

IT Specialist

Responsible Manager

If software ownership changes, then also follow Section 6.19.
QA Manager

IT Manager — for Safety Software

Design Authority - for Safety Software and Exemptions

If new safety software (or upgraded from non-safety), then have Software Owner
initiate Software Change Request (SCR).
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Software Owner

Once approved, control the CP3-QA-1002-F01 as a Record according to
CP3-RD-0010, Records Management Process and provide a non-record copy to the
IT Specialist for configuration control.

IT Specialist
Create (or update) a Software Documentation folder for the software application and
create new or update existing entry in the Software Inventory by using the information
from the CP3-QA-1002-F01, to meet the following:
If Safety Software, then ensure Safety Software Inventory List includes the following
for the software:
NOTE:

The below information is required to meet requirements for Safety Software, any additional information in the
Safety Software Inventory List is non-mandatory.

Software Name

Version Identifier

Software Description (for example, the software purpose from the SCD)
Grade Level Designation

Safety Software Designation (for example, safety system software, safety and
hazard analysis software and design software, safety management and
administrative controls software)

Specific nuclear facility application used (such as, FRNP)
Responsible Individual (such as, Safety Software Owner)

Software Classification Document Number [this is for FRNP tracking purposes
and is NOT an Order Requirement]

For Non-Safety Software (such as, Level D, E, and/or exempt), ensure the software
inventory list includes the following:

NOTE:

The below fields will be updated as applicable SCDs are added or updated through the normal change process.
If variations in information are identified or questioned, then the corresponding software classification
document (even if NOT listed in the inventory list) is an extension of the list and contains the pertinent below
information until the list is updated. This information is considered the typical software practice for

tracking/inventory.

Software Classification Document Number
Software Name and/or Description

Level D, Level E, or Exempt as applicable






CP3-QA-1002 TITLE:

. Page 18 of 81
FRev. 3 Software Quality Assurance

M.  For software that meets the criteria of a kind related to nuclear safety and/or important
to mission accomplishment, ensure that the software inventory list also includes the
following:

NOTE:

This information is in addition to the applicable requirements for software/safety software inventory as listed in
K and L above.

o Software Kind Designation
e Software Type
e Software Status
N. Assign status of “PENDING” to the entry if new.
0. Maintain the non-record copy of the CP3-QA-1002-F01 in an associated software

documentation folder and under configuration control according to Section 6.11 of this
procedure.

6.2 Software Project Management and Quality Planning

NOTE:

Sections 6.2 through 6.17 apply software life cycle work activities and quality criterion throughout the software
lifecycle. Only the applicable activities specified in Appendix D, should be implemented.

Required documentation reviews described throughout the software life cycle shall be documented and
documentation of review comments and disposition shall be retained until they are incorporated into the
updated software. Comments NOT incorporated and their disposition shall be retained until the software is
approved for use.

Software Owner

6.2.1 Review Appendix D, Required SQA Work Activities, to determine the specific required SQA
work activities and Appendix E, Associated SQA Life Cycle Documentation by Type, to
determine specific life cycle phase documentation for the software based on the classification
and type of the software.

NOTE:

Software planning includes the software project management and quality planning activities necessary to assign
project responsibilities described in Section 4.0, and determine and document the necessary SQA controls for
each software application.

Software Project Management Plans (SPMPs) may be prepared individually for each software application or
may be prepared for multiple software applications that will be controlled in the same manner. SPMPs are
NOT required for Level E or Exempt software.

6.2.2 Prepare CP3-QA-1002-F02, Software Project Management Plan (SPMP) Section A, and
define quality requirements to include:

. Purpose and Scope

. Software Classification Level
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Software application(s) to which it applies

Organizations responsible for performing the software tasks and achieving software
quality

Software project risk identification, tracking, and management (Levels A-C)
Required life cycle tasks, documentation and software reviews

Standards, conventions, work practices, and metrics that will be used to facilitate
software life cycle activities

Software tools, system software, techniques, and methodologies that will be used to
support SQA processes. ldentify their intended use, applicability, or circumstances
under which it is to be used and limitations

Method(s) established to address software defect reporting and notifications from
supplier to purchaser and vice versa

Methods for error reporting and corrective action

Access control methods for protecting computer program physical media from
unauthorized access or inadvertent damage or degradation

Media control methods to store, copy, and recover electronic files

Records Migration Plan for physical, digital, or electronic media identified as a
Record

Evaluation of software for applicability to Electronic Information System
requirements according to CP2-RD-0002.

Methods for retiring software, including prevention of routine use and preservation of
software files, data, and documentation

Plan for identifying, managing, and controlling software configuration items with
unique identifiers.

To the extent practical, if safety software or its service will be procured, then
predefine the type of supplier(s) that will be needed (for example, supplier with FRNP
commercial grade dedication survey, FRNP approved supplier to design and
manufacture NQA-1 type software, etc.). If commercial grade dedication is involved,
then pre-define the types of supporting critical characteristics for acceptance where
practical. This can be in the form of a configuration item specification (CIS) form
(procurement specification) or equivalent that can be referenced in the SPMP.

Personnel training requirements (Levels A-C)

Ensure other quality requirements for the SPMP (for example, conditional
procurement requirements in Section 6.13) in this procedure have been captured as
applicable.
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6.3 Software Requirements Identification and Management

NOTE:

Software requirements may be documented in Software Project Management Plans, Engineering
Procurement Specifications (EPS), or other equivalent documents, as long as all required elements are
addressed. Software Requirements Identification and Management is NOT a required activity for Level E or
exempt software unless deemed necessary by the D&R IT Manager where D&R IT is directly involved with
the design of software to support the user organization’s project needs. A less formal means to establish
software requirements can be established through specific project related meetings, correspondence, or
associated documents for Level E programs of this nature and is also NOT required for exempt software.

Software Owner

6.3.1

6.3.2

I'T Specialist
6.3.3

Software Owner

6.3.4

Develop CP3-QA-1002-F02 Section B to include the following software engineering and
technical requirements:

. Address security features commensurate with the risk from unauthorized access or use
(Such as, vulnerability protection, cyber security).

. Identify applicable reference drawings, specifications, codes, standards, regulations,
procedures, or instruction that establishes acceptance criteria.

. Include, as applicable, the identification of operating system, functions, interfaces,
performance requirements, installation considerations, design inputs, and any design
constraints of the software.

. Contain specified requirements that are traceable throughout the software life cycle
and testable.

° If the software is QSNDA, then review CP2-ND-1001 and ensure CP3-QA-1002-F02
addresses QSNDA requirements.

. Ensure other engineering and technical requirements for the SPMP (for example,
conditional procurement requirements in Section 6.13) in this procedure have been
captured as applicable.

Once completed, it is recommended to send the draft CP3-QA-1002-F02 to the SQA
Specialist for preliminary review. Route the CP3-QA-1002-F02 for Review and Approval
using Appendix F to identify the required reviewers and approvers and track document status
to completion. Once approved, control the CP3-QA-1002-F02 as a Record according to
CP3-RD-0010, Records Management Process, and provide a non-record copy to the IT
Specialist for configuration control.

Maintain the non-record copy of the CP3-QA-1002-F02 in an associated software
documentation folder and under configuration control according to Section 6.11 of this
procedure.

If procuring software or software services, then go to Section 6.13.
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6.4 Software Testing (V&V Planning)

NOTES:

Regression testing (for example, testing after modification to confirm desired changes made and detect
corresponding errors) shall be required in the event of a Major Change and In-use testing shall be required
when specified and when there are significant changes to the operating system for Levels A-D software.
Periodic In-use testing (for example, periodic/annually scheduled test case run that is documented) shall be
performed for those programs in where computer program errors, data errors, computer hardware failures, or
instrument drift could affect required performance (See Appendix A, Acronyms and Definitions). Where
practical and for ease of use/deployment, it is acceptable to define/utilize a multi-purpose software test or test
plan that can be applied to multiple testing aspects such as regression, in-use, installation on a different
machine, etc.

Commercial Grade Dedication acceptance testing for safety software/services that meet the definition of
Otherwise Acquired Software may be planned and documented in the CP3-QA-1002-F04, Software
Verification/Validation Document, EPS, contract documentation, or supplier deliverables so long as all required
elements in Section 6.15 are addressed. Section 6.4 is NOT required for Level E software and is NOT
applicable to Commercial Design and Analysis software, or computer programs used in design analyses.
Computer programs used in design analyses are directed by CP3-EN-0213, Design Analysis Calculation
(DAC) to meet design analyses documentation and V&V criteria. If the DAC-related programs rely on
modeling for safety function, then the DAC must include model validation or follow this procedure.

6.4.1 Prepare, if applicable, the CP3-QA-1002-F04, Software Verification/Validation Document
(SVVD), Section A. The CP3-QA-1002-F04, Section A shall specify the following as
applicable:

° Describe the overall testing strategy to include stages at which testing is required,
criteria for establishing test cases, and the applicable standards and conventions to be
followed during testing.

. Specify the required tests (Such as, acceptance, in-use, unit integration, system,
regression) and test sequence.

o Ranges of input parameters and anticipated output values.

° Include test requirements and acceptance criteria traceable to specified approved

software requirements; including, hardware and logic branches (if applicable).

. Identify test cases that demonstrate that the computer program adequately and
correctly performs all intended functions over the range of operation or produces
correct results as defined in specified software requirements; properly handles
abnormal conditions and events as well as credible failures; does NOT perform any
adverse unintended functions; and does NOT degrade the system.

. Include requirements for reporting test results, including the methods for identification
and resolution of software deviations.

. Provide for evaluating technical adequacy through comparison of test results from
alternative methods such as hand calculations, calculations using comparable proven
programs, or empirical data and information from technical literature.

6.4.2 Once completed, it is recommended to send the draft CP3-QA-1002-F04 to the SQA
Specialist for preliminary review.
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6.4.3 Route the CP3-QA-1002-F04 for Review and Approval using Appendix F to identify the
required reviewers and approvers and track document status to completion.

6.4.4 Once approved, control the CP3-QA-1002-F04 as a Record according to CP3-RD-0010,
Records Management Process and provide a non-record copy to the IT Specialist for
configuration control.

IT Specialist

6.4.5 Maintain the non-record copy of the CP3-QA-1002-F04 in an associated software
documentation folder and under configuration control according to Section 6.11 of this
procedure.

6.5 Software Design and Implementation

NOTE:

During software design the software requirements are translated into a software design. Design
documentation shall have sufficient detail such that a person technically qualified in the subject can verify the
adequacy of the design without recourse to the originator. Section 6.5 is NOT required for Level E and
Exempt software and is NOT applicable to Acquired software, Commercial Design and Analysis
software, or computer programs used in design analyses. Computer programs used in design analyses
are directed by CP3-EN-0213, Design Analysis Calculation to meet design analyses documentation
and V&YV criteria. If the DAC-related programs rely on modeling for safety function, then the DAC must
include model validation or follow this procedure as well. Software design may be documented inthe
CP3-QA-1002-F05, Software Design Document, listed inthe software code, and/or included as a
sub-section in another software document, as long as all required elements are addressed.

Application Developer

6.5.1 Ensure possession of the approved CP3-QA-1002-F02 (Section A and B) and
CP3-QA-1002-F04 (Section A) and determine the necessary software design architecture.

6.5.2 Prepare CP3-QA-1002-F05, Software Design Document (SDD) in order to define the
computational sequence necessary to meet the software requirements. The SDD shall:

o Include, as applicable, numerical methods, mathematical models, physical models,
control flow, control logic, data flow, process flow, data structures, process structures,
and the applicable relationships between data structures, and the applicable
relationships between data structures and process structures.

° Address the mitigation of consequences of problems, as identified through analysis.
These potential problems include external and internal abnormal conditions and events
that can affect the software.

6.5.3 Translate the software design into executable programs using the programming standards and
conventions specified in the CP3-QA-1002-F02.

6.5.4 Document all elements that are necessary to successfully compile, build, and execute the
software on the CP3-QA-1002-F05.

6.5.5 If specified in the CP3-QA-1002-F04, then perform unit integration and system tests.
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6.5.6 If additional test cases were identified during design or implementation, then coordinate with
the Software Owner to update the CP3-QA-1002-F04 and follow the review and approval
process specified in Section 6.4.
6.5.7 Perform and document the results of applicable (other than acceptance) tests in the
CP3-QA-1002-F05.
6.5.8 Maintain the code under configuration control according to Section 6.11 of this procedure.
6.5.9 Submit the CP3-QA-1002-F05 (or equivalent) and test documentation (if applicable) to the
designated Independent Reviewer.
NOTE:

Software design verification must be performed by a competent individual or group other than those who
developed or documented the original design. They may be from the same organization. When review alone
is NOT adequate to determine if requirements are met, then alternate calculations shall be used, or tests shall
be developed and integrated into the appropriate activities of the software development cycle. Documentation
of review comments and their disposition shall be retained until they are incorporated into the updated
software. Comments NOT incorporated and their disposition shall be retained until the software is approved

for use.

Independent Reviewer

6.5.10

6.5.11

Perform design verification as a review of the CP3-QA-1002-F05 to evaluate the technical
adequacy of the design and ensure internal completeness, consistency, clarity, and correctness
of the software design and verify that software design is traceable to the software
requirements.

If the design is verified, then sign the CP3-QA-1002-F05 and send CP3-QA-1002-F05 to the
Software Owner to forward for further review.

Software Owner/Safety Software Owner

6.5.12

6.5.13

IT Specialist
6.5.14

Forward the CP3-QA-1002-F05 for further Review and Approval using Appendix F to
identify the required reviewers and approvers and track document status to completion.

Once approved, control the CP3-QA-1002-F05 and any applicable test documentation as a
Record according to CP3-RD-0010, Records Management Process and forward a non-record
copy to the IT Specialist for configuration control.

Maintain the non-record copy of CP3-QA-1002-F05 in an associated software documentation
folder and under configuration control according to Section 6.11 of this procedure.

Software Owner/Application Developer

6.5.15

Document software user instructions on CP3-QA-1002-F06, Software User Manual, (SUM)
describing, as applicable, software capabilities and limitations, access controls, data control
inputs, input sequences, options, and any other essential information required for the user to
successfully operate the software.
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6.5.16  Once completed, it is recommended to send the draft CP3-QA-1002-F06 to the SQA
Specialist for preliminary review.

6.5.17  Route the CP3-QA-1002-F06 for Review and Approval using Appendix F to identify the
required reviewers and approvers and track the document to completion.

6.5.18  Once approved, control the CP3-QA-1002-F06 as a Record according to CP3-RD-0010,
Records Management Process and provide IT Specialist a non-record copy for configuration
control.

IT Specialist

6.5.19 Maintain the non-record copy of the CP3-QA-1002-F06 in an associated software
documentation folder and under configuration control according to Section 6.11 of this
procedure.

Software Owner

6.5.20 If required by the CP3-QA-1002-F02, then develop a training plan and coordinate the
development of training materials with the applicable department Training Coordinator.

6.6 Software Safety Analysis (Level A, B, or C Only)

NOTE:
Section 6.6 does NOT apply to Utility Calculation or Commercial Design and Analysis Software.

Software Owner

6.6.1 Identify the hazards (such as, abnormal conditions and events) that have potential for
defeating a safety function. This requires the implementation of design strategies to eliminate
or mitigate those hazards.

6.6.2 Document the software mitigation strategy for the components that have potential safety
consequences if a fault occurs by preparing a CP3-QA-1002-F07, Software Safety Analysis
Report (SSAR), for each software project.

6.6.3 Once completed, it is recommended to send the draft CP3-QA-1002-F07 to the SQA
Specialist for preliminary review.

6.6.4 Route the CP3-QA-1002-F07 for Review and Approval using Appendix F to identify the
required reviewers and approvers and track the document to completion.

6.6.5 Once approved, control the CP3-QA-1002-F07 as a Record according to CP3-RD-0010,
Records Management Process and provide IT Specialist a non-record copy for configuration
control.

IT Specialist

6.6.6 Maintain the non-record copy of the CP3-QA-1002-F07 in an associated software
documentation folder and under configuration control according to Section 6.11 of this
procedure.
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6.7 Software Testing (V&V Reporting)

NOTE:

Section 6.7 is NOT required for Level E and exempt software and is NOT applicable to Commercial
Design and Analysis software, or computer programs used in design analyses. Computer programs used
in design analyses are directed by CP3-EN-0213, Design Analysis Calculation to meet design analyses
documentation and V&YV criteria. If the DAC-related programs rely on modeling for safety function, then
the DAC must include model validation or follow this procedure as well. V&YV activities may include
reviews, assessments (Such as, supplier assessments), and testing. Verification shall be performed
throughout the life cycle of the software to ensure software and supporting documentation fulfills the
requirements and objectives of each major life cycle activity. Software testing is required for software
design verification activities.

Acceptance testing (also known as software validation) determines if a specific computer program can
perform all intended functions as defined by the software design requirements and whether the software
product fulfills the intended use and user expectations. Acceptance testing shall be performed in the
operating environment prior to use. Test plans, test cases, and test results shall be documented, reviewed,
and approved prior to test result approval. Where a model is relied on for safety function, the
acceptance/validation testing will also encompass the model for its intended use and model validation will
NOT rely on data used to calibrate the model. Software is NOT approved for use until Acceptance
testing has been approved according to the Review and Approval process (Refer to Appendix F).

Application Developer/IT Specialist

6.7.1 Ensure that all software, including applicable system software, software tools, and software
documentation are approved and under configuration control according to Section 6.11 of this
procedure prior to testing.

NOTE:

Software testing, as an approved method of acceptance for Otherwise Acquired Software or software services
performing a safety function may be planned and documented in the CP3-QA-1002-F04, EPS, contract
documentation, or supplier deliverables so long as all required elements in Section 6.15 are addressed.

Software Owner

6.7.2 Ensure software testing is controlled, performed, and documented according to the approved
CP3-QA-1002-F04 Section A. This includes control of environmental conditions using the
tools and equipment necessary to conduct the test in a manner to fulfill test requirements and
acceptance criteria.

6.7.3 If test results are acceptable (including minor exception reports with explanation of why
acceptable without closure), then proceed to Step 6.7.7.

6.7.4 Use the applicable configuration change control process according to CP3-1T-0002, Software
Configuration Management, to document and track all deviations and/or baseline document
changes. Log test deviations and exceptions, evaluate the impact to existing baseline
documents and implement necessary software life cycle phase activities according to
Section 6.11.

6.7.5 If a Major Change is implemented, then proceed back to the beginning of Section 6.7 and
perform Regression testing. If a Minor Change is to be implemented, then Regression
testing is NOT required (Refer to Appendix A, Acronyms and Definitions, for guidance).
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6.7.6

6.7.7

6.7.8

Document test results. Results shall demonstrate successful testing of software requirements
and the resolution of unsuccessful test cases.

Prepare CP3-QA-1002-F04, Section B to include, as applicable: software tested including
system software used, associated hardware tested, test equipment and calibrations, date of
test, indication of tester or data recorder, simulation models used (where applicable), test
exceptions and problems, test results and applicability, and actions and resolution with any
deviations and exceptions noted, person evaluating test results, and overall acceptability.

Route the CP3-QA-1002-F04 Section B and test results to the designated Independent
Reviewer for final Review and Approval.

NOTE:

Reviews of software shall ensure compliance with the approved software design requirements. When review
alone is NOT adequate to determine if requirements are met, then alternate calculations shall be used, or tests
shall be developed and integrated into the appropriate activities of the software development cycle.
Documentation of review comments and their disposition shall be retained until they are incorporated into the
updated software. Comments NOT incorporated and their disposition shall be retained until the software is

approved for use.

Independent Reviewer

6.7.9

6.7.10

Software Owner

6.7.11

6.7.12

IT Specialist
6.7.13

Software Owner

6.7.14

Perform software design verification as a review of the CP3-QA-1002-F04 Section B to
evaluate test results in order to provide assurance of the satisfactory completion of the
software compared to the specified testing requirements and acceptance criteria.

If software validation results are verified, then sign the CP3-QA-1002-F04 and send the
CP3-QA-1002-F04 to the Software Owner to route for further review.

Forward the CP3-QA-1002-F04 for further, final Review and Approval using Appendix F to
identify the required reviewers and approvers and track document status to completion.

Once approved, control the CP3-QA-1002-F04 and any applicable test documentation as a
Record according to CP3-RD-0010, Records Management Process and forward a non-record
copy to the IT Specialist for configuration control.

Maintain the non-record copy of the CP3-QA-1002-F04 in an associated software
documentation folder and under configuration control according to Section 6.11 of this
procedure.

Review associated training materials, as applicable, to ensure they properly reflect the
approved software operation.
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Responsible Manager

6.7.15  Coordinate user training, training records, and recertification requirements, as determined
necessary in the CP3-QA-1002-F02, with the applicable department Training Coordinator
prior to software being put In-Use (See Section 6.9).

IT Specialist
6.7.16  Update the entry in the IT Software Inventory to assign the status of “IN-USE” to the entry.

6.8 Operation and Maintenance

NOTE:

The Operation and Maintenance phase applies to all software and consists of operation of the software by users
and any maintenance activities needed to keep the software in operation including providing enhancements to
the software. In-use testing, as part of the Operation and Maintenance phase, is NOT required for Level E or
exempt software.

Software Owner

6.8.1 After software is approved for use and installed in the operating environment, then control
the use of the software according to instruction in the CP3-QA-1002-F02 or other applicable
application specific documentation. This includes, at a minimum, control of the following:

o Application documentation

. Access control specifications

. Software problem reporting and corrective action
o Applicable In-use tests

o Change control process

6.8.2 Notify the IT Specialist of approved users for assigned safety software systems and notify the
Responsible Manager of approved safety software users to ensure proper training for use
of the software according to requirements of Section 6.9.

6.8.3 Adbhere to the defined user access controls for assigned software systems. Access controls
shall include restricted access to assigned users, providing password security for the software
in order to protect media from inadvertent damage or degradation.

Software Users

6.8.4 Operate the software according to applicable user instructions and report software problems
according to Section 6.10.

NOTE:

In-use testing can be planned and documented in the CP3-QA-1002-F04 or CP3-1T-0002-F01, Software
Change Request so long as all required elements are addressed.

Software Owner

6.8.5 Perform periodic In-use manual or automatic self-check In-use tests, as applicable, according
to CP3-QA-1002-F04 Section A.
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6.8.6 Manage the software change control process for software maintenance activities according to
Section 6.11.
6.8.7 Perform In-use tests after the software is installed when required and when there are Major
changes (see definition of Major Change as defined in Appendix A, Acronyms and
Definitions) in the operating environment (such as, operating system change, hardware
change) that would require software revalidation.
6.8.8 Route In-use test documentation for Review and Approval using Appendix F to identify the
required reviewers and approvers and track the applicable document’s status to completion.
6.8.9 Once approved, control In-use test documentation as a Record according to CP3-RD-0010
and provide a non-record copy to the IT Specialist for configuration control.
IT Specialist
6.8.10  Maintain the non-record copy of In-use test documentation in an associated software

documentation folder and under configuration control according to Section 6.11 of this
procedure.

6.9 Personnel Training

Responsible Manager

6.9.1

6.9.2

SQA Specialist
6.9.3

Notify the assigned department Training Coordinator to add the appropriate Training Position
Description (TPD) containing Software Quality Assurance, Electronic Information System,
and Software Configuration Management training to the Position Assignment Form (PAF) for
all personnel that have been identified as a Software Owner for all software. If Software
Owner is responsible for Safety Software, then ensure addition of the appropriate TPD
including Safety Software Training to the PAF. The appropriate TPD numbers are T-F00400
for Software Owners, and T-F00401 for Safety Software Owners.

Notify the assigned department Training Coordinator to add the appropriate Training Position
Description (TPD) containing Software Quality Assurance, Electronic Information System,
and Software Configuration Management training to the PAF for all personnel that are
involved in the design, development, test, evaluation and/or use of software that performs a
safety function (such as, safety software). The appropriate TPD numbers are T-F00400 for
Software Owners/Safety Software Users, and T-F00401 for Safety Software Owners and
Change Control Board Members.

Conduct periodic evaluation to verify applicable personnel have conducted the required
software training and the effectiveness of the software training to ensure personnel maintain
the necessary skills to remain proficient with the overall SQA program.
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6.10  Problem Reporting and Corrective Action

NOTE:

CP3-QA-3001, Issues Management, shall be used to document problems that are identified in the use of
approved, operational software and/or supporting documentation for Level A-D software. Section 6.10 is NOT
required for Level E or exempt software. If determined necessary by the Software Owner or Responsible
Manager, then Level E or exempt software issues can be identified and resolved via the helpdesk ticketing
application. All software changes, regardless of Level shall be according to CP3-1T-0002, Software
Configuration Management. When Issues Management procedure conditions are met (e.g., management
concern), then the Issues Management procedure will be used for all levels of software including Level E and
Exempt software.

Software Owner

6.10.1 If during review, testing, or operation of any system, an issue or problem is discovered, then
refer to CP3-QA-3001, Issues Management.

6.10.2  Assist in evaluating reported problems identified by other individuals to determine whether
the problem is a software error/failure or other type of problem (Such as, user mistake, use
out of acceptable limits).

6.10.3  Provide individuals that have reported the potential issue with the disposition of the problem
and whether the problem is an error/failure requiring a software change.

6.10.4 If the problem is determined to be an error/failure, then evaluate:

° How the error/failure relates to appropriate software engineering elements

. How the error/failure impacts past, present, and future use of the computer program

6.10.5  Determine the required corrective actions and evaluate how corrective actions impact
previous development activities.

6.10.6  Notify the identified Issue Owner of the proposed corrective actions.

6.10.7 Identify the affected users and notify them of the identified error/failure, its impact; and how
to avoid/correct the error/failure, pending implementation of corrective actions.

6.10.8  Go to Section 6.11 to initiate any required changes.
6.10.9 If the problem is NOT an error/failure, then follow up with Issue Owner and Issue ldentifier

to determine if additional guidance or training is necessary to understand the use of the
software.
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6.11  Software Configuration Management

NOTE:

Software configuration management (SCM) activities span the software life cycle and provide objective
evidence that deliverables are properly controlled. Applicable SCM activities are applied to all software levels
using a graded approach. CP3-1T-0002, Software Configuration Management is the supplemental procedure
for all SCM activities defined in this procedure.

Configuration control is applied through configuration identification, configuration change control,
configuration status accounting, and configuration audits. Configuration control is applied but NOT
necessarily limited to the software program, system software, hardware, software documentation, supplier
deliverables, and support software. Support software consists of system software and software tools.
Configuration control is applied to support software with the exception of software tools that do NOT affect
the performance of the software. Software tools of this nature need NOT be placed under configuration
control. Changes that would impact the approved site baseline are also subject to configuration control
according to site shared procedure, PGDP-IT-PR-002, Information Technology Baseline Configuration
Management.

Software Owner

6.11.1  Implement CP3-1T-0002, in conjunction with the requirements of this procedure, for pertinent
software change and status needs as required:

A. To identify configuration items (CI) in conjunction with software project management
and planning activities described in Section 6.2.

B. To ensure applicable software deviations and exceptions requiring changes are
recorded, managed, and resolved using the applicable configuration change control
process in conjunction with executing software Acceptance testing to establish an
approved software configuration baseline described in Section 6.7 of this procedure.

C. To document and record changes to the software operating environment (Such as,
operating system change, hardware change) or when software is installed on a
different computer as a part of the Operations and Maintenance phase, software
installation and In-use testing activity in conjunction with Section 6.8 of this
procedure to ensure software revalidation.

D. To perform the applicable configuration management change and control process
regarding initial configuration establishment to application software and approvals as
well as changes to the approved application software or associated software
documentation in conjunction with affected lifecycle activities described in Section
6.1 through Section 6.17. The change control process will be executed in order to
ensure all Cls are up to date, approved (including applicable security concerns), and
reflect the current approved software configuration baseline. In addition to making
changes that assure the software classification document remains accurate for software
intended use in Section 6.1 of this procedure, the following is a summary of key
software work activities, their software applicability, and corresponding key
configuration item(s) governing documents that apply to the software configuration
management process:
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NOTE:

The SQA specialist can assist in activity/requirement determinations and their sequence if variations are
noted/questioned and for the grading flexibilities listed in this procedure or elsewhere. In addition, software
work activity overlap and iterations may be utilized where appropriate and controlled.

1. Software Project Management and Quality Planning — Applies to Software
Levels A — D and all software types except Commercial Design and Analysis
(CD&A) Software (SPMP may be used to document procurement requirements
for CD&A). The following applies to this activity:

See SPMP form Sections A and B and Section 6.2 (SPMP) of this procedure.

2. Software Risk Management — Applies to all Safety Software and all software
types except CD&A. The following applies to this activity:

See SPMP form and Section 6.2 (SPMP) of this procedure.

3. Software Configuration Management — All levels and types of software. The
following applies to this activity:

o See SPMP form Sections A and B and Sections 6.2 (SPMP) and 6.3
(Software Requirement Identification Management [SRIM]) of this

procedure.
. Level E and exempt software configuration control is primarily limited
to the SCD in Section 6.1.
. See Section 6.11 for configuration management.
4. Procurement and Supplier Management — Levels A — D (all types) if software

item or service procurement is involved.

NOTE:

Level E and exempt software is addressed through the FRNP procurement process to meet requirements as well
(see below). The following applies for this activity:

. Section 6.3 of this procedure sends user to Section 6.13 for procurement
of items and services as applicable.

. According to Section 6.13, See 6.14 for Safety Software Levels A—-C
items and services from an NQA-1 (audit or survey) supplier on the
Approved Supplier List (ASL); see 6.15 for Safety Software Levels A —
C from a Non ASL supplier; see Section 6.16 for Level D, E, and
Exempt software; and see CP3-CP-0001 for Level E and exempt
software procurements.

5. Software Requirement Identification and Management (SRIM) — Software
Levels A — D (all software types). The following applies to this activity:

See SPMP form Section A (Section 6.2 of this procedure) and Section B
(Section 6.3 of this procedure).
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Software Design and Implementation — Software Levels A — D (all software
types except Acquired and CD&A). The following applies to this activity:

o See SPMP form Section B (Section 6.3 of this procedure) for design
inputs.

o See section 6.5 of this procedure (for example,
CP3-QA-1002-F05) for design and implementation.

Software Safety [Analysis] — Software Levels A — C (all software types except
Utility Calculation and CD&A). The following applies to this activity:

See Section 6.6 of this procedure for software safety analysis (for example,
Software Safety Analysis Report [SSAR] and Form [CP3-QA-1002-F07]).

Verification and Validation — Software Levels A — D and all software types
except CD&A. The following applies to this activity:

o See Section 6.4 of this procedure for V&YV testing strategy/development
[for example, Form CP3-QA-1002-F04 Section Al.

o See Section 6.7 of this procedure for V&V Reporting [for example,
Form CP3-QA-1002-F04 Section B].

NOTE:

When Issues Management procedure conditions are met (e.g., management concern), then the Issues
Management procedure will be used for all levels of software including Level E and Exempt software.

IT Specialist
6.11.2

9.

10.

Problem Reporting and Corrective Action — Software Levels A — D and all
software types (See below also for Level E and exempt software information).
The following applies to this activity:

° See Section 6.2 of this procedure (for example, SPMP form Section A);
See Section 6.10 for problem reporting and corrective action.

o Also, a helpdesk ticket can be used for Level E and exempt software.

Personnel training — Software Levels A — C and all software types except
CD&A (Note: gualified software owners are used for ALL software). The
following applies to this activity.

See Section 6.2 of this procedure (for example, SPMP form Section A); see
Section 6.9 for training.

Use CP3-1T-0002 to ensure configuration status accounting activity criteria are in place to
track the status of the approved baseline Cls throughout the software life cycle and during

changes.
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SQA Specialist
6.11.3  Perform annual configuration audits and reviews according to CP3-1T-0002 for Custom

Change Control Board (CCB)

Developed safety software, Levels A and B, to verify that Cls reflect required functional and
physical characteristics; and that Cls are properly managed in the software baseline, under
configuration control.

6.11.4

For activities requiring a CCB under CP3-1T-0002, for Safety software changes, ensure the
following requirements and instructions will be met:

. Core CCB Members (defined as the IT Manager or designee, Safety Software Owner
for the software being changed, Software Quality Assurance Specialist or designee,
Quiality Assurance Manager or designee, and Design Authority or designee) will be
present and qualified as Safety Software owners. The Core CCB Members will
collectively confirm the following as part of the documented approval to proceed with
the change and final approval of changes as applicable to the meeting:

The correct software level is selected.

Intended use changes, if any, have NOT resulted in a safety software level
change.

If new safety software, then ensure rationale for Yes answers on Part B of the
SCD are consistent with the software application and intended use.

The correct software type is selected based on Definitions for software type.
This recognizes that software used from the DOE Safety Software Central
Registry, according to DOE-G-414.1-4, is to be considered custom developed.

Safety software is used from the DOE Safety Software Central Registry. If a
later version NOT explicitly on the Registry is used, then a documented gap
analysis supports use at FRNP.

As part of software Design and Implementation, software modeling has been
considered if modeling is relied on for the safety software function. This does
NOT apply to Acquired or CD&A software. If modeling is relied on for safety
software function, then the model is sufficiently defined; criteria is established
to assure the model is accurate for intended use; model documentation bounds
its use to include uncertainties with technical basis; and sufficient testing has
been documented or will be documented for validation to support use. Data
used to calibrate a model will NOT be used to validate the model. [Examples
where modeling may apply include some nuclear criticality safety type
software, some software registry toolbox code software, etc.].

For final approval, assure personnel (for example, SQA specialist and safety
software owner) are available to document and verify the safety software
inventory list is updated and correct for the changed safety software.
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6.12  Software Retirement

NOTE:

During retirement, support for a software product is terminated and use of the software is prevented according
to the CP3-QA-1002-F02 as applicable. The software retirement process is applicable to all software.

Responsible Manager

6.12.1  Determine if the software is obsolete or is NO longer needed by any site user.

6.12.2  Notify all users (either supplying or receiving data) of the intent to retire the software and
provide a time frame for deactivation to allow users to make necessary changes.

6.12.3  Notify Software Owner of need and timing to retire software.

Software Owner

6.12.4 Develop criteria to determine when software can be retired from use and the methods to
prevent the use of software that is NO longer controlled.

6.12.5  Document the need for removal of the software from the hardware in a CP3-1T-0002-F01,
Software Change Request, for Level A-D software or via a helpdesk ticket for Level E and
exempt software according to Section 6.11.

IT Specialist/Application Developer

6.12.6 Remove the software so that it is verified as retired and discontinued for use.

6.12.7 Document the removal of the software from the hardware in the CP3-1T-0002-F01 or the
helpdesk ticket as applicable according to Section 6.11.

6.12.8  Update the entry in the IT Software Inventory to assign the status to “RETIRED”.
6.12.9 Ensure the associated software documentation folder has been marked as “RETIRED”.

6.13  Procurement and Supplier Management

NOTE:

ALL software procurements require the approval of the D&R IT Manager. Software and software services are
subject to Cyber Security review according to site shared procedure, PGDP-IT-PR-008, Information
Technology System and Services Acquisition.

Software is considered an item and will be managed as such. When procuring software services, the service
shall be interrelated to the specific software item to ensure proper controls have been established.

Procurement documents shall prohibit the introduction of Suspect/Counterfeit (S/CI) software. S/CI items and
software are to be handled according to CP3-QA-1006, Suspect/Counterfeit Items.

Software Owner

6.13.1  Ensure necessary acquisition activities are described in the CP3-QA-1002-F02 if applicable.

6.13.2 If procuring Level A, B, or C software/software services from a qualified NQA-1 supplier
listed on the Approved Supplier List (ASL), then proceed to Section 6.14.
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6.13.3 If procuring Level A, B, or C software/software services NOT procured from a qualified
NQA-1 supplier (referred to as Otherwise Acquired Software), then proceed to Section 6.15.
6.13.4  If procuring Level D non-safety quality affecting software and software services, then
proceed to Section 6.16.
6.13.5 If procuring Level E or exempt non-safety, non-quality affecting software or software

services, then procure software according to CP3-CP-0001, Request for Purchase, and
maintain software according to applicable Operation and Maintenance, Software
Configuration Management and Software Retirement phase lifecycle activities.

6.14  Procured Software and Software Services (Level A-C)

Software Owner

6.14.1

6.14.2

6.14.3

Prior to awarding a contract for procurement of software or software services from an NQA-1
approved supplier (invoked NQA-1 audit or survey), verify that the supplier is on the ASL
according to the scope of the intended function and according to CP3-QA-2001, Approved
Supplier Selection, Evaluation, Approved Supplier Maintenance.

If the supplier is NOT on the ASL, then proceed to Section 6.15 and procure the software as
Otherwise Acquired Software.

Verify that the critical characteristics are included in the associated Engineering Procurement
Specification (EPS) and/or other contract documents. This may be accomplished by
incorporating the CP3-QA-1002-F02 Section B requirements for inclusion in the procurement
requisition or contract documentation before contract is proposed or before the requisition is
processed.

NOTE:

Software user documentation may be supplied by the software manufacturer, included within other documents,
or defined in the CP3-QA-1002-F06, as long as all elements for the user to successfully operate the software
(Such as, capabilities and limitations) for its intended application are addressed.

6.14.4

Ensure the CP3-QA-1002-F02 Section A or B, or contract documentation includes the
applicable technical and quality requirements for procuring safety software or safety software
services from an NQA-1 approved supplier; such as:

. Supplier to provide notification of defects and updates that impact the functionality of
the software or means to actively check for supplier notices (Such as, errata, user
notices, etc.)

° Mechanisms for reporting defects and requesting support in configuration and/or
operation of the software

° Required documentation for verification and validation activities and certifications to
be supplied for acceptance

. Specifications for the required software features, including requirements for safety,
security, functions, and performance

. Instructions for use (e.g., user manual)
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6.14.5  Manage software and software services procurements according to CP3-CP-0001.
6.14.6  Upon receipt and inspection, provide a non-record copy of the supplier deliverables to the IT

Specialist.
IT Specialist

6.14.7  Maintain supplier deliverables as part of software documentation and under configuration

Software Owner

6.14.8

6.14.9

6.14.10

6.14.11

6.14.12

IT Specialist
6.14.13

Software Owner

6.14.14

control according to Section 6.11 of this procedure.

Include supplier document deliverables as Records and control according to CP3-RD-0010.

For Commercial Design and Analysis software, perform an evaluation to verify the adequacy
in deliverables and supporting documentation against the minimum life cycle requirements
necessary to ensure the capabilities and limitations of the software to perform its intended
functions as defined in the CP3-QA-1002-F02 Section B, or procurement contract
documentation.

Document the results of the evaluation on CP3-QA-1002-F03, Software Evaluation Report.

Once completed, route the CP3-QA-1002-F03 for Review and Approval using Appendix F to
identify the required reviewers and approvers and track document status to completion.

Once approved, control the CP3-QA-1002-F03 as a record according to CP3-RD-0010, and
provide a non-record copy to the IT Specialist for configuration control.

Maintain the non-record copy of the CP3-QA-1002-F03 in an associated software
documentation folder and under configuration control according to Section 6.11.

Continue and maintain the software lifecycle and lifecycle requirements defined in the
CP3-QA-1002-F02 and with applicable software activity sections of this procedure.
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6.15  Procured Software and Software Services (Level A-C) “Otherwise Acquired Software”

NOTE:

Otherwise Acquired Software is safety software/services that have NOT been previously approved under a
program consistent with NQA-1, [i.e., CP2-QA-1000, Quality Assurance Program Description (NOT included
on the ASL)] for use in its intended application. This software includes but is NOT necessarily limited to
freeware, shareware, or commercial off-the-shelf software. Commercial Grade Dedication is required for
“Otherwise Acquired Software” that performs a safety function. Such software is considered a commercial
grade item (CGI). Dedication shall be applied to the acquisition process. Dedication, according to this
procedure, is NOT required for safety software purchased, developed, or modified by subcontractors, or
vendors/suppliers that have been determined as an Approved Supplier through a Quality review and the
acceptance for the use of software, in its intended application, was part of that Quality review. Approved
Suppliers that meet this criterion include those that have been evaluated and determined to have a program to
support the design and manufacture of items under NQA-1 requirements (to include Subpart 2.7), and their
program, is subsequently invoked through procurement.

Software testing, as an approved method of acceptance for Otherwise Acquired Software or software services
may be planned and documented in the CP3-QA-1002-F04, EPS, contract documentation, or supplier
deliverables so long as all required elements in this Section are addressed. This section of the procedure may
also be used for dedication upgrade of software to Level A —C when it is deemed that existing software
inventory needs upgraded to a higher safety software quality level.

Software Owner

6.15.1  Plan commercial grade dedication (CGD) of the software according to CP3-EN-0307,
Engineering Procurement Specification, relying on Appendix G, Commercial Grade
Dedication Guidance, in this procedure to identify the critical characteristics and acceptance
methods to be used to complete the commercial grade dedication evaluation and commercial
grade dedication of the software or software service.

NOTE:

Software user documentation may be supplied by the software manufacturer, included within other documents,
or demonstrated through preparation of the CP3-QA-1002-F06, as long as all required elements for the user to
successfully operate the software (Such as, capabilities and limitations) for its intended application are
addressed. Since the supplier is NOT expected to have an NQA-1 compliant program, then requirements for
supplier notification CANNOT be expected. Means to actively check for supplier notices should be included
in the CP3-QA-1002-F02 Section B or equivalent.

6.15.2 Ensure the CP3-QA-1002-F02 Section A or B, EPS, or contract documentation includes the
applicable technical and quality requirements for otherwise acquired safety software or safety
software services procurement or upgrade, to include:

o Identification of the capabilities and limitations for intended use as critical
characteristics

o Instructions for use (Such as, user manual) within the limits of the dedicated
capabilities

. Mechanisms for checking for supplier notices and requesting support in operation of

software including potential defects
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. Utilization of test plans and test cases as a method of acceptance to demonstrate the
capabilities within the limitations

° Specifications for the required software features, including requirements for safety,
security, functions, and performance

6.15.3  Verify that the CP3-QA-1002-F01, Software Classification Document, contract
documentation, and associated EPS developed according to CP3-EN-0307, Engineering

Procurement Specification, are approved. If only quality level upgrade is involved for the

safety software and NO new procurement is necessary, then proceed to Step 6.15.5.

6.15.4  For the procurement, perform the following:

A. Incorporate the CP3-QA-1002-F02 Section A and/or B requirements (for example,
quality requirements) into the EPS and/or contract documentation and attach to the
procurement requisition before the contract is proposed or before the requisition is
processed.

B. Procure the software according to CP3-CP-0001, Request for Purchase, and CP3-EN-
0307, Engineering Procurement Specification, or acquire through other established
means (Such as, freeware).

NOTE:

In order to evaluate or dedicate the software, install software in a non-production environment, whenever
possible. Step 6.15.5 does NOT apply to software services.

6.15.5

6.15.6

6.15.7

6.15.8

IT Specialist
6.15.9

Following receipt inspection of software, verify that the software media (or download) will
load or boot. This activity is NOT a test of the software functionality, but ensures that the
software will run.

Perform commercial grade dedication (CGD) of the software according to the defined
acceptance method documented in the associated EPS to ensure the item or service meets the
acceptance criteria for the selected critical characteristics. Under this procedure section the
supplier is NOT on the ASL, as a result Commercial Grade Dedication Methods 1 and/or 3
are among those available for use.

If Method 1 dedication is involved as part of an upgrade, then ensure CP3-QA-2004,
Material Receipt Inspection, is utilized as necessary for the associated Quality Control
dedication inspection.

Once approved, control supplier document deliverables and CGD documentation as Records
according to CP3-RD-0010, Records Management Process and provide a non-record copy of
the CGD documentation to the IT Specialist.

Place the software and non-record copies of resulting documentation, including the dedication
plan, technical evaluation, test plans, test cases, and user instructions, in an associated
software documentation folder and under configuration control according to Section 6.11 to
establish the current baseline.
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Software Owner

6.15.10 Continue and maintain the software lifecycle and lifecycle requirements as defined in the
CP3-QA-1002-F02 and with applicable software activity sections of this procedure.

6.16  Procured Non-Safety Software/Services (Level D, Level E, and Exempt)

NOTE:

This section is divided into two subsections, Subsection 6.16.1 for Level E and Exempt software/services and
Subsection 6.16.2 for Level D software/services. In either case, if the same version of a software application
from the DOE Central Registry is used by the D&R contractor or subcontractor in a non-safety capacity, where
the D&R contractor or subcontractor’s intended use has been documented and verified and validated for design
and functionality as part of the acceptance package for the DOE Central Registry entry, those portions of the
SQA lifecycle requirements from the Central Registry entry may be referenced in the SPMP or SCD in lieu of
completing separate SVVD, SDD, and SUM documents.

Software Owner

6.16.1  For procurement for Level E and Exempt software/services, ensure the software classification
controls of Section 6.1.2 of this procedure are followed and the following are met:

° The software procurement has received approval of the D&R IT Manager.

. The software and software services have undergone Cyber Security review according
to site shared procedure, PGDP-IT-PR-008, Information Technology System and
Services Acquisition.

. Requisitions for the software/software service are consistent with CP3-CP-0001,
Request for Purchase, to include pertinent review and approval workflow for the
software item/service procurement, as applicable.

6.16.2 Procurement for Level D Software/Services

NOTE:

Procurement of software or software services shall demonstrate the ability of the item or service to meet
established requirements and perform as specified. Software user documentation may be supplied by the
software manufacturer, included within other documents, or defined in the CP3-QA-1002-F06, so long as all
required elements for the user to successfully operate the software (Such as, capabilities and limitations) for its
intended application are addressed. Since the supplier is NOT expected to have an NQA-1 compliant program,
then requirements for supplier notification CANNOT be expected. Means to actively check for supplier
notices should be included in the CP3-QA-1002-F02 or equivalent.

Software Owner

A. Ensure the CP3-QA-1002-F02 Section A and/or B or contract documentation includes
the applicable technical and quality requirements for procuring software or software
services, to include:

. Instructions for use (e.g., user manual)

. Mechanisms for checking for supplier notices and requesting support in
operation of software including potential defects
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IT Specialist

Software Owner

. Utilization of test plans and test cases for software verification and validation
activities

° Specifications for the required software features, including requirements for
security, functions, and performance

Verify that the CP3-QA-1002-F01, Software Classification Document is approved and
incorporate the CP3-QA-1002-F02 Section B requirements into the procurement
requisition or contract documentation before contract is proposed or before the
requisition is processed.

Procure the software according to CP3-CP-0001, Request for Purchase, or acquire.

Upon receipt, control supplier document deliverables as Records according to
CP3-RD-0010 and provide a non-record copy of supplier deliverables to the IT
Specialist.

Maintain the software and software documentation non-record copies in an associated
software documentation folder and under configuration control according to
Section 6.11 of this procedure.

Perform a documented software evaluation using Steps 6.16.2.G through 6.16.2.J for
new Acquired Level D software.

Perform an evaluation to identify gaps in the deliverables and supporting
documentation against the minimum life cycle requirements necessary to ensure the
adequacy of the software to perform its intended functions defined in the
CP3-QA-1002-F02 Section B or procurement contract documentation.

Perform an evaluation to identify the capabilities and limitations for intended use of
the software to ensure it meets software requirements.

Document the results of the evaluation on CP3-QA-1002-F03, Software Evaluation
Report.

Once completed, it is recommended to send the draft CP3-QA-1002-F03 to the SQA
Specialist for preliminary review.

Route the CP3-QA-1002-F03 for Review and Approval using Appendix F to identify
the required reviewers and approvers and track document status to completion.

Once approved, control the CP3-QA-1002-FO03 as a Record according to
CP3-RD-0010, Records Management Process and provide a non-record copy to the
IT Specialist for configuration control.
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Software Owner

M.  Maintain the non-record copy of the CP3-QA-1002-F03 in an associated software
documentation folder and under configuration control according to Section 6.11 of this
procedure.

N. Continue and maintain the software lifecycle and lifecycle requirements defined in the
CP3-QA-1002-F02 and with applicable software activity sections of this procedure.

6.17  Evaluation of Existing (Legacy) Software

NOTE:
Existing (legacy)

software that is in use or legacy inactive/available for use software that is desired to be placed

in use but was NOT approved according to the requirements of this procedure must undergo an evaluation to
determine if the software complies with current requirements and operates correctly in the environment it is
being used. In many cases, the software met prior approved requirements, but has NOT been evaluated against
the current requirements as they have been revised (Such as, site software procured, developed, or modified
under contract authority of a privately owned and ran business; then transitioning to a government owned and
ran contract). Software evaluation is NOT required for Level E or Exempt software.

Software Owner
6.17.1

IT Specialist
6.17.2

Software Owner

6.17.3

6.17.4

Verify the software has been assigned a classification level for its current intended use. If
NOT classified or classification is NOT correct, then classify according to Section 6.1 before
proceeding with the software evaluation.

Verify that the application information is included in the Software Inventory List or create an
entry according to Section 6.1.

If software is Level E or Exempt, then operate and maintain software according to intended
use as defined in the CP3-QA-1002-F01 and apply configuration control as defined in
Section 6.11.

Otherwise, ensure a CP3-QA-1002-F02 or an equivalent software plan document exists. If
NOT, then prepare or revise as necessary according to Section 6.2.
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NOTE:

Otherwise Acquired Software is safety software or safety software services that have NOT been previously
approved under a program consistent with CP2-QA-1000, Quality Assurance Program Description (NOT
included on the ASL) for use in its intended application. This software includes but is NOT necessarily limited
to freeware, shareware, or commercial off-the-shelf software. Commercial Grade Dedication (CGD) of safety
software is according to CP3-EN-0307, Engineering Procurement Specification, relying on Appendix G,
Commercial Grade Dedication Guidance, in this procedure to identify the critical characteristics and
acceptance methods to be used to complete the commercial grade evaluation and commercial grade dedication
of the software. Subsequent revisions of dedicated safety software received from organizations NOT required
to follow the requirements of CP2-QA-1000 or this procedure shall be dedicated.

Software testing, as an approved method of acceptance for Otherwise Acquired Software or software services
may be planned and documented in the CP3-QA-1002-F04, EPS, contract documentation, or supplier
deliverables so long as all required elements in Section 6.15 are addressed.

6.17.5  Review the CP3-QA-1002-F02 or equivalent software plan document for:

o Required life cycle activities, documents, and deliverables
. Commercial Grade Dedication (Levels A-C)
° Level and extent of reviews and approvals

6.17.6 Confirm that actions and deliverables, as specified in the CP3-QA-1002-F02, have been
completed.

IT Specialist
6.17.7  Verify software configuration items are under configuration control prior to evaluation.

Software Owner

6.17.8  Perform an evaluation to identify gaps in the deliverables and supporting documentation
against the minimum life cycle requirements necessary to ensure the adequacy of the software
to perform its intended functions defined in the CP3-QA-1002-F02 Section B or procurement
contract documentation.

6.17.9 Document the results of the evaluation on the CP3-QA-1002-F03, Software Evaluation
Report.

6.17.10 Once completed, it is recommended to send the draft CP3-QA-1002-F03 to the SQA
Specialist for preliminary review.

6.17.11 Route the CP3-QA-1002-F03 for Review and Approval using Appendix F to identify the
required reviewers and approvers and track document status to completion.

6.17.12  Once approved, control the CP3-QA-1002-F03 and other applicable resulting documentation
as a Record according to CP3-RD-0010, Records Management Process and provide a
non-record copy to the IT Specialist for configuration control.
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IT Specialist

6.17.13 Maintain software and resulting documentation (including applicable dedication plan,
technical evaluation, test plans, test cases, and user instructions) in an associated software
documentation folder and under configuration control according to Section 6.11 of this
procedure.

Software Owner

6.17.14 If software meets requirements and is deemed acceptable for use, then maintain software
according to Operations and Maintenance activities according to Section 6.8.

6.17.15 If required lifecycle activities have NOT been met, then notify the Responsible Manager
regarding identified gaps.

6.17.16 Identify the gaps in the form of an Issue according to CP3-QA-3001, Issues Management and
develop a corrective action plan to ensure continued use of the software.

6.17.17 Go to the deficient lifecycle sections within this procedure that are identified in the Software
Evaluation Report to perform the activities necessary to bring software into compliance.

6.18  Assessments

NOTE:

Software Quality Assurance is governed by CP2-QA-1000, Quality Assurance Program Description.
Therefore, the annual Management Assessment of the overall Quality program shall incorporate the SQA
program for assessment of SQA processes and identification and necessary corrections regarding problems that
adversely impact personnel or the project from achieving objectives. This assessment may involve safety
software owners or software quality assurance personnel to verify the configuration of the software with
respect to the safety software inventory list as well. Management Assessments are conducted consistent with
the controls of CP3-QA-1003, Management and Self-Assessments. Similarly, all elements of the QAPD
(including SQA\) receive Independent Assessment at least every three years. Independent Assessments are
conducted consistent with the controls of CP3-QA-1004, Independent Assessment Program.

IT Manager/QA Manager

6.18.1 If determined necessary, then plan and perform Management Assessments or direct
self-assessments according to CP3-QA-1003, Management and Self-Assessment.

SQA Specialist

6.18.2  Perform, participate, or assist in, Independent Assessments focused on SQA of site software
and software services for the Paducah D&R contractor according to CP3-QA-1004,
Independent Assessment Program, as needed.
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6.19  Software Ownership Change (Level A-E, and Exempt)

NOTE:

ALL software ownership changes shall be verified by the Responsible Manager of the organizational group in
which the software owner reports and the Responsible Manager of the previous software owner. Both
Responsible Managers will have a dedicated signature block on form CP3-QA-1002-F01 to sign before the
Software Ownership change is valid. Software Ownership changes will NOT only require guidance from this
procedure but also procedure CP3-1T-0002, Software Configuration Management. Guidance for Major and
Minor changes based on Software Grade Level and Software Type.

Responsible Manager

6.19.1

Determine the new software owner/safety software owner to replace the existing software
owner/safety software owner.

Software Owner/Safety Software Owner

6.19.2

6.19.3

IT Specialist
6.19.4

6.19.5

Update blocks 2 (SCD Revision Number), 3 (Change History) and all applicable sections on
form CP3-QA-1002-F01.

If the change is ONLY a change in software ownership, then adhere to the guidance of
CP3-IT-0002 based on a Minor Change (MI) and include the following:

A, For software types Custom Developed, Configurable or Utility Calculation.

1. For software levels A, B and C the software owner shall initiate a software
change request form.

2. For software levels A, B, C, D, E, and Exempt the software owner shall create a
helpdesk ticket.

3. For software level A and B the software owner shall initiate a Change Control
Board meeting.
B. For software types Acquired and Commercial Design & Analysis.

1. For software level A, B and C the software owner shall initiate a software
change request form.

2. For software levels A, B,C, D, E, and Exempt the software owner shall create a
helpdesk ticket.

Update the entry in the IT Software and IT Safety Software Inventory to the new software
owner.

Route the CP3-QA-1002-F01 for Review and Approval using Appendix F to identify the
required reviewers and approvers and track document status to completion.

Responsible Manager(s)

6.19.6

Sign required signature blocks of CP3-QA-1002-F01 approving the software ownership
change.
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NOTE:

When software ownership moves from one group to another group the responsible manager of the group the
software is moving to will sign CP3-QA-1002-F01 in the signature block of the section labeled, “Signature of
Responsible Manager of the New Software Owner”. The responsible manager of the group the software is
moving from will sign in the signature block of the section labeled, “Signature of Responsible Manager of the
Previous Software Owner”. If the software owner is changing but remaining in the same group, then the
responsible manager shall sign in both signature blocks.

6.19.7 If software ownership has moved between groups, then it is the responsibility of the
responsible manager of each group to address lifecycle activities and to update
documentation that reflects the full correct scope for both groups.

7.0 RECORDS

7.1 Records Generated

NOTES:

All life-cycle deliverables and records that are generated from a specific application, software, and/or system
are the responsibility of the Software Owner. Software Quality Assurance records shall be documented and
defined with a schedule in the Software Owner’s department file plan.

7.1.1 File plans shall be made accordingly to comply with CP3-RD-0014, Records Identification
and File Plan Development.

7.1.2 The Software Owner/Safety Software owner shall send attached completed/signed SQA
documents to the IT department (via email) to support@pad.pppo.gov and copy the Records
Custodian of their department.

NOTES:

Automated workflows, where available, may be utilized in lieu of the below forms as an equivalent here and
where referenced throughout the procedure.

o CP3-QA-1002-F01, Software Classification Document

o CP3-QA-1002-F02, Software Project Management Plan

. CP3-QA-1002-F03, Software Evaluation Report

o CP3-QA-1002-F04, Software Verification/Validation Document
o CP3-QA-1002-F05, Software Design Document

° CP3-QA-1002-F06, Software User Manual

o CP3-QA-1002-F07, Software Safety Analysis Report

Forms are to be completed according to CP3-OP-0024, Forms Control. If automated workflow
is used, then the automated workflow will be completed consistent with this procedure and the
controls within the automated workflow.

7.1.3 Electronic Information System records of the Software Inventory List (SIL) and Safety
Software Inventory List (SSIL) are generated by/exported from the SharePoint ASMT system
by the IT department and submitted to Records Management according to the approved file
plan and CP2-RD-0002, Electronic Information System Requirements.




mailto:support@pad.pppo.gov
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7.2 Records Disposition

Records shall be maintained according to CP3-RD-0010, Records Management Process.
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Appendix A — Acronyms/Definitions
ACRONYMS
ASL - Approved Supplier List
ASME - American Society of Mechanical Engineers
CGD - Commercial Grade Dedication
CGlI - Commercial Grade Item
CI - Configuration Item
COTS - Commercial off-the-shelf
DOE - Department of Energy
D&R —Deactivation and Remediation
DSA - Documented Safety Analysis
EIS — Electronic Information System
EM — Environmental Management
EPS — Engineering Procurement Specification
IT - Information Technology
M&TE — Measuring and Test Equipment
NQA - Nuclear Quality Assurance
PAF — Position Assignment Form
PGDP —Paducah Gaseous Diffusion Plant
PLC - Programmable Logic Controller
QSNDA - Quality System for Nondestructive Assay Plan
SCD - Software Classification Document
S/CI — Suspect/Counterfeit Item
SCM - Software Configuration Management
SCR - Software Change Request
SDD - Software Design Document
SER - Software Evaluation Report
SIL - Software Inventory List

SO - Software Owner
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Appendix A — Acronyms/Definitions (Continued)

SOW - Statement of Work

SQA - Software Quality Assurance

SPMP - Software Project Management Plan

SSAR - Software Safety Analysis Report

SSC - Structure, System, or Component

SSIL - Safety Software Inventory List

SSO - Safety Software Owner

SUM - Software User Manual

SVVD - Software Verification and Validation Document
TSR - Technical Safety Requirement

V&V — Verification and Validation

DEFINITIONS

Acceptance/Validation Testing: Process of exercising or evaluating a system or system component by
manual or automated means to ensure it satisfies the specified requirements and to identify differences
between expected and actual results in the operating environment.

Baseline: A product (computer software, documentation or both) that has been formally reviewed and
approved for use, that thereafter serves as the basis for further development, and can be changed only
through change control processes.

Commercial Grade Item: A Structure, System, or Component, or part thereof, that affects its safety
function that was NOT designed and manufactured according to the requirements of NQA-1.

Commercial Off-The-Shelf: Commercial software executable without access to the code, ordered from a
vendor or manufacturer, and whose requirements are set forth in the manufacturer’s published product
description.

Configuration Item: An aggregation of hardware, software, and documentation that is designed for
configuration management and treated as a single entity in the configuration management process.

Configuration Management: The process of identifying and defining the configuration items in a system
(such as, software and hardware), controlling the release and change of these items throughout the system's
life cycle, and reporting the status of configuration items and change requests.

Design Authority: Responsible for establishing design requirements and ensuring design output documentation
accurately reflects the design basis. The Design Authority is responsible for design control and ultimate
technical adequacy of the design process. These responsibilities are applicable whether the process is conducted
fully in-house, partially contracted to outside organizations, or fully contracted to outside organizations. The
Design Authority may delegate design work [authorities] but NOT its responsibilities. The Design Authority
assists throughout the safety software lifecycle.

Design/Technical Output: Drawings, specifications, calculations, studies, reports, and assessments used
to define the technical requirements of structures, systems, components, or computer programs.
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Appendix A — Acronyms/Definitions (Continued)

DOE Safety Software Central Registry: An information repository designated to contain the list of the
Department’s safety software toolbox code including code-specific gap analysis documents, guidance
documents, and contact information.

Electronic Information System: An information system (computer software) that contains and provides
access to computerized federal records and other information.

Error: A condition deviating from an established baseline, including deviations from the current approved
computer program and its baseline requirements.

External Milestone: An expected date in a stage of development under contractor management that may
affect its customer(s).

In-use Test: Test conducted when an approved software program is installed on a different computer or
when significant changes to the operating system have occurred.

Item: An all-inclusive term used in place of appurtenance, assembly, component, equipment, material,
module, part, structure, product, software, subassembly, subsystem, system, unit, or support systems.

Legacy Software: Existing software that has NOT been previously approved under a QA program
consistent with CP3-QA-1002 FR2 or earlier. In many cases this category of software originally met DOE
or industry requirements, but SQA for existing software was NOT updated as the SQA standards were
revised.

Legal Resources: The Office of the General Counsel provides legal advice, counsel, and support to the
Secretary, the Deputy Secretary, and program offices throughout DOE to further the Department’s mission
of advancing the national , economic, and energy security of the United States through scientific and
technological innovation and the environmental cleanup of the national nuclear weapons complex
https://www.energy.gov/gc/legal-resources.

Major Change:
1. Any change or fix that will alter the intended functionality of the approved software/program baseline,

2. Introduce interface overhauls severe enough to completely alter the way the user interacts with the
interface/application;

3. Change of major release (for example, Version 1.0 to Version 2.0);

4. Change in software compatibility; or

5. Changes deemed significant enough by the D&R IT Manager to warrant a “major” designation.

Minor Change: Any change that does NOT meet the criteria of a major change. This includes:

1. Reformatting information on user interfaces and displayed or printed output that does NOT change content;

2. A fixor correction to displayed or printed information that does NOT change the scope/applicability or
intent of the software application baseline;

Editorial changes to baselined documents; or

4. Software revisions (for example, Version 1.0 to Version 1.1) or patches (such as, bug fixes) that will NOT
alter or have adverse impact on the intended functionality of the approved software/program baseline.



https://www.energy.gov/gc/legal-resources



CP3-QA-1002 TITLE:

. Page 50 of 81
FRev. 3 Software Quality Assurance

Appendix A — Acronyms/Definitions (Continued)

Operating Environment: A collection of software, firmware, and hardware elements that provide for the
execution of computer programs.

Otherwise Acquired Software (OAS) - safety software or safety software services that have NOT been
previously approved under a program consistent with the requirements of NQA-1 [i.e., CP2-QA-1000, Quality
Assurance Program Description (NOT included on the ASL)] for use in its intended application. This software
includes but is NOT necessarily limited to freeware, shareware, or commercial off-the-shelf software.

Quality-Affecting Software: Non-safety software. Software that does NOT support or perform a safety
function as defined by the site specific Documented Safety Analysis (DSA). This software may be
considered mission critical; however, is used in general service type applications with low risk and does
NOT support eliminating, limiting, or mitigating defined nuclear or radiological hazards as identified in
the site specific DSA, TSR, or a site approved hazard analysis (such as, NOT NQA-1 related).

Quality Assurance: The maintenance of a desired level of quality in a service or product, especially by
means of attention to every stage of the process of delivery or production. DOE’s quality assurance policy
and directives can be found at: https://www.energy.gov/ehss/quality-assurance-policy-and-directives.

Regression Testing: Selective retesting to detect errors introduced during modification of the
computer program or to verify that the modified computer program still meets its specified
requirements.

Regulatory Compliance: When a business follows state, federal and international laws and
regulations relevant to its operations. U.S. Department of Energy (DOE) general and site regulatory
compliance information can be found at: https://www.energy.gov/em/requlatory-compliance

Safeguard: A measure taken to protect someone or something or to prevent something
undesirable. To protect from harm or damage with an appropriate measure.

Safety Software: Software that meets one of the following designations:

A. Safety System Software: Software for a nuclear facility that performs a safety function as part of a
structure, system, or component (SSC) and is cited in either:

e DOE-approved documented safety analysis; OR,

e An approved hazard analysis according to DOE P 450.4A, Safety Management System Policy,
and 48 CFR 970-5223.1.

B. Safety and Hazard Analysis Software and Design Software: Software that is used to classify, design,
or analyze nuclear facilities. This software is NOT part of an SSC but helps to ensure the proper
accident or hazards analysis of nuclear facilities or an SSC that performs a safety function.

C. Safety Management and Administrative Controls Software: Software that performs a hazard control
function in support of nuclear facility or radiological safety management programs or technical safety
requirements or other software that performs a control function necessary to provide adequate protection
from nuclear facility or radiological hazards. This software supports eliminating, limiting, or mitigating
nuclear hazards to workers, the public, or the environment as addressed in 10 CFR Parts 830 and 835,
the DEAR Integrated Safety Management System clause, and 48 CFR 970-5223.1.

Safety-Class Structures, Systems, or Components (SC SSCs): Structures, systems, or components,
including portions of process systems, whose preventive and mitigative function is necessary to limit
radioactive hazardous material exposure to the public, as determined from the safety analyses.



https://www.energy.gov/ehss/quality-assurance-policy-and-directives
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Safety-Significant Structures, Systems, or Components (SS SSCs): Structures, systems, and
components which are NOT designated as safety-class SSCs, but whose preventive or mitigative function
is a major contributor to defense in depth and/or worker safety as determined from safety analyses. As a
general rule of thumb, safety-significant SSC designations based on worker safety are limited to those
systems, structures, or components whose failure is estimated to result in a prompt worker fatality or
serious injuries (for example, loss of eye, loss of limb) or significant radiological or chemical exposure to
workers.

Security (DOE Security Policy): DOE analyzes, develops and interprets safeguards and security policy
governing national security functions and the protection of related critical assets entrusted to the
Department. This includes the protection of DOE nuclear facilities, nuclear weapons components, special
nuclear materials and classified information https://www.energy.gov/ehss/services/security.Software:
Computer programs, procedures, rules, and associated documentation and data pertaining to the operation
of a computer system. This includes commercially licensed, vendor-supplied, in-house prepared, public
domain shareware, and freeware.

Software Kind: A designation to annotate software that is either related to nuclear safety and/or important
to mission accomplishment based on meeting one or both of the following:

e Related to nuclear safety: software that performs a function where failure could negatively impact
nuclear safety on site.

e Important to mission accomplishment: software that serves as the primary or sole means of meeting
contractual, business or regulatory compliance requirements.

Software Life Cycle: The activities that comprise the evolution of software from conception to retirement.
The software lifecycle typically includes the software development cycle and the activities associated with
operation, maintenance and retirement.

Software Tool: Computer programs used in the development, testing, analysis, or maintenance of a
program or its documentation. Software tools consist of computer programs that software developers use to
create, debug, test, document, maintain, or otherwise support other programs or applications. Examples
include: comparators, cross-reference generators, configuration and code management software, editors,
and timing analyzers. These programs may be stand-alone applications or integrated into a single
configuration software package.

Suspect/Counterfeit Items (S/CIs): A general term that includes:

(1) Suspect Items: Items that have indications that they may not be genuine but there is not yet
definitive proof of counterfeiting or fraud.

(2) Counterfeit Items: Items that are manufactured, refurbished, or altered to imitate original products
without authorization in order to be passed off as genuine.

Fraudulent Items: Items that are misrepresented with the intent to deceive, including items provided with
incorrect identification or falsified and/or inaccurate certification. They may also include items sold by
entities that have acquired the legal right to manufacture a specified quantity of an item but which has
produced a larger quantity than authorized and has sold the excess as legitimate inventory.
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System Software: On-line computer programs used to provide basic or general functionality and facilitate
the operation and maintenance of the application computer program. Examples include: lower level
software layers, assemblers, interpreters, diagnostics, and utilities. These programs may be stand-alone
applications or integrated into a single configuration software package.

System Testing: Software testing conducted on a complete, integrated system to evaluate the system’s
compliance with its specified requirements.

UnitIntegration Testing: Software testing of individual components, hardware components, or both
combined to evaluate the interaction between them.

User: Person using the software to provide a measurement; to perform a calculation; and/or to operate a
system.

Validation: The process of: (a) evaluating a system or component to determine whether the products of a
given development phase satisfy the conditions imposed at the start of that phase; or, (b) providing
objective evidence that the software and its associated products conforms to requirements (for example, for
correctness, completeness, consistency, accuracy) for all life-cycle activities during each life-cycle process
(acquisition, supply, development, operation, and maintenance); satisfies standards, practices, and
conventions during life-cycle processes; and, successfully completes each life-cycle activity and satisfies
all the criteria for initiating succeeding life-cycle activities.

Verification: The process of: (a) evaluating a system or component to determine whether the products of a
given development phase satisfy the conditions imposed at the start of that phase; or, (b) providing
objective evidence that the software and its associated products conforms to requirements (for example, for
correctness, completeness, consistency, accuracy) for all life-cycle activities during each life-cycle process
(acquisition, supply, development, operation, and maintenance); satisfies standards, practices, and
conventions during life-cycle processes; and, successfully completes each life-cycle activity and satisfies
all the criteria for initiating succeeding life-cycle activities (for example, building the software correctly).
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Appendix B — Software Classification Criteria

Level A - This grading level includes safety software applications that meet one or more of the following
criteria.

Software failure that could compromise a limiting condition for operation.

Software failure that could cause a reduction inthe safety margin for a safety SSC that is cited in DOE
approved documented safety analysis.

Software failure that could cause a reduction in the safety margin for other systems such as toxic or
chemical protection systems that are cited in either (a) a DOE approved documented safety analysis
or (b) an approved hazard analysis.

Software failure that could result in non-conservative safety analysis, design, or misclassification of
facilities or SSCs.

Level B - This grading level includes safety software applications that meet one or more of the following
criteria and does NOT meet Level A criteria.

Safety management databases used to aid in decision making whose failure could impact safety
SSC operation.

Software failure that could result in incorrect analysis, design, monitoring, alarming, or recording of
hazardous exposures to workers or the public.

Software failure that could compromise the defense in depth capability for the nuclear facility.

Level C -This grading level includes safety software applications that meet one or more of the following
criteria and does NOT meet Level A or B criteria.

Software failure that could cause a potential violation of regulatory permitting requirements.

Software failure that could affect systems that actively monitor or alarm in real time to protect
environment, safety, or health.

Software failure that could affect the safe operation of an SSC.






CP3-QA-1002 TITLE:

. Page 54 of 81
FRev. 3 Software Quality Assurance

Appendix B — Software Classification Criteria (Continued)

Level D — This grading level includes non-safety quality affecting software used in general service
applications that meet one or more of the following project risk criteria and does NOT meet Level A, B,
or C criteria.

1. Software failure could result in operating and/or recovery costs in excess of $1 million dollars or primary
project activity shutdown in excess of three months.

2. Software failure that could impact emergency communications with local, state, and federal government
agencies where other means of communication do NOT exist.

3. Software failure could adversely disrupt vital general service systems (for example, ventilation systems,
radiological protection systems, fire detection and suppression systems, facility security systems, etc. )
important to continued facility lifecycle requirements.

4. Software failure with a known probability to have an adverse legal, regulatory, external milestone, or
safeguards and security impact.

5. Where software results are the sole source of quality related information that is required to be provided
to external customers.

6. Software that contains or generates and provides access to records listed on the file plan.

7. Software that performs calculations or produces charts and/or graphs that are used to make strategic
business or regulatory decisions.

Level E - This grading level includes non-safety non-quality affecting software used in all other general
service applications NOT defined as Level A, B, C, or D and where software failure or application error could
result in the potential for negligible project risk, or where results are NOT the sole source of quality-related
information that is required to be provided to external customers.

NOTE:

Consideration has been given to certain applications of software; however, all software regardless of
exemption status shall have a CP3-QA-1002-F01 containing sufficient justification on how the specific
application meets exemption. Software exemption from this procedure does NOT mean that software controls
are NOT applied. Software Owners utilizing exemption status ensure adequate software quality controls are
applied through approved processes and procedures as specified on the exemption documentation.

Exempt Software —Software that meets the criteria, controls, and approvals of Appendix K as addressed
through Section 6.1 of this procedure may be considered exempt.
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Appendix C — Software Types

All software (safety and non-safety) must have a type classification. Select one of the five types below:

Custom Developed: | Built specifically for a DOE application or to support the same function for a
related government organization. It may be developed by DOE or one of its
management and operating (M&O) contractors or contracted with a qualified
software company through the procurement process. Examples of custom
developed software includes material inventory and tracking database
applications, accident consequence applications, control system applications,
and embedded custom developed software that controls a hardware device.

Configurable: | Commercially available software or firmware that allows the user to modify
the structure and functioning of the software in a limited way to suit user
needs. An example is software associated with PLCs.

Acquired: | Generally supplied through basic procurements, two-party agreements, or
other contractual arrangements. Acquired software includes commercial off-
the-shelf (COTS) software, such as operating systems, database management
systems, compilers, software development tools, and commercial calculation
software and spreadsheet tools (for example, Mathsoft’s MathCad and
Microsoft’s Excel). Downloadable software that is available at no cost to the
user (referred to as freeware) is also considered acquired software. Firmware
is acquired software. Firmware is usually provided by a hardware supplier
through the procurement process and cannot be modified after receipt.

Utility Calculation: | Typically uses COTS spreadsheet applications as a foundation and user
developed algorithms or data structures to create simple software products.
The utility calculation software within the scope of this document is used
frequently to perform calculations associated with the design of an SSC.
Utility software that is used with high frequency may be labeled as custom
software and may justify the same safety SQA work activities as custom
developed software. With utility calculation software, it is important to
recognize the difference between QA of the algorithms, macros, and logic that
perform the calculations versus QA of the COTS software itself. Utility
calculation software includes the associated data sets, configuration
information, and test cases for validation and/or calibration.

Commercial Design | Used in conjunction with design and analysis services provided to DOE from a

and Analysis: | commercial contractor. An example would be where DOE or an M&O
contractor contracts for specified design services support. The design service
provider uses its independently developed or acquired software without DOE
involvement or support. DOE then receives a completed design.
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Appendix D — Required SQA Work Activities

Using the grade level and software type as determined in Appendix B and C, determine the applicable software quality assurance work activities.

Level Level Level Level D Level E

A B C Quality Affecting Non-Quality Affecting
D D < B <| 3 <| B <
Software Type| 2 32 32 32 32 3

o @ o @ o @ o @ o @
2| = ol 3| 3|3 o| 3| 3|35 o| 3| 3|3 o | S| 3|35 o B
Q||| S|8|0|E || S|8|0|E|s|S|8|O0|E|s|S|28|0|E|c| 8|8
SQA Work Activity s|2| 3|2 &eE|s|2|s5|2E|s|2|5|2E|s5|2/5|2E|8|2|35|2]E
bl c|loc|l=|€E€E|B|lc|lol=|lE|B6lc|lo|l=|€E€E|B|lc|lol=|E|Blc|o|l=]E&E
jun ] o (5] = o jun ] o (5] = o > o (5] = o > o (5} = o > o (5} = o
clo|lg«|DlolololL«|D]lolO0lo|lL|DlOo]lO0lOo|lL|ID]lOlO]lOIIL]|D]O
ﬁf;mﬁ:ge Project Management and Quality | | ¢ | ¢ | g INA| F | F|G |G |NA|G|G|G|G|NA| G|G|G|G|NAINR|INR|NR|NR|NA
Software Risk Management FIF|F|F|NAG|G|G|G|NA|G|G |G| G |NANR|NR|[NR|[NR|NA[NR|NR|[NR|NR|NA
Software Configuration Management FIG|G|G|G|F|G|G|G|G|G|G|G|G|G|G|G|G|G|G|IG|IG|G|G]|G
Procurement and Supplier Management FIF|F|F|F|F|F|F|F|F|F|F|F|F|F|]G|G|G|G| G |NRINR|INR|NR|NR
Software Requirements Identification and Flelelrelelelelelelelrelelelelelrlelaelalcl!INrRINRINRINRINR

Management

Software Design and Implementation F | G|NA| G |NA| F| G |NA| G |NA| F | G |NA| G |NA| G| G |[NA| G [NA[NR|NR|NA|NR|NA
Software Safety F | F|F|NAINA| G| G| G|NA|NA| G| G| G |[NA|NA|NR|NR|NR|NA | NA|NR|NR|NR|NA|NA
Verification and Validation FIF|F|GINA  G|G | G|G|NA|G|G|G|G|NA| G| G| G |G |NA|NR|NR|NR|NR|NA
Problem Reporting and Corrective Action FIF|F|G|F|F|F|F|G|F|F|G|G|G|G|G|G|G|G|G|NR|[NRINR|NR|NR
Personnel Training FIF|F|F|INA G|G|G|G|NA|G|G |G| G|NA|NR|NR|NR|NR|NA|NR|NR|NR|NR|NA

F = Full Compliance

G = Graded Compliance

NR = Not Required
NA = Not Applicable (Feasible) for the software type
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Appendix E — Associated Life Cycle Documentation by Type
Table 1 SQA Documentation for Acquired Software

Document Type A | B c| D

CP3-QA-1002-F01 Software Classification Document

X | X | X | X
CP3-QA-1002-F02 Software Project Management Plan

X | X | X | X
CP3-QA-1002-F03 Software Evaluation Report

X* | X*| X*| X
CP3-QA-1002-F04 Software Verification/Validation
Document X | X | X | X
CP3-QA-1002-F05 Software Design Document
CP3-QA-1002-F06 Software User Manual

X | X | X | X
CP3-QA-1002-F07 Software Safety Analysis Report % | x| x
CP3-1T-0002-F01 Software Change Request

X | X | X | X

Note: * = NOT required for Otherwise Acquired Software (Levels A-C)

Table 2 SQA Documentation for Custom Developed and Configurable Software

Document Type A B C D

CP3-QA-1002-F01 Software Classification Document

X | X X | X
CP3-QA-1002-F02 Software Project Management Plan

X | X X | X
CP3-QA-1002-F03 Software Evaluation Report

X* | X* | X* | X*
CP3-QA-1002-F04 Software Verification/Validation Document

X | X X | X
CP3-QA-1002-F05 Software Design Document

X | X X | X
CP3-QA-1002-F06 Software User Manual

X | X X | X
CP3-QA-1002-F07 Software Safety Analysis Report

X | X X
CP3-I1T-0002-F01 Software Change Request

X | X X | X

Note: * = For existing (legacy) software only
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Appendix E — Associated Life Cycle Documentation by Type (Continued)

Table 3 SQA Documentation for Utility Calculation Software

Document Type Al B|C|D]|E
CP3-QA-1002-F01 Software Classification Document X | x| x| x| x
CP3-QA-1002-F02 Software Project Management Plan X| X| X | X
CP3-QA-1002-F03 Software Evaluation Report X* | x* | x* | x*
CP3-QA-1002-F04 Software Verification/Validation Document X | X | X | X
CP3-QA-1002-F05 Software Design Document X | X | X | X
CP3-QA-1002-F06 Software User Manual X | X | X | X
CP3-QA-1002-F07 Software Safety Analysis Report
CP3-1T-0002-F01 Software Change Request X | X | X | X

Note: * = For existing (legacy) software only

Table 4 SOA Documentation for Commercial Design and Analysis Software

Document Type A| B| C|D]|E

CP3-QA-1002-F01 Software Classification Document x| x| x! x| x

CP3-QA-1002-F02 Software Project Management Plan sore | e | x| xex

CP3-QA-1002-F03 Software Evaluation Report x| x| x

CP3-QA-1002-F04 Software Verification/Validation
Document

CP3-QA-1002-F05 Software Design Document

CP3-QA-1002-F06 Software User Manual

CP3-QA-1002-F07 Software Safety Analysis Report

CP3-1T-0002-F01 Software Change Request

Note: * = Not required when pertinent requirements are addressed in procurement documents or
the SCD.

Note: ** = Not required when full NQA-1 and pertinent requirements are addressed in
procurement documents or the SCD.
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Appendix F — Software Documents Review and Approval Requirements

Responsible Personnel SCD SER SPMP SVVD SDD SSAR SUM SCR
**Software Owner B B B B B* B B
Application Developer B B B B, R
Independent Reviewer R* R* R* R R* R R*

IT Specialist A R R
SQA Specialist A R R* R
Records Manager R
Quality Manager A R* R*
IT Manager A* R A
Design Authority AFF* A* A* A* A* A* A*
Responsible Manager A A A A A A* A A
Note: B=Prepared by R=Review A=Approve  *=Only required for safety software

** = |f Safety Software, then this is the Safety Software Owner.

*** = Required for Safety Software and Exemptions
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Appendix G — Commercial Grade Dedication Guidance

Determination of Applicability of the CGD Process

To utilize supplier custom developed or acquired safety software within PGDP D&R, controls should be
implemented to provide reasonable assurance that the software will support a nuclear safety function. The
software must be either procured or developed subject to the requirements of ASME NQA-1 (Part | and II) or
be commercial grade dedicated according to ASME NQA-1 (for example, ASME NQA-1-2008/NQA-1a-
2009, Part I1, Subpart 2.7, Quality Assurance Requirements for Computer Software for Nuclear Facility
Applications, Requirement 7, Control of Purchased Items and Services; NQA-1-2008, Part I, Subpart 2. 14
Quality Assurance Requirements for Commercial Grade Items and Services).

U. S. DOE Office of Environmental Safety and Quality, Guidance for Commercial Grade Dedication,
September 2011, is a guide that provides amplified guidance in addition to the guidance provided in this
procedure. The guide states that it is the expectation of senior DOE Environmental Management staff that
the guide should be implemented for CGD.

Failure Modes for Consideration

Credible failure modes for software should consider the impact of the software’s failure to produce correct
results or an undetected defect within the software on the proper operation of the component being designed
or the reliability of the analysis being performed. When using failure modes and effects analysis (FMEA) to
perform safety classification of design and analysis software, failure of the software must be extrapolated to
determine if it could also result in failure of plant SSCs that the software is being used to design or analyze.

Failure analysis provides information that assists in evaluating and verifying critical characteristics. It is
important to understand the failure modes of the commercial device and their impact on the system failure
modes. Failure analysis supports CGD as well as design. Consideration of potential failure modes and
mechanisms helps to identify critical characteristics. Without an understanding of the software failure modes
and the effects of failure it can be difficult to discern the impact of a failure on the safety function.

The types of failures introduced during the design and development process may be common to many types
of software. In addition, software may be subject to unique failures associated with specific functions,
capabilities, and limitations of the software. Common types of software failure mechanisms that may be
postulated during the functional safety classification process and that would be evident once the program was
designed are summarized below.

Postulated Failure Description

Conceptual Error Errors resulting when the software is applied outside its
intended use or when the software is syntactically correct, but
the programmer or designer intended it to do something else.

Arithmetic Error Errors such as division by zero, stack over/underflow, and
loss of precision resulting from incorrect programmatic
calculations.

Interface Error Errors generated by or through incorrect interfacing of the

software with other programs, hardware, or operating
systems.
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Appendix G — Commercial Grade Dedication Guidance (continued)

Determine if postulated failure modes and mechanisms of the software would result in a situation that could
adversely impact the ability of an SSC to perform its safety function. When considering failure of the
software to perform safety classification, the effect of failure on the software must be extrapolated to
determine the impact it might have on plant SSCs. For example, consider the failure of a software that causes
inaccurate results to be used during a design or analysis process applicable to plant SSCs. Extrapolation
would involve determining if use of the inaccurate calculations could result in failure of the plant SSC(s)
(designed or analyzed using the software) to perform its safety-related function(s). If postulated failure
mechanisms of the software can result in inaccuracies or malfunctions that could lead to an adverse impact on
the ability of SSCs to perform safety functions, then the software should be classified as safety-related. If
postulated failure mechanisms of the software cannot result in inaccuracies or malfunctions that could
adversely impact the ability of SSCs to perform safety functions, then further evaluation is necessary to
determine if it is used to assess SSC functionality. The Failure Modes and Effects Analysis (FMEA) focuses
on the effects that failures could have on software functions in order to help identify characteristics required
to prevent software failure modes and mechanisms from occurring and impacting the ability of the software
to perform its safety-related functions.

Application of FMEA Safety Classification Commercial-Grade Dedication

Obijective Determine the functional safety Identify critical characteristics of
classification of the software. the software

Intent Determine if failure of the item Recognize failure modes and
being classified could prevent mechanisms to facilitate the
safety-related plant SSCs from identification of characteristics
performing their safety-related necessary to prevent failures from
function(s). occurring

Technique Extrapolate to determine if failures | Analyze failure modes and effects
of the software could result in the to determine software
inability of associated plant SSCs to | characteristics required to prevent
perform one or more safety failure of the software.
functions.

Critical Characteristics for Consideration

The design requirements for the intended safety functions and anticipated failure modes factor heavily into
ensuring the correct critical characteristics for acceptance are identified. It is particularly important to
identify specifications and design features that are related to unused, and unintended or prohibited functions.
Critical characteristics associated with computer programs can be grouped into the following categories:

() Identification - The computer program’s identification (such as, version, build date, release name, or
part or catalog number) should be considered a critical characteristic if it provides a method for
linking the computer program with the manufacturer’s product description, user’s manual, published
data, or product specification.

(b) Physical - Physical characteristics are associated with the computer program’s physical media (for
example, CDs, tapes, downloads, or remote access).
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Appendix G — Commercial Grade Dedication Guidance (continued)

(c) Performance/Functional - Performance/Functional characteristic examples include the required

functionality of the computer program to perform its safety function and the accuracy of its results.
Dependability characteristics are a category of critical characteristics unique to computer programs.

(d) Dependability — The dependability category addresses the critical characteristics evaluated to develop

judgment regarding built-in quality of the computer program. Dependability characteristics include
both supplier and user attributes, such as a review of the computer program’s lifecycle processes and
output documentation at the supplier’s facilities, review of the user’s configuration management
activities, supplier and user testing and verification and validation (V&YV) activities, and other
activities related to the supplier’s software development process.

Acceptance Criteria for Consideration

Each critical characteristic should have associated acceptance criteria to determine whether the computer

program adequately meets the identified critical characteristic. PGDP D&R, as the dedicating entity, is

responsible for determining whether the dedication method and results are adequate to meet the acceptance

criteria.

Acceptance Methods for Consideration

Method(s) of verification chosen may impact the procurement document content needed for the successful

verification of the critical characteristics for acceptance. Dedication activities will NOT be considered

completed until the computer program is installed and found acceptable by PGDP D&R, as the dedicating

entity.

(&) Method 1 - Special Tests, Inspections, and/or Analyses are often the only practical means available

for verifying selected critical characteristics. Testing of the computer program should ensure that the
selected critical characteristics are verified. Testing should include run tests of the computer
program installed in its operating environment and on respective hardware and may also include test
cases, test scenarios, or verification via alternative calculations.

The computer program being reviewed is often the only computer program capable of analyzing the
problems of interest and providing the needed responses. Physical observations may be available
only for simplified, unrepresentative, or distorted problem conditions, and analytic results may be
obtainable only for trivialized cases. In such situations, validation becomes a more subjective
process dependent on the professional judgment of a professional engineer or other qualified staff of
the dedicating entity. In such cases, the dedicating entity should evaluate the test results or conduct
analyses to demonstrate that:

e Realistic test cases or test cases representative of the anticipated program used produce
physically acceptable results (for example, no negative temperatures or infinite pressure limits)

¢ Simplified test cases produce understandable results when compared with physical observations
or analytic predictions.

Supplier acceptance tests and purchaser acceptance tests are activities that may be used during
dedication. Software testing, as an approved method of acceptance for Otherwise Acquired Software
or software services may be planned and documented in the CP3-QA-1002-F04, EPS, contract
documentation, or supplier deliverables so long as all required elements in Section 6.15 are
addressed. Method 2 should be used along with Method 1 if the dedicating entity wishes to take
credit for supplier acceptance testing performed at the commercial supplier’s facility.
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Appendix G — Commercial Grade Dedication Guidance (continued)

Method 2 — Survey of Commercial-Grade Supplier is a performance-based assessment of a supplier
conducted to determine the adequacy of supplier quality controls that are directly related to ensuring
that the critical characteristics of the computer program being dedicated are acceptable. Controls are
often documented in the supplier’s quality assurance program requirements, procedures, work
instructions, testing plans, and so forth. Controls determined to be effective during the survey are
subsequently specified as quality requirements in procurement documents issued to the supplier.
Method 3 - Source Verification is a method of acceptance conducted at the supplier’s facility or other
applicable location to verify conformance with one or more identified critical characteristics and
acceptance criteria. Source verification is only applicable to the actual activity related to the critical
characteristic and acceptance criteria observed during the surveillance. This method may have
limited application and is NOT applicable to computer programs that have already been developed;
and access to the computer program lifecycle documentation may be restricted due to the proprietary
nature of the documentation, or when there is an inability to interact with suppliers.

Method 4 - Acceptable Supplier Performance History evaluates the industry-monitored performance
of the commercial grade/commercially available computer program, industry product tests,
certification to national codes and standards (nonnuclear-specific), and other industry records or
databases. When a computer program has been demonstrated to be reliable based on its historical
performance, it should be credited during dedication. Historical performance should be supported by
the use of one of the other verification methods listed above. This method is most effective when the
supplier provides error reports to the purchaser for applicability and significance evaluation and
when the users contact the supplier when computer program errors are suspected.

This acceptance method should have a greater application for the dedication of computer programs
used in design or analysis. Computer programs that are commercially available and that have
industry wide application may be used successfully hundreds or even hundreds of thousands of times
daily. The results of these uses and engineering judgment associated with the acceptance of the
computer program should be considered with dedicating the computer program. Errors reported by
the users to the supplier and failures associated with structures, systems, and components may be
evaluated as part of the failure analysis investigation.

This method is most effective when the supplier provides error reports to the purchaser for
applicability and significance evaluation and when the users contact the supplier when computer
program errors are suspected. A technical support agreement in the procurement documents provides
assurance that there is adequate communication between the supplier and users.

The following table provides a list of critical characteristics, associated acceptance criteria, and acceptance
methods to consider for computer programs. Itis NOT intended to be an all-inclusive list of these elements.
The table is intended to be used as a guide in selecting critical characteristics for acceptance that are
appropriate.
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Appendix G — Commercial Grade Dedication Guidance (continued)

Critical Characteristics to Consider for Computer Programs — ldentification Critical Characteristics

Typical No. | CC Description Acceptance Criteria Method of Verification
Identification
CcC
I-1 | Host The manufacturer, The host computer Verified through one or more
computer model number, environment identifiers must | of the following:
operating operating system match the purchase . . .
environment | version, service packs, specification. @ !nspect!on of receipt .
identifiers or patch identifiers of Inspection documentation
the host computer where (Method 1)
the computer program is (b) inspection of operating
intended to be executed. system identifiers
(Method 1)
1-2 | Computer The full name of the Computer program name and | Verified through one or more
program computer program and version identifier must match | of the following:
name and version identifier, the product identifier from . . .
version including all patches. It | the supplier catalog or @ Inspection of receipt .
identifier should be the same procurement documents. Inspection documentation
identifier as used for The version identifier can be (Method 1)
during the procurement the build date of the (b) inspection of operating
[acquisition process. executable. The computer system identifiers
program version identifier (Method 1)
includes the computer
program name, major
functional version, minor
functional version, and
correct revision.
1-3 | Support tool | The complete name, The support tool name and Verified through one or more
name(s) and | including version identifier must match the of the following:
identifier(s) | identifier of all support product identifier from the . . .
tools that are used supplier catalog or (a) inspection of receipt .
during the of all support | specification. inspection documentation
tools that are used (Method 1)
during the commercial (b) inspection of operating
grade dedication process system identifiers
to assist in performing (Method 1)
special tests or other
support tools used in the
operating environment
These tools, such as
database management
systems, could impact
the correct operation of
the safety functions
performed by the
computer program
during special tests or
operations.
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Appendix G — Commercial Grade Dedication Guidance (continued)

Critical Characteristics to Consider for Computer Programs Physical Critical Characteristics

Typical No. | CC Description Acceptance Criteria Method of Verification
Physical
cC
P-1 | Life Cycle The documentation that is Life cycle
Documentation | produced during all phases documentation includes
of the software life cycle. software requirements
Documentation is evidence | specification
of the activities being requirements traceability
performed. Documentation | matrix, design
from multiple life cycle documentation
phases may be combined architecture views,
into one or more physical design description
documents. document, interface
documentation, test
plans, test reports, and
user documentation.
P-2 | Media The physical object or Agreement with Verified through the inspection

distribution media received
from the supplier that
contains the computer
program. This critical
characteristic is applicable
to all computer programs
Receipt media criteria are
expressed as the method in
which the computer
program is distributed to the
dedicating entity (for
example, CD, embedded, or
downloadable).

published catalogs or as
specified in procurement
documents.

of the received computer
program (Method 1).
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Appendix G — Commercial Grade Dedication Guidance (continued)

Critical Characteristics to Consider for Computer Programs — Performance/Functional Critical

Characteristics

Typical No. | CC Description Acceptance Criteria | Method of Verification
Performance/

Functional

CcC

F-1 | Accuracy/ For accuracy, the degree to As described in Verified through a
precision/ which there is a close computer program combination of one or more
tolerance outputs | correlation with the expected or | requirements or of the following:

desired outcome. For supplier specification .

precision, the degree of repeat documentation. @) obs_ervatlon af‘d

ability or degree of measure. Criteria may be: review of design

For tolerance the allowable accuracy * 1%j; (Method 3)

possible error in measurement. | precision + 0. 0001; (b) inspection and testing
tolerance + 0. 00001. (Method 1)

(c) review of the installed
base to determine
performance history
(Method 4).

F-2 | Environmental The measure of the effort As described in Verified through
compatibility: required to migrate the computer program performing migration to
portability computer program to a requirements or one or more environments

different hardware platform, supplier specification | equivalent to the dedicating
component, or environment. documentation. entities.
This critical characteristic may | Portability criteria
only be important for computer | can be expressed as a (Method 1).
programs that are expected to unit of time
be executed in a different
environment. (for example, 16
hours or 15 days).

F-3 | Functionality: The degree to which the Completeness and Verified through
completeness and | computer program correctness are based | performing a review of the
correctness requirements, design, and upon how many of functional requirements

implementation have satisfied the computer pro traceability to test cases

the allocated safety gram’s requirements | and verification that the test
requirements. have been verified to | results indicate correct
Formal techniques may be used _be successfully funcFionaIity. If -
to mathematically prove that implemented (for requirements traceability is
the computer program satisfies example, 100% of unayall_able, then the

. o : allocated safety dedicating entity can

its §pec_nf_ned requirements. requirements are develop the traceability
Th's critical ghara_cten;tm 1S correctly matrix from the computer
important to identify risks of imol ted ) .

. plemented). program’s requirements or
the computer program f_a|l|ng to procurement specifications
exe cute its safety functions. and test cases performed

(Method 2).
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Appendix G — Commercial Grade Dedication Guidance (continued)

Critical Characteristics to Consider for Computer Programs — Performance/Functional Critical

Characteristics

Typical No. CC Description Acceptance Criteria | Method of Verification
Performance/
Functional CC

F-4 Functionality: The degree to which the Consistency with Verified through a
consistency with computer program’s research and combination of one or
appropriate sample or complete data professional more of the following:
engineering, sets of results correlate technical approaches .

R with experimental data, is based upon peer- (a) a comparison of
Scientific rgsearch expected data results, or reviewed published peer r_ewewed
and pr ofessional professional analyses and | technical papers or techr.uca'l .
technical to which any erroneous industry-accepted publlcatlor! detail
approaches. data sets do NOT computer programs results against the
correlate with the performing a similar computer
experimental data or function. The output program's output
professional analyses. of the computer fora 5|m|Ia_r
This critical characteristic | program can be problem being
most likely is important to | viewed as how solved (Method 1).
computer programs used closely the computer (b) acomparison of the
to perform analysis of program’s output base line computer
accident and structural matches the output against that
integrity analyses for technical report or is being dedicated.
determining the proper base line computer The baseline
design of safety program output (for computer program
components. example, computer must solve the
program output same or closely
correlates with similar physica|
experimental data to problem as the
+3"). dedicating
computer program
(Method 1).

(c) areview of the
computer
program’s current
user base and its
applicability to the
intended use by the
dedicating entity
(Method 4).

F-5 Functionality: The critical functions or As described in Verified through a
specific safety calculations that are computer program combination of one or
functions and performed. This includes | requirements or more of the following:
algorithms time-dependent functions procurement .

and functionality to only | specification (a) - observation and
allow authorized users documentation. review of design
access to perform the Functionality (Method 3)
safety functions. criterion may be (b) inspection and testing
similar to given (Method 1).
source input data,
calculate dose (C) reVieW Of the insta”ed
exposure at 10 m and base to determine
0 receptor height. performance history
(Method 4).
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Appendix G — Commercial Grade Dedication Guidance (continued)

Critical Characteristics to Consider for Computer Programs — Performance/Functional Critical

Characteristics

Typical No. CcC Description Acceptance Criteria Method of Verification
Performance/
Functional
CcC
F-6 Interfaces: The set of input As described in Verified through a combination
critical input parameters that are used | computer program of one or more of the following:
parameters and in the critical functions | requirements or . .
valid ranges. of the computer procurement (a) obsgrvatlon and review of
program and the range specification Qe5|gn and/o_r
of their valid values. documentation. This implementation (Method 3).
This critical criteria may be (b) inspection and testing
characteristic is deposition receptor (Method 1)
important to ensure that | height (for example, 0
the computer program ft. to 1ft.), time (c) inspection of user’s manual
will function properly (dd/mmlyyyy, (Method 1)
for all possible hh:mm:ss), and length (d) review of the installed base
operational inputs. (2.00 m to 5.00 m). to determine performance
history (Method 4).
F7 Interfaces: The characteristics of As described in Verified through a combination
output the critical output computer program of one or more of the following:
parameters parameters. The requirements or . .
characteristics of the procurement (a) obs_ervatlon and review of
critical output specification design (Method 3)
parameters include file | documentation. This (b) inspection and testing
formats and criterion can consist of (Method 1)
mathematical notations. | the output filename
This critical (for example, 28 (c) inspection of user’s manual
characteristic is characters, case- (Method 1)
important to ensure that | insensitive with a file (d) review of the installed base
the computer program extension of pdf) or to determine performance
output is in the expected | output format history (Method 4)
format or units of specification (for
measure. example, comma-
delimited) and units of
measure.
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Appendix G — Commercial Grade Dedication Guidance (continued)

Critical Characteristics to Consider for Computer Programs — Dependability Critical Characteristics

Typical No. CcC Description Acceptance Criteria Method of Verification
Dependability
cC

D1 Built-in quality: | The degree to which the Coding practice Verified through the review
adherence to computer program com criteria can be a of code inspection reports or
coding practices | plies with the approved percentage (for other supplier evidence that

coding standards, use of example, 90%) of the included reviews of coding
code libraries, or supplier coding practice for the subject code
automated configuration standards met, and, modules. The dedicating
management tool. This where appropriate, entity during a survey may
critical characteristic can 100% of possible code | also review the code module’s
be used to provide an library modules are compliance with the suppliers
indicator of the errors used instead of documented coding practices.
remaining in the computer | recoding. (Method 2)

program.

D2 Built-in quality: | The measure to which the | Code structure criteria | Verified through the review
code structure computer program is can be quantitative, of supplier-documented
(complexity, legible, complexity is through the use of evidence from the use of a
conciseness) minimized, and code static analysis tools, or | static analysis tool or the

length is minimized. This | qualitative, through dedicating entity performing
critical characteristic can reviews of the an inspection and manual
be used to provide an documented design or | analysis of the documented
indicator as to the inspection of the code. | design or computer program
difficulty to verify through | Code structure criteria | code (Method 2)
reviews and testing that may take the form of a
the code will perform as number of internal
expected. subroutine interfaces,
a number of do-loops,
numbers of exits from
a module,
straightforward flow
of logic in code
module, and code
module depth and
breadth.
D3 Built-in quality: | The computer program’s Conformance criterion | Verified through one or more

conformance to
national codes,
standards, and
supplier
industry-
accepted
certifications

compliance with
applicable national codes
and standards or industry-
accepted certifications.

can be a measure of
how well the computer
program meets
industry-accepted
practices that provide
a qualitative pedigree
of the computer
program. The criteria
can be the degree in
which a national code
standard, or third-party
certification or
recertification
programs are achieved
(for example, 90% of
achievement of
compliance to CMMI
SEI maturity level 4 or
achieved 1SO 9001).

of the following:

(a) inspection of supplier
performed assessments
of the computer
program against the
national code or
standard (Method 1)

(b) review of computer
program documentation
and artifacts against the
selected national code or
standard (Method 2)

(c) inspection of the proof
of third-party
certification (Method 1)
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Appendix G — Commercial Grade Dedication Guidance (continued)

Critical Characteristics to Consider for Computer Programs — Dependability Critical Characteristics

Typical No. CcC Description Acceptance Criteria Method of Verification
Dependability
cC
D4 Built-in quality: | A QA program that QA program criteriaare | Verified through one or more
existence of QA | includes documented | based upon the of the following:
rogram rocedures or process | supplier’s procedural . . .
Pros Eontrols. QA P coIr)r?pIiancgwith a (a) mspec_tlon of evidence of
program generally recognized standard that any'thlrd_-party
complies with a addresses development certification (Method 1)
recognized standard and quality assurance for | (p) review of internal or
(for example, 1ISO | computer programs. external audit reports
9001, IEEE 730, and | This criterion can be (Method 2)
IEEE 1012). This expressed in terms of the
critical characteristic | number of significant (c) - performance of a survey
can be used to findings from a against the chosen
determine whether the | compliance audit against recognized standard
foundation of a QA the chosen recognized (Method 2)
program exists. standard or achievement
of certification for the
chosen recognized
standard.
D5 Built-in quality: | The degree to which Criteria for internal Verified through the
internal reviews | static analysis reviews and verifications | inspection and analysis of
and methods (for effectiveness are based results from reviews or
verifications example, peer gpon_the ratio_ of errors verification_ activities
reviews) are |dept|f|ed qu_rlng the pe_rformec_i in two or more
performed during the review/verification and adjacent life cycle phases
) the number of errors that | (Method 2 and/or Method 3).
computer program’s . .
development to are dl_scovered in the
identify errors and next life cyc!e phase (for
noncompliance with example, ratio qf the
supplier procedures numbe_r of r_equwemgnts
and standards. errors identified (_jurmg
requirements review and
the number of errors
detected during the
design phase).
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Appendix G — Commercial Grade Dedication Guidance (continued)

Critical Characteristics to Consider for Computer Programs — Dependability Critical Characteristics

Typical No. | CC Description Acceptance Criteria Method of Verification
Dependability
CcC
D-6 | Built-in quality: | A measure of the Testability criteria are based | Verified through one or
testability and completeness of the on the ease or difficulty in more of the following:
thoroughness of | computer program conducting verification and . .
testing. verification, validation activities, as well (a) - inspection of .
validation, and as the breadth and depth of documented review
installation testing to the testing according to reports and test rt_ecords
ensure that the formed. Testability criteria that include the time
computer program is may include the number of spent to prepare,
correct and complete. hours needed to perform peer conduct,_ and perform
This critical reviews, pretest a module post review or test
characteristic may be and develop test cases. The activities. (Method 1)
appropriate to use for thoroughness of computer (b) review of the objective
ensuring that tests program testing criteria can evidence of the errors
were adequate to be measures that identify the identified during the
provide the reasonable | quantity of errors discovered testing processes or
assurance that the during the various testing traceability of safety
safety functions can be | activities (for example, trend requirements to tests
performed analysis of errors according completed. If objective
satisfactorily. to module comparison of pre evidence is NOT
and post release errors) and available, then the
traceability of tests dedicating en“ty may
performed to the safety be able to create the
requirements for the traceability of the
computer program (for safety requirements to
example, 95% of the tests performed from
requirements were tested). the computer program’s
documented
requirements and test
reports (Method 2).
D-7 | Built-in quality Staff training, Staff training, knowledge, Verified through the review
training, knowledge, and and proficiency criteria may | of objective evidence of
proficiency associated | include how well the specific | attendance at courses, staff
knoyvl_edge and with the design, staff member satisfies the resumes, and on-the-job
proficiency of development, testing supplier’s qualification training against the supplier
personnel oversight of the requirements for the position | qualification requirements to
performing the computer program, held. The criterion can be determine how well the staff
work experience in similar the percentage of member satisfies the
projects, and qualification requirements requirements. (Method 2)
familiarity with met.
specific tools,
languages used in
design, and
implementation. This
critical characteristic
can be used to provide
an indicator of the
errors remaining in the
computer program.
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Appendix G — Commercial Grade Dedication Guidance (continued)

Critical Characteristics to Consider for Computer Programs — Dependability Critical Characteristics

Typical No. CcC Description Acceptance Criteria Method of Verification
Dependability
CcC
D-8 Problem Notification by the This criterion may be the Verification is performed
reporting: supplier to customers presence and use of a by reviewing
notification to of potential computer problem reporting system, | communications of errors
customers program errors or use of problem reporting with users, any website or
weaknesses. metrics, and number of other form of
notifications to the users communication with the
over time. supplier, and a
communications log
(Method 2)
D-9 Supportability/ The ability for the Supportability/maintainabi | Verified through one or

maintainability

supplier to continue
supporting the
computer program
over the life of its use
or the computer
program design that
provides for ease in
performing
modifications to the
computer program.
This critical
characteristic may be
more appropriate for
computer programs
whose failure could
result in few or no
alternatives or those
alternatives that are
NOT financially
feasible.

lity criteria can consist of
the stability of the supplier
based upon business
longevity (for example, 20
yr. in business), size of
customer base (for
example, 1,000 customers
worldwide), planned
future product releases
(for example, supplier
R&D has updates
scheduled for next 3 yr.),
supplier history of
discontinuing products
(for example. , cancelled
three product lines over
past 2 yr.), or correct the
time required to change
the computer program
(mean time to change or
fix).

more of the following:

(a) review of the
supplier history for
the specific computer
program, as well as
the history in
supporting similar
computer programs
or products (Method
4)

(b) review of supplier
metrics associated
with the length of
time to evaluate the
change/error
correction, test the
change/ correction,
update all computer
program
documentation, and
release the change
(Method 2)
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Appendix H— NQA-1 Compliance Matrix (safety software)
ASME
NQA-1-2008/2009a Criteria CP3-QA-1002 Section
Criteria
3. 0/401 Design Analyses 6.4/6.5/6.7/CP3-EN-0213
3. 0/801 Software Design Process 6.3/6.5
3. 0/801. 1 Identification of Software Design Requirements 6.3
3. 0/801. 2 Software Design 6.5.2
3. 0/801. 3 Implementation of Software Design 6.5.3
3. 0/801. 4 Software Design Verification 6.5.10/6.7.9
3. 0/801. 5 Computer Program Testing 6.7
3. 0/802. 1 Configuration Identification 6.17/CP3-1T-0002 6.1
3. 0/802. 2 Configuration Change Control 6.17/CP3-1T-0002 6.2
3. 0/802. 3 Configuration Status Control 6.17/CP3-1T-0002 6.3
11. 0/100 Test Control 6.4
11. 0/200 Test Requirements 6.3/6.4/6.7/6.8
11. 0/400 Computer Program Test Procedures 6.4
11. 0/500 Test Results 6.7
11. 0/600 Test Records 6.7/7.0
2. 7/100 General 5.0
2. 7/101 Software Engineering 5.0
2. 71201 Documentation 6.2/7.1
2. 71202 Review Throughout/6.7 9
2. 7/203 Software Configuration Management 6.11/CP3-1T-0002
2. 7/204 Problem Reporting and Corrective Action 6.10
2. 7/301 Procured Software and Software Services 6.13/6.14
2. 71302 Otherwise Acquired Software 6.15
2. 7/400 Software Engineering Method 50/6.2
2. 7/401 Software Design Requirements 6.3
2. 71402 Software Design 6.5.2
2. 7/1402. 1 Software Design Verification 6.5.10/6.7.9
2. 7/403 Implementation 6.5.4/6.5.15
2. 7/404 Acceptance Testing 6.7
2. 7/405 Operation 6.8
2. 71406 Maintenance 6.8
2. 71407 Retirement 6.12
2. 7/500 Standards, Conventions and Other Work Practices 6.2
2. 7/600 Support Software 6.2
2. 7/601 Software Tools 6.2.2/6.7.1/6.11
2. 71602 System Software 6.2.2/6.7.1/6.11
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Appendix | - DOE O 414.1E Compliance Matrix (All Software)

DOE O 414.1E Attachment 2 Part A- Quality Assurance Criteria

CP3-QA-1002 Section

Criterion 1- Management/Program

6.2

Criterion 2- Management/Personnel Training and Qualification

6.5.20, 6. 7.15, 6.9, 6.10.9

Criterion 3- Management/Quality Improvement

6.4.1,6.5.2,6.6,6.10

Criterion 4- Management/Document and Records

Throughout, 7.0

Criterion 5- Performance/Work Processes

6.2.2,6.8,6.11,6.12, 6.17

Criterion 6- Performance/Design 6.3,6.5

Criterion 7- Performance/Procurement 6.13, 6.14, 6.15, 6.16
Criterion 8- Performance/Inspection and Acceptance Testing 6.4,6.7

Criterion 9- Assessment/Management Assessment 6.18

Criterion 10- Assessment/Independent Assessment 6.18

DOE O 414.1E Attachment 2 Part B- Suspect/Counterfeit Item (S/CI) Prevention

CP3-QA-1002 Section

Process for S/CI Prevention

6.13

DOE O 414.1E Attachment 2 Part C- Software Quality Assurance

CP3-QA-1002 Section

Process for Software Quality Assurance

Throughout
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Appendix J - Screening for Spreadsheets and Databases

SQA Flowchart for Spreadsheets and Databases

NO

Involves work-related functions,
activities or calculations?

YES

Evaluate the
databaseor
spreadsheet
intended purpose

Is specificdat abase or
spreadsheet provided asa standard
application package on the desktop

Does the database or spreadsheet contain:
a) calculations / formulas / functionality
relied upon for work purposes;

OR

b) regulatory-required or compliance-driven
tracking & scheduling or status information;
OR

¢} regulatory or quality-related multi-
database relationships (interfaces or inputs /
gutputs to other systems / databases);

OR

d) regulatory, external milestone, or
safeguards and security information that can
esult in adverse or legalimpacts;

OR

e} sole source of quality-related information
that is required to be provided to external
customers;

OR

f) safety, operations, and / or design-related
purposes that generate a Quality Assurance
record.

“YES

1002,

Software

ality
urance





CP3-QA-1002
FRev. 3

TITLE:

Software Quality Assurance Page 76 of 81

Appendix J - Screening for Spreadsheets and Databases (continued)

Understanding the Difference between Spreadsheets and Databases

1. Spreadsheets

2. Databases

Avre electronic documents in which data is arranged in the rows and columns of a
grid that allows the entry, calculation, and storage of data.

Allow the creation of formulas and/or use functions to provide insight into the data.

Allow for formulas that are user-created calculations that help the user express the
relationship of two or more cells.

Provide formulas with built-in functions to help the user evaluate values (for
example, sum, average, count. etc.).

Provides the users with data filtering options to organize data and apply custom
formatting that can be used in reports.

Are organized collections of structured data stored and accessed electronically from
a computer system.

Contains data and can contain details about the data including but NOT limited to
type, format, and the relationship between the data. The information about data is
called metadata.

Contains data integrity. Data integrity is best described as the quality and reliability
of the data in the database and includes protection of the data from unauthorized
access.

Contains data persistence, meaning the data is maintained and backed up as long as
itis NOT deleted explicitly.

3. Understanding

While there are clear differences between spreadsheets and databases, the words are
often incorrectly used interchangeably.

Due to this confusion when working with a spreadsheet or database it is important
to clearly define the software being used in the Software Classification Document
(SCD) as well as checking with the Software Quality Assurance (SQA) Specialist
and/or the assigned IT Specialist to determine which is being used.

Once the determination has been made, the SQA Specialist will provide guidance through

the software quality life cycle.





CP3-QA-1002
FRev. 3

TITLE:

Software Quality Assurance Page 77 of 81

Appendix J - Screening for Spreadsheets and Databases (continued)

SQA Life Cycle Qualifiers

e Start or continue the SQA life cycle by filling out the CP3-QA-1002-F01, Software
Classification Document for spreadsheets/databases that meet one or more of the following
qualifiers or requirements. (Note: multiple qualifiers may be involved).

A. Calculations or formulas used for work related purposes where the

spreadsheet/database is relied upon for data or calculation results.

1. If the software meets this qualifier but is minimally used (that is, one time use
or quarterly), then apply Step A.2 below. Otherwise, the software owner must
enter the spreadsheet / database in the SQA life cycle.

2. If the spreadsheet is being used as a calculation tool (that is, calculator) in
conjunction with preparing a DAC according to CP3-EN-0213 and when using
a spreadsheet in conjunction with a DAC, then a DAC must be prepared every
time calculations are generated.

B. Tracking and/or scheduling or status information that is relied upon for regulatory

requirements or compliance.
Refer to Appendix A for regulatory compliance definition

Relationships such as inputs/outputs or interfaces with other databases or systems
that perform regulatory or quality related functions.

Even when data is flowing from or to an already SQA approved software from the
database or spreadsheet, there is still potential for error in the spreadsheet/database
itself. Therefore, it must still go through the SQA life cycle.

Use of the spreadsheet/database impacts legal, regulatory, external milestone, or
safeguards and security activities. (See definitions in Appendix A and DOE
resources related to Appendix J).
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Appendix J - Screening for Spreadsheets and Databases (continued)

The spreadsheet/database is the sole source of quality related information that is
required to be provided to external customers.

1. When making this determination consider your spreadsheet/database as the
only way the information is housed or calculated.

) Example 1 (Sole Source): Spreadsheet/Database used to calculate
radiation levels in contaminated objects.

) Example 2 (NOT the Sole Source): Exporting a spreadsheet with
reporting information from the LEARN training system.

Relied upon for safety, operations, and/or design-related purposes that generate a
Quiality Assurance record.

This qualifier is more self-explanatory. If it creates a record, then it needs to enter
the SQA life cycle.

If the spreadsheet/database does NOT meet any of the qualifiers above and no
other reason requires use of CP3-QA-1002 (for example, NOT used in conjunction
with other software), then the software use is within the use controls of the
software provided by the Infrastructure Contractor and this procedure may be
exited.

For Spreadsheets and Databases that do NOT meet an SQA qualifier, it is
recommended to include the following text, or similar, in a footer or other easily
located area: “This spreadsheet/database was evaluated and determined NOT to
meet an SQA qualifier on {list the date} by {list the evaluating individual’s
name}.”
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Appendix K — Software Exemptions

The FRNP Software Quality Assurance process allows for certain exemptions that are consistent with
allowances of NQA-1a, 2009, Part IV, Subpart 4.1, Section 101. Listed and defined below are the
exemptions which are utilized in a manner such that corresponding software is or can be controlled as non-
safety. The following Software Exemption Control Sheets in this Appendix take the user through a question
and documentation process to determine if the exemption can be used or not. The questioning is focused on
the text for the exemption, and relies on controls in the stated exemption and other controls determined by the
user to assure that low risk is established to include low consequence risk for software error/failure. With
respect to the exemption and risk guestioning, this review is a go-no-go task. In essence, if all Yes answers
are provided for the selected exemption, the software and controls used provide reasonable assurance that the
software is NOT relied on for safety software and NQA-1 (such as, non-safety) and may be used.

This software exemption process may only be used in 2 instances. (1) For processing or updating of
exemptions that were approved for use when FRev. 1 of this procedure went into effect and those exemptions
may continue to be used until processed/updated with this appendix or through the full SQA process of this
procedure. (2) Level D & E non-safety software exemptions that are consistent with allowances of NQA-1a,
2009, Part IV, Subpart 4.1, Section 101. Exemption Qualifier and Control — If this involves changes to an
approved exemption (i.e., change to software, change to intended use, and/or change to exemption control
intent), then follow Section 6.1.2 to determine if the exemption may continue to be used. If the exemption
can continue to be used, then follow the exemption control process. If NOT, then continue using this
procedure to address the spreadsheet/database and its qualifiers.

Exemption 1-Vendor Supplied Software

Vendor supplied software integral to and provided with a system is exempt from the detailed controls of CP3-QA-1002,
Software Quality Assurance, provided the system is tested and/or calibrated according to the applicable procedures and
the software is NOT altered or adjusted otherwise by the user organization and where the functionality of the software is
accepted through testing over the operational range of the system [for example, measuring and test equipment (M&TE)].
This exemption is documented on a software classification document and is approved consistent with CP3-QA-1002,
Software Quality Assurance. This exemption is derived, in part, from Section 101.3 of Part IV, Subpart 4.1 of NQA-1a,
2009.

Exemption 2- Simple Spreadsheet Applications

Simple spreadsheet applications that are wholly incorporated into technical reports, calculation notes, or other
documentation where the calculations, mathematical formulas, and input and output data are verified during the
technical review of the report. Such calculations are treated as and considered to be manual calculations because the
assumptions, formulas, inputs, and outputs are verified as part of the calculations package and technical review. This
exemption is documented on a software classification document and is approved consistent with CP3-QA-1002,
Software Quality Assurance. This exemption is derived, in part, from Section 101.1 of Part IV, Subpart 4.1 of NQA-1a,
2009.

Exemption 3- Embedded Software/Firmware

Embedded software (firmware) that is delivered as an integral part of an item, with a software code that CANNOT be
modified by the end user, including at runtime, and is tested as part of the item. Embedded software shall be controlled
according to the hardware requirements. This exemption is documented on a software classification document and is
approved consistent with CP3-QA-1002, Software Quality Assurance. This exemption is derived, in part, from

Section 101.6 of Part 1V, Subpart 4.1 of NQA-1a, 2009.
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Appendix K — Software Exemptions (continued)

Software Exemption Control Sheet

Software Classification Document (SCD) Number SCD Revision

0 Exemption 1 — Vendor Supplied Software
Prerequisite controls of this exemption that must be met include:

Requirement

Requirement Met

Yes

No

Comments

1-The software is vendor supplied software integral to and provided with
a system.

2-The system is tested and/or calibrated with procedure. List the
procedure(s) in the comments section or otherwise on the SCD.

3-The software is NOT altered or adjusted (i.e., configurable) by the user
organization. Describe in comments section or otherwise on SCD how
or why this is NOT adjusted (for example, proprietary to software
owner, sealed unit, etc.)

4-Functionality is accepted through testing over the operational range of
the system through a formalized program (for example, M&TE). If Yes,
then describe in comments section or otherwise on the SCD the
formalized program that is used to test the operational range of the
system. Also describe or list the procedure(s) that are used to assure the
testing over the operating range (for example, CP3-SM-0017 Measuring

and Test).

[0 Exemption 2 — Simple Spreadsheet Applications
Prerequisite controls of this exemption that must be met include:

Requirement

Requirement Met

Yes

No

Comments

1-This software use involves a simple spreadsheet application?

2-The software application is wholly incorporated into technical reports,
calculation notes, or other formal documentation?

3-The software application calculations and mathematical formulas will
be verified during technical review of the report/document?

4-The software application input and output data will be fully verified
and documented during technical review of the report/document? Also,
specify in the comments section or on the SCD the procedure(s) that
directs the formal verifications discussed in 2 — 4.

O Exemption 3 — Embedded Software / Firmware

Prerequisite controls of this exemption that must be met include:

Requirement

Requirement Met

Yes

No

Comments

1-The software (firmware) is delivered as an integral part of an item.

2-The software code cannot be modified by the end user, including at
runtime. Describe in comments section or on SCD the controls that
preclude the end user from modification of software (for example,
proprietary, sealed system, procedure, etc.).

3-The software is tested as a part of the item (a complete unit). Describe
in comments section or otherwise on SCD the procedure(s) or equivalent
formal approved document that tests the software as part of the item (as a
complete unit).

4-The embedded software is controlled according to the hardware
requirements. If NOT described above, then describe in comments
section or otherwise on SCD the procedure(s) or equivalent formal
approved document(s) that demonstrate the embedded software is

controlled according to hardware requirements.

Page 1 of Exemption Control Sheet
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Appendix K — Software Exemptions (continued)
Software Classification Document (SCD) Number SCD Revision
Prerequisite controls of any exemption that must be met include:
Requirement Requirement Met Comments

Yes No

5A-Discussion of software failure risks (for example, safety,
operation, complexity of design, and similarity to previous designs) is
documented on the SCD or attachment to the SCD. This discussion may
also rely on the software failure questionnaire in 5D below.

5B-For 5A all risks are low and may use the controls of this exemption
(1 — 4 above) for rationale of low risk. If other than low, then describe
other formal controls that will be used to result in low risk. After this
task is the risk low?

5C-Is the risk low for software failure affecting a Safety Class, Safety
Significant SSC, or a Safety Related Item in an NCSE (this risk review
may use the controls for 1 — 5B above, if other than low, then describe
on the SCD the other formal controls that will be used to result in low
risk)?

5D-Answer the software failure/error questionnaire at the end of this
worksheet, are all answers YES (this review may use controls in 1-5C to
support the YES answers, if other than all YES answers, then describe
other controls on the SCD or on the software failure/error questionnaire
worksheet that will be used to obtain all YES answers). Are the answers
now all Yes on the Software Failure/Error Questionnaire?

5E- Does the SQA specialist concur with this review? Note: The SQA
specialist will be required to record concurrence on this worksheet for
using this exemption.

6-Are all answers Yes (if so then this exemption may be used).

Note: with this exemption NQA-1a, 2009 Subpart 2.7 does NOT apply
[subpart 2.7 also addresses Subpart 2.14 and thereby commercial grade
dedication does NOT apply unless required by other requirements], also
V&YV does NOT apply [see NQA-1a, 2009, Part IV, Subpart 4.1 (100
and 101.3)]. The normal quality level determination process will be used
to determine quality level. In most instances this type of software will be
QL-4 or QL-3 and will be controlled accordingly to those quality
requirements.

*This worksheet is intended to be an attachment to the Software Classification Document for the software pursuing the exemption.

*Note: May rely on controls from Page 1 and in right hand column for reasonable assurance for ‘Requirements Met’ answer.

Completed by - Software Owner Signature & Date

Concur — SQA Specialist Signature & Date

Page 2 of Exemption Control Sheet
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PURPOSE
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EQUIPMENT SPECIFICATIONS

This document establishes the format and requirements for development of an Equipment
Specification, CP3-EN-0203-F04. Alternately, the Engineering Specification Sheet, CP3-EN-
0203-F06 may be used for less complicated, non-specialized equipment.

APPLICABILITY

The format conventions identified for Equipment Specifications (ES) and Engineering
Specification Sheets (ESS) are applicable when detailed engineering equipment specifications
are needed to communicate requirements to a vendor for procurement.

REFERENCES

None

GENERAL

4.1

NOTE:

The Originator and Reviewers may be from organizations outside of
Engineering. Review existing specifications to determine if revisions are needed.

NOTE:

If, during procurement bid/evaluation, the vendor proposes exceptions to the
Equipment Specification and the exceptions are accepted by Engineering, then
the Equipment Specification should be revised.

Originator

NOTE:

For specifications for packaging items critical to off-site shipments (as defined in
CP3-QA-2500, Procurement, Inspection, and Management of Items Critical for
Paducah Off-Site Waste Shipments), use CP3-EN-0203-F04, Equipment
Specification.

Use form CP3-EN-0203-F04, Equipment Specification, for development of
Equipment Specification.

Use form CP3-EN-0203-F06, Engineering Specification Sheet, for development
of Engineering Specification Sheet.

Obtain number for new specification from Engineering Project Support.

Draft new or revise existing specification.
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NOTE:

Transportation, QA and Waste Certification Official review and signatures are
required for specifications of packaging items critical to off-site shipments (as
defined in CP3-QA-2500, Procurement, Inspection, and Management of Items
Critical for Paducah Off-Site Waste Shipments). Other reviewers and signatures
may be required as determined by Engineering

Select Reviewer(s) with input from Engineering management.

Issue draft to reviewer(s) for comment.

Incorporate or resolve all comments.

Sign as Originator on cover page.

Obtain Reviewer(s) signatures on cover page.

Obtain Engineering Manager/Lead approval and issue specification.

4.2 Reviewer(s)

e  Check specification for clarity and grammatical correctness.

e  Check specification for technical accuracy.

e For Transportation reviewer, ensure 49 CFR requirements are included, as
applicable.

e For Waste Certification Official reviewer, ensure Nevada National Security Site
Waste Acceptance Criteria (NNSSWAC) requirements are included, as
applicable.

e Return comments to Originator.

e Sign as Reviewer on cover page when comments have been incorporated /
resolved.

4.3 Engineering Manager/Lead
Approve equipment specification.

4.4 Project Manager

e Review specification to ensure conformance with current job criteria, funding and
schedules, if assigned.
e May sign as approver for ESS, as needed.

REQUIREMENTS - EQUIPMENT SPECIFICATION (CP3-EN-0203-F04)

5.1 The following serves as the standard format for Equipment Specifications. When a
particular section is not applicable, that section should still be included in the Table of
Contents. Where the section which is not applicable appears in the body of the
specification, the words "NOT APPLICABLE" should appear under the section title.
The template provides some “paragraph” wording to guide the originator. Revise and
delete, as needed. See Section 5.3 below for additional specific considerations for
preparing the Equipment Specification sections.

NOTE:

If item is QL-2, a procurement specification written according to CP3-EN-0307,
Engineering Procurement Specification, is also required.
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Standard Format

1.0
2.0
3.0
4.0
5.0
6.0
7.0
8.0
9.0
10.0
11.0

SCOPE

APPLICABLE SPECIFICATIONS, STANDARDS, CODES AND DRAWINGS
REQUIREMENTS

EQUIPMENT IDENTIFICATION

SAFETY

CERTIFICATION OF MATERIALS

QUALITY ASSURANCE

INSPECTION AND TESTS

SHIPMENT

INSTALLATION

DOCUMENTATION [VENDOR MANUALS, DATA AND INFORMATION]
ATTACHMENTS (as needed)

Each section listed in the above format will conform to the following guidelines.

1.

SCOPE

This section is used to describe the equipment so prospective bidders can
determine whether they are interested in submitting a proposal.

Any item described in the Scope must be described in detail in the
Requirements Section.

APPLICABLE SPECIFICATIONS, STANDARDS, CODES AND
DRAWINGS

This section provides a list of applicable specifications, standards, codes and
drawings required to prepare a proposal that will meet requirements of the
specification.

Depending on the desired equipment, typical electrical codes may include:

NFPA 70 — National Electrical Code

NFPA 70E — Standard for Electrical Safety in the Workplace
NEMA 250 — Enclosures for Electrical Equipment (1000 Volts Max)
IEEE C2 — National Electrical Safety Code

UL 508A — Industrial Control Panels

Typical mechanical codes may include:

ASME B31.1 — Power Piping Code

ASME B31.3 — Process Piping

ASME Boiler and Pressure Vessel Code — Sections V and VIII and IX
ASME B16.1 — Gray Iron Pipe Flange and Flanged Fittings

Include the statement: “Omission of applicable standards, codes, or laws
from this list does not imply that noncompliance with them is acceptable in
meeting specification requirements.”
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3. REQUIREMENTS

3.1.

3.2

Equipment requirements may be specified in the following ways:
e  Functional

This type describes what function the equipment must perform. It
should describe the equipment physically as little as possible, but
be consistent with space limitations, available utilities, or other
special considerations. The vendor is required to provide details
and design to meet functional requirements specified.

e  Detailed Description

This type describes the design in detail. The vendor is responsible
for fabrication in strict accordance with the detailed dimensions in
the specifications and drawings provided by the Company.

Typical electrical requirements may be the available voltage and
whether single-phase or three-phase, available fault current so that
the equipment will have the necessary short-circuit current rating
(SCCR), start-up current/time and conductor termination
requirements.

e  Composite

This type is a combination of the Functional and Detailed
Description types. The composite must clearly delineate
responsibilities and describe the extent of the design expected
from the vendor.

For Electrical requirements, examples to be considered are listed
below:

e  Required pressures, temperatures, volumetric flow rates
(capacities), noise levels, etc.

e Available voltage, single-phase or three-phase

e  Available fault current

e  Vendor to provide motor startup/time data

e  Vendor to provide available termination requirements

e  Vendor to provide applicable drawings

e Vendor to provide applicable installation & operating manuals
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For Mechanical requirements, examples to be considered are listed
below:

e  Required pressures, temperatures, volumetric flow rates
(capacities), noise levels, etc.

e  Materials of construction

e  Vendor to provide testing standards proving mechanical
requirements

e  Vendor to provide all pipe connection sizes and types (e.g. 4”
NPT Compressed Air, 2” NPT Nitrogen, 2” NPT Water, etc.)

e  Vendor to provide applicable drawings

e  Vendor to provide weight of equipment and mounting location
details

e  Vendor to provide applicable installation & operating manuals

For Waste Container requirements, the following shall be considered as
required/applicable:

e  Type of container (e.g., IP-1, IP-2 etc.) and applicable regulatory
citation

e  Nominal dimensions
e  Materials of construction
e  Volume/Payload capacity

e  Strength [NOTE: Waste container boxes not meeting NNSSWAC
strength requirements shall be clearly marked “Box Does Not
Meet NNSSWAC Strength Requirement” on the top and one side,
at a minimum. |

e Lid design
e  Closure design

e Lid and lifting devices [NOTE: NNSSWAC requires that all
lifting points (e.g., eyes, lugs, rings, connection point, fork pockets
on lids) integral to the waste package do not extend greater than 4
inches in the normal position.]

e  Container security (tamper indicating devices)
e  Skid runner design for forklift usage
e  Tare weight

e  Stacking [NOTE: NNSSWAC requires that waste container boxes
and contents (steel or wooden box) shall be capable of supporting
a uniformly distributed load (compressive strength) of 3,375 Ib/ft’]

e  Design engineering calculations or physical testing results to
demonstrate compliance with NNSSWAC requirements.
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e  Materials requirements (e.g., body material, gaskets,
external/internal support, etc.)

e  Welding requirements
e  Closure and sealing requirements including closure instructions
e  Finish requirements

e  Labeling requirements

4.0 EQUIPMENT IDENTIFICATION

Be specific. Tell the vendor exactly what information is to be included and, if
required, how and where it is to be attached to the equipment. Include, as
applicable, the following:

Manufacturer's Name

Machine Model Number
Manufacturer's Serial Number
Date of Manufacture

Company Purchase Order Number

5.0 SAFETY

This section should state applicable sections of the Federal Occupational
Safety and Health Act and Environmental Protection Agency requirements
which apply to the equipment specified. Consider noise limits for inclusion in
this section that may affect CAAS audibility, if applicable.

Include the statement: “Omission of applicable standards, codes, or laws
from this list does not imply that noncompliance with them is acceptable in
meeting specification requirements.”

6.0 CERTIFICATION OF MATERIALS

If material certifications are required, state that the certification must be a mill
or manufacturer's certification, not from a distributor or supplier. If required
for a QL-2 item, the supplier must be on the Approved Suppliers List (ASL).

7.0 QUALITY ASSURANCE
This section should state clearly any special quality assurance requirements.

On large projects a vendor quality assurance plan, vendor surveillance, or
quality assurance (QA) audit may be required to provide adequate quality
assurance. See CP2-QA-1000, Quality Assurance Program Description, for
more information.
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8.0 INSPECTION AND TESTS

All tests performed must be consistent with requirements listed in the
Requirements Section and the QA plan.

If testing is required, consider the need for company representatives to
witness the test. On large projects, a prototype test should be considered so
that conformance to the specification can be assured before manufacture of
large quantities of the equipment.

Include Quality Inspection requirements for acceptance upon arrival.

When a high level of confidence is necessary, consider testing at the vendor's
site and acceptance testing at the Company's site.

9.0 SHIPMENT

This section includes all provisions relative to final cleaning, marking,
packaging, and labeling. In some cases, the details of packaging may be left
to the vendor. In other cases, prior approval by the Company of the vendor's
packing methods may be required. If shipment requires partial disassembly,
require the vendor bid package to specify disassembly requirements. Ensure
expectations for reassembly on-site by the vendor or instructions for
reassembly by the Company are specified in Section 10, Installation.

10.0 INSTALLATION

This section is used to state the vendor's responsibilities associated with
installation and start-up of the equipment. In some cases, the Company may
require trained personnel be furnished by the vendor to instruct Company
personnel in the operation and maintenance of the equipment.

Include vendor to be present during start-up and testing, as needed. Consider
security clearance requirements when specifying presence of vendor
representatives.

11.0 DOCUMENTATION [VENDOR'S MANUALS, DATA AND INFORMATION]
11.1 Documentation Provided with Offer
e Manufacturer design qualification test report
¢ Vendor Quality Assurance Program compliance documentation
11.2 Data Provided at Shipment
o Certificate of Conformance
e Maintenance/Operating Manual
e  Materials of construction list
e Performance Testing Results Documentation as applicable

¢ Bill of lading providing Purchase Order number and
Serial/Identification Numbers

e  Other documentation as defined in the Purchase Order
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Ensure adequate numbers of vendor manuals, drawings and other data are
requested, as required. Require the vendor to identify spare and replacement
parts and related data required for ordering the parts.

ATTACHMENTS
Include useful information about the equipment, as needed (if available).

REQUIREMENTS - ENGINEERING SPECIFICATION SHEET (CP3-EN-0203-F06)

6.1

6.2

6.3

6.4

6.5

6.6

6.7

6.8

Insert title, Equipment Specification Sheet number and quality level. Information in
the following sections may be continued on the second page of the form.

Item Description: Provide detailed description of the equipment to be purchased.

Specifications (incl. codes, standards, etc.): Include requirements (mechanical,
electrical, etc.) including relevant codes and standards for the equipment.

Include the statement: “Note: Omission of applicable standards, codes, or laws does
not imply that noncompliance with them is acceptable in meeting specification
requirements.”

Photo/Diagram: Provide photo or diagram showing the proposed equipment.

Purchase Requirements: Designate if vendor must be on the Approved Supplier list or
should be approved during the bidding process. Provide schedule requirements.

Vendor Submittals: Designate documents to be provided with the bid package, for
example manufacturer design qualification test reports, and Vendor Quality Assurance
Program compliance documents. List data provided at Shipment, including CoC,
drawings, manuals, materials of construction, test results, and other documents
required by the PO.

Inspection Requirements: List vendor test requirements, receipt inspection
requirements, requirements for CoC.

Originator, Reviewer and Approver sign and date.
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		Project Name: Engineering and Technical Services for Automation and Controls of Northwest Plume Groundwater Extraction Wells

Contract Number: PO-Enter Contract Number

		Pay Item Description



		Pay Item Number

		Pay Item

		Description

		Unit

		Total Cost



		1

		Task 1: Project Initiation and Design Kickoff

		Complete project initiation and design kickoff activities, including: 

· Submit the required contract startup documents

· Participate in the project kickoff meeting.

· Perform the initial site walkdown.

· Review the available design information.

· Establish the project schedule.

		Lump Sum

		$ Enter Cost



		2

		Task 2: Preliminary (60%) Design Package

		Develop and submit the 60% Design Package for FRNP review, including preliminary:

· Engineering Design Drawings

· Process Control Description

· Panel Drawings

· Equipment Specifications

· Bill of Materials

· Pricing for Industrial Control Panel Fabrication

· Design review meeting and comment resolution, as applicable

		Lump Sum

		$ Enter Cost
 



		3

		Task 3: Intermediate (90%) Design Package

		Develop and submit the revised 90% Design Package incorporating FRNP review comments, including updated:

· Engineering Design Drawings

· Process Control Description

· Panel Drawings

· Equipment Specifications

· Bill of Materials

· Pricing for Industrial Control Panel Fabrication

		Lump Sum

		$ Enter Cost



		4

		Task 4: Final Design Package

		Develop and submit the Final Design Package incorporating all accepted review comments, including:

· Final Engineering Design Drawings

· Final Process Control Description

· Final Panel Drawings

· Final Equipment Specifications

· Final Bill of Materials

· Final Pricing for Industrial Control Panel Fabrication

· Final Design Documentation required by the subcontract

		Lump Sum

		$ Enter Cost



		5

		Task 5: HMI/PLC Programming Development

		Develop and submit the following programming deliverables:

· PLC Programming

· HMI Screen Development

· Control Logic and PLC Programming. 

· Software Quality Assurance Documentation

· Final PLC Files

· Final HMI Files

· Native Programming Files

		Lump Sum

		$ Enter Cost



		6

		Task 6: Engineering Closeout



		Submit the Engineering Closeout Package, including:

· System Requirements Documentation

· Project Estimates

· Walkdown and Meeting Documentation

· Facility Change Documentation

· Bills of Material

· Equipment Specifications

· Testing Acceptance Documentation

· Spare Parts List

· Process Control Narrative

· Final Contract Deliverables

		Lump Sum

		$ Enter Cost



		7

		Task 7: (Optional) System Testing, Commissioning, and Training 

		Complete the following testing and commissioning activities:

· Engineering Test Plan(s)

· Functional Testing

· HMI/PLC Programming Demonstrations

· Technical field support during installation and commissioning.

· System Commissioning Support.

· Operator Training and System Demonstration

		Lump Sum

		$ Enter Cost



		8

		Task 8: (Optional) Industrial Control Panel Fabrication and Delivery

		If exercised by FRNP, complete fabrication, quality inspection, and delivery of the industrial control panels, including: 

· Fabrication of industrial control panels at a UL 508A-certified facility

· Contractor Quality Control inspection

· Delivery to FRNP Shipping and Receiving

· Completion of the optional fabrication scope upon written authorization from FRNP

		Lump Sum

		$ Enter Cost



		

		

		

		Total:

		$ Enter Cost
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Attachment –J-8

Subcontractor / Supplier Submittal Register
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		Contract / PO Number:

		XXXXXXX

		Contract / PO Title:

		Engineering and Technical Services for Automation and Controls of Northwest Plume Groundwater Extraction Wells

		Subcontractor:

		XXXXXXX







		Submittal Number

		Submittal Title

		Spec/PO/ Contract Section Reference

		Submittal Schedule Date1

		Submit Review Period

(Calendar Days)

		Document Submitted To2

		Submittal Purpose3

		Submittal Review4 (Internal Use)

		Submittal Approval5 (Internal Use)

		Submittal Distribution6 (Internal Use)



		#1 - Proposal Submittals



		PO#-1 



		Letter of Acceptance of FRNP Worker Health and Safety Plan

		Attachment J-1, Technical Evaluation Criterion - 6

		G

		N/A

		PROC

		APP

		HSE / CTR 

		CTR / HSE

		HSE / CTR / PROC



		PO#-2 

		Past Performance

		Technical Evaluation Criterion - 1

		G

		N/A

		PROC

		APP

		ENG / CTR / PM

		ENG / CTR / PM

		CTR



		PO#-3 

		A list of all software and versions intended for use.

		Attachment J-24, Technical Evaluation Criterion - 5

		G

		N/A

		PROC

		APP

		QA / ENG / CTR / PM

		QA / ENG / CTR / PM

		QA / CTR / PROC



		PO#-4 

		Letter of Acceptance of FRNP Quality Assurance requirements

		Attachment J-7, Technical Evaluation Criterion - 5

		G

		N/A

		PROC

		APP

		QA / PM / CTR

		QA / PM / CTR

		QA / CTR / PROC



		PO#-5 

		Technical Approach / Work Execution Plan

		Attachment J-24, Technical Criterion - 3

		G

		N/A

		PROC

		APP

		ENG / PM / CTR

		ENG / PM / CTR

		PROC / CTR



		PO#-6 

		Resumes of key personnel that will be responsible for Project Manager, Lead Controls Engineer(s), PLC/HMI Programmer(s), Field Support personnel, and personnel responsible for software quality assurance, engineering document control, etc.

		Attachment J-24, Technical Evaluation Criterion - 2

		G

		N/A

		PROC

		APP

		ENG / PM / CTR

		ENG / PM / CTR

		PROC / CTR



		#2 - Procurement Submittals



		PO#-7 

		Pay Item Schedule Invoice

		Attachment J-19

		Monthly

		10

		PROC

		APP

		PROC / CTR / PM

		CTR

		PROC / CTR / PM



		PO#-8 

		Pay Item Invoice Summary

		Attachment J-20

		A (5)

		5

		PROC

		APP

		PROC / CTR / PM

		CTR

		PROC / CTR / PM



		PO#-9 

		Certificate of Insurance

		Section H

		C

		5

		PROC

		INF

		PROC

		PROC

		PROC / CTR



		#3 – Pre-Mobilization Submittals



		PO#-10 

		*Reserved

		Attachment J-24

		C

		5

		SS

		APP

		PM / ENG / CTR

		PM / ENG / CTR

		CTR 



		PO#-11 

		*Reserved

		Attachment J-24

		C

		5

		PROC

		INF

		PROC

		PROC

		PROC / CTR



		#4 – Project Execution Submittals, as applicable



		PO#-12 

		Detailed Project Schedule(s) (e.g. Design, Fabrication and Delivery)

		Attachment J-24

		A (see Section 6.3 of J-24)

		7

		SS

		ACC

		PM /ENG / CTR 

		PM or CTR

		PM / ENG / CTR / PROC



		PO#-13 

		Engineering Design and Drawings (60%, 90%, and Final), including applicable control panel drawings, communication drawings, equipment specifications, design documentation, and design revisions.

		Attachment J-24 Sections 2.4 -2.4.7, and 12

		A (see Section 3 of J-24)

		7

		SS

		ACC

		PM / ENG / CTR / HSE / QA

		ENG / CTR

		PM / ENG / CTR / QA / PROC



		PO#-14 

		Contractor Technical Submittals, including supporting catalog cut sheets, vendor data, engineering data, calculations, QA/QC inspection and testing records, certifications, training records, photographs, and electronic PLC/HMI files, as applicable.

		Attachment J-24 Sections 2.5 – 2.7, 8, 12

		H

		7

		SS

		ACC

		ENG / CTR 

		ENG / CTR / QA

		ENG / CTR / QA / PROC



		PO#-15 

		Control Panel Manufacturer’s literature, drawings, schematics, Bill of Materials, UL 508A certifications, samples, and data. Required only if FRNP exercises the optional panel fabrication scope.

		Attachment J-24 

		H

		7

		SS

		ACC

		ENG / CTR 

		ENG / CTR

		ENG / CTR / PROC



		PO#-16 

		Inventory List for Control Panels and instrumentation materials delivered to Contractor

		Attachment J-24

		H

		7

		SS

		ACC

		ENG / CTR / QA

		CTR

		ENG / CTR / PROC



		PO#-17 

		Proposed deviation (inclusive of materials, scope, design, method, etc.) from pre-approved Contract documents 

		Contract

		H

		7

		SS

		APP

		CTR / ENG / PM / HSE

		CTR / ENG

		CTR / ENG / PM / HSE / PROC / QA



		PO#-18 

		Technical Request for Information (RFI)

		Attachment J-6

		H

		7

		SS

		ACC

		PROC / CTR / ENG

		CTR

		CTR / ENG / PROC 



		PO#-19 

		VFD, HMI, and PLC Installation, Operation and Maintenance Data (e.g. O&M manuals, maintenance data & schedules)

		Attachment J-24 

		H

		7

		SS

		ACC

		CTR / ENG / QA/ HSE

		CTR / ENG / QA

		CTR / ENG / QA / PROC



		PO#-20 

		Engineering Test Plan(s) – Draft and Final

		Attachment J-24, Sections 2.5, 2.5.1, and 12

		H

		7

		SS

		ACC

		ENG / CTR / QA

		ENG / CTR

		ENG / CTR / QA / PROC



		PO#-21 

		Process Control Description – Draft and Final

		Attachment J-24, Sections 2.4.4, 2.9.13, and 12

		H

		7

		SS

		ACC

		ENG / CTR

		ENG / CTR

		ENG / CTR / PROC



		PO#-22 

		Bill of Material for Fabrication 

		Attachment J-24, Sections 2.4.5

		H

		7

		Ss

		ACC

		ENG / CTR

		ENG / CTR

		ENG / CTR / PROC



		PO#-23 

		Pricing for Industrial Control Panel Builds

		Sections 2.4.3 and 12

		H

		7

		SS

		ACC

		CTR / ENG / PM

		PM / CTR

		CTR / ENG / PM / PROC



		#5 – Project Completion Submittals



		PO#-24 

		Listing of components with NRTL compliance; documentation and non-counterfeit parts use

		Attachment J-24

		H

		5

		SS

		ACC

		CTR / ENG / QA

		CTR / PM

		CTR / ENG / QA / PROC



		PO#-25 

		Engineering Close-out Package

		Attachment J-24, Sections 2.9 and 12

		E(5)

		7

		SS

		ACC

		ENG / CTR / QA

		ENG / CTR

		ENG / CTR / QA / PROC



		PO#-26 

		Final PLC and HMI Files

		Attachment J-24

Sections 2.9 and 12

		E(5)

		7

		SS

		ACC

		ENG / CTR / QA / Software Owner

		ENG / CTR / Software Owner

		ENG / CTR / QA / PROC / Software Owner



		PO#-27 

		Notice of Completion

		Attachment J-14

		E(5)

		5

		SS

		ACC

		PM / CTR / PROC

		CTR

		PM / CTR / PROC



		PO#-28 

		Final Payment Release

		Attachment J -13

		E(30)

		1

		PROC

		INF

		PROC

		PROC

		PROC



		PO#-29 

		Reserved

		Attachment J -13

		E(30)

		1

		PROC

		INF

		PROC

		PROC

		PROC








Training Only



Training Only
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		Contract / PO Number:

		XXXXXX

		Contract / PO Title:

		Engineering and Technical Services for Automation and Controls of Northwest Plume Groundwater Extraction Wells

		Subcontractor:

		XXXX









		Submittal Schedule Date1

		 Document Submitted To2

		 Submittal Purpose3

		 Submittal Review (Internal Use)4

		 Submittal Approval (Internal Use)5

		 Submittal Distribution (Internal Use)6



		A = Within X days after award

		PROC = Procurement

		  APP = Approval

		ENG = Engineering 

		ENG = Engineering

		ENG = Engineering



		B = XX days max. from NTP

		SS-Subcontractor Submittals

		  ACC = Acceptance

		QA = Quality

		QA = Quality

		QA = Quality



		C = Prior to Authorization to Mobilize

		MD = Medical Dept.

		  INF = Information      Only

		EQM = Equipment Manager

		TR = Training

		CTR=Contract Technical Rep.



		D = XX days prior to start of the activity

		TR = Training

		  Other = As Identified

		PROC = Procurement

		PROC = Procurement

		PROC = Procurement



		E = XX days after completion of activity

		

		

		HSE = Health, Safety, Environ.

		HSE = Health, Safety, Environ.

		HSE = Health, Safety, Environ.



		F = Prior to Entry

		

		

		EC = Environmental Compliance

		EC = Environmental Compliance

		EC = Environmental Compliance



		G = With Bid / With Proposal

		

		

		PM = Project Manager

		PM = Project Manager

		PM = Project Manager



		H = As required/As Needed

		

		

		CTR = Contract Technical Rep.

		CTR = Contract Technical Rep.

		MD=Medical Dept.



		Other = As identified

		

		

		MD = Medical Dept.

		MD = Medical Dept.

		TR=Training



		

		

		

		TR = Training

		

		



		

		

		

		RAD = Radiological Control
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Instructions for 

Completing the Submittal Register 



Submittal registers are intended to be tailored for each specific project scope.  The submittals required for demolition of a facility will not be the same submittals required for installation of security fencing or a simple vendor activity with minimal time spent on site and simple scope.  The Contract Technical Representative (CTR) or designee should elicit feedback from applicable support groups during the planning phase to ensure that the proper submittals are required from the subcontractor or vendor.  The CTR is encouraged to use the graded approach when deciding which submittals are necessary.  The submittal register tells the subcontractor what types of submittals are required, whereas the J-6 tells the subcontractor how to submit to the Company.



This template is not meant to be all inclusive nor absolute; just as project and vendor service scope will vary, so will the contents of the J-8.  Use this template to ensure all requirements are met from a safety and compliance standpoint, to ensure that the proper rigor is used in the review of the submittals, and to further communicate to the subcontractor or vendor the deliverables and requirements called out in the Statement of Work and the J-1, Environmental, Health and Safety Requirements for Onsite Work.  Add and delete as necessary. The “Reviewers” and “Submittal Distribution” columns should also be reviewed for applicability to the project as not all will require the same personnel. 



1. Four Rivers Nuclear Partnership, LLC will insert following information upon Contract award:

· Contract Number/PO Number

· Contract Title

· Contractor

· Sequential number 

	Contract #		Sequence #

	XXXXXXX		001



	

2. Note: When additional submittals are required, the Contractor shall enter the next sequential number in that submittal group (i.e., if the last submittal number in a group was XXXXXXX--025, the next submittal number would be XXXXXXX--026). 

3. FRNP will  insert the Submittal Title 

4. FRNP will insert the Specification/PO/or Contract Section where the submittal is referenced

5. FRNP will replace the XX with the desired number of days on  the Submittal Schedule date

· A – Within XX days after award

· B – XX days max from Notice to Proceed (NTP)

· C – Prior to authorization to mobilize

· D – XX days prior to start of the activity

· E – XX days after completion of activity

· F – Prior to entry

· G – With Bid / With Proposal

· H – As required/As Needed

6. FRNP will insert the Submittal Review Period for each submittal listed

7. FRNP will insert who the vendor is required to submit the submittal to within the FRNP organization

· PROC – Procurement

· SS- Subcontractor Submittals 

8. FRNP will insert the Submittal Purpose code

· APP – Approval

· ACC – Acceptance

· INF – Information Only

· Other – As Identified



9. FRNP will insert the Submittal Reviewers, as deemed applicable by the project team (Internal Use)

· ENG - Engineering

· QA – Quality

· CTR – Contract Technical Representative

· PROC – Procurement

· PM – Project Manager

· HSE – Health, Safety, Environmental

· EC – Environmental Compliance

· RAD – Radiological Control 

· TRN - Training

· Other – As identified 

10. FRNP will insert the Submittal Approver (Internal Use)

· PROC – Procurement

· CTR – Contract Technical Representative

11. FRNP will insert the Submittal Distribution Requirements, as deemed applicable by the project team (Internal Use). This is who RM distributes a copy to once a submittal is approved or accepted) 

· ENG - Engineering

· QA – Quality

· CTR – Contract Technical Representative 

· PROC – Procurement

· PM – Project Manager

· HSE – Health, Safety, Environmental

· RAD – Radiological Control

· TRN - Training

· EC – Environmental Compliance

· Other – As identified
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